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Office of the Attorney General

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

By Email - Idtheft@oag.state.md.us 

To Whom it May Concern,

First Unum Life Insurance Company (“First Unum”) is writing to inform you about a security

incident experienced by a downstream vendor that may have impacted the personal 

information of one (1) Maryland resident.

On July 13, 2023, First Unum learned that a vendor of a third-party administrator used by

one of First Unum’s reinsurers was impacted by the critical vulnerability in the MOVEit 

Transfer application that Progress Software Corporation announced on May 31, 2023.

Specifically, our reinsurer advised that:

• its third-party administrator, NTT Data (NTT), used an external vendor, Pension 

Benefits Information, LLC (PBI), to perform certain services for the benefit of our

policyholders;

• between May 29, 2023, and May 30, 2023, an unauthorized third party exploited

the vulnerability in the MOVEit application that PBI used, and may have acquired

some of our policyholder information;

• the types of information that may have been impacted include first and last name,

gender, Social Security number, date of birth, policy number, and city, state, and

zip code;

• PBI completed recommended patching and remediation steps to secure its systems;

and

• PBI has informed law enforcement of the incident.

Our reinsurer plans on providing notice to the impacted Maryland resident on or around July

14, 2023, and extending an offer of free credit monitoring and identity protection services 

for a period of two years through Kroll.

Please feel free to contact me if you have any questions or require additional information.

Sincerely,

/s/

Kristina Allaire 

AVP and Managing Counsel 

compliance@unum.com 

774-437-5418












