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July 24, 2023 

Via electronic-mail: Idtheft@oag.state.md.us 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, Maryland 21202 

Re: Our Client : Teachers’ Retirement System of the City of New
York 

Matter : Data Security Incident on May 29, 2023 
LBBS File # : 16516.2089

Dear Attorney General Brown:

We represent Teachers’ Retirement System of the City of New York (“TRS NYC”) with a principal 
place of business in New York, New York with respect to a potential data security incident 
described in more detail below. TRS NYC takes the security and privacy of the information in its 
control seriously, and has taken steps to prevent a similar incident from occurring in the future. 

This letter will serve to inform you of the nature of the security breach, the number of Maryland
residents that were potentially affected, what information has been compromised, and the steps 
that TRS NYC is taking in response to this incident. We have also enclosed hereto a sample of
the notification made to the potentially impacted individuals, which includes an offer of free credit 
monitoring. 

1. Nature of the Security Incident 

TRS NYC uses a third-party vendor, PBI Research Services (“PBI”) to conduct audit services. In 
turn, PBI uses the MOVEit Transfer software for secure file transfers, including data from TRS
NYC regarding its plan participants. On or around May 31, 2023, Progress Software, the provider
of MOVEit Transfer software disclosed a vulnerability in their software had been exploited by an 
unauthorized third party. According to PBI, it promptly launched an investigation into the nature 
and scope of the MOVEit vulnerability’s impact on its systems. Through the investigation, PBI
learned that the third party accessed one of its MOVEit Transfer servers on May 29 and May 30,
2023 and downloaded data. On June 6, 2023, PBI notified TRS NYC that its data was impacted
during the attack. 
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2. Maryland Residents Notified

A total of five hundred and fifteen (515) residents of Maryland were potentially affected by this 
security incident. A notification letter to these individuals were mailed on July 18, 2023, by first 
class mail. A sample copy of the notification letter is included with this letter. 

3. Steps Taken 

This data security incident occurred entirely within PBI’s network environment, and there were no
other remedial actions available to TRS NYC. However, according to PBI, it has taken the
following actions in response to this incident:

 Rebuilt an entirely new server from a hardened image;
 Patched all MOVEit Transfer servers;
 Removed the malicious web shell; 
 Blocked malicious IP addresses; 
 Enabled ransomware detection and prevention configuration options for

antivirus/antimalware software; 
 Reviewed and ensured that no database user accounts were created by the threat 

actor(s); and
 Terminated indefinite sessions to ensure any threat actor(s) sessions would be 

removed from the database server post patch/reboot of the server.

PBI has also extended to all potentially impacted individuals an offer for free credit monitoring 
and identity theft protection through Kroll. This service will include 24 months of credit monitoring, 
along with a fully managed identity theft recovery service, should the need arise. The notification 
letter and offer of free credit monitoring were mailed on July 18, 2023. 

4. Contact Information 

TRS NYC remains dedicated to protecting the sensitive information in its control. If you have any
questions or need additional information, please do not hesitate to contact me at 
Tawana.Johnson@lewisbrisbois.com or 404.470.2089.

Very truly yours, 

Lewis Brisbois Bisgaard & Smith, LLC

Tawana Johnson, Esq.

cc: Robert Walker, Esq. 
(Lewis Brisbois LLC) 

Enclosures: Sample notification letter
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