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August 2, 2023

Via Email: idtheft@oag.state,md.us

Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore. MD 21202

Dear Sir or Madam:

I am writing on behalf of First Farmers Bank & Trust ("First Farmers") to provide notice
of a security incident. On Wednesday, July 12, 2023, First Farmers Bank & Trust was notified by
one of our third-party vendors that they had been impacted by the MovelT vulnerability that was
being exploited by criminal actors. On July 10. 2023, during their investigation, the third-party
vendor became aware that files provided by the bank for informational services were
compromised. An unauthorized entity downloaded these files on May 30, 2023.

The customer information potentially affected varies by individual or business, but may
include name, date of birth, account number, tax identification number, address, gender, email
address, phone number, zip code, loan number. Online and mobile banking passwords and user
names were not involved and remain unaffected. No Social Security numbers were discovered
during multiple reviews.

We are working with that third-party vendor in removing certain fields from the files that
are provided to them to help eliminate any linking of data from one file to the next.

We will be notifying 18 Maryland residents by mailing the attached letter.

Should you have any questions, please feel free to contact me.
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Marcus L. Misinec
Chief Administrative Officer/General Counsel








