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reportedly based in Russia, has claimed responsibility for the incident. An extensive 
analysis of the affected files was performed to determine which individuals and data 
may have been affected, and to confirm their identities and contact information. The 
personal data in the relevant files may have included: first name or first initial and last 
name; address; financial account information; debit or credit card numbers; social 
security number; and/or other unique government-issued identification numbers.

EY US is notifying individuals whose personal information may have been accessed. 
Those individuals will have an opportunity to enroll in a 24-month complimentary
subscription to Experian’s credit monitoring and identity theft restoration services. EY
US will begin mailing notifications on August 9, 2023. 

An unaddressed copy of the letter is attached. A call center has been established to
answer consumers’ questions. 

EY US takes this event seriously, and remains committed to protecting individuals’
personal information and assisting those who may have been affected by this incident. 
By virtue of this notice, EY US does not waive any rights and reserves all rights under
such laws. 

Please do not hesitate to contact us if you have any questions regarding this letter.

Very truly yours, 

s/Sumon Dantiki 

s/Jarno Vanto

Enclosure 



 
 

 

NOTICE OF DATA BREACH

The United States firm of Ernst & Young LLP (“EY,” “we” and “us”) is writing to notify you of an issue that
involves your personal data. EY provides consulting, advisory, and tax services to Bank of America. As part of
those services, we receive and handle information that may include personal data in certain instances.

WHAT HAPPENED 

On May 31, 2023, we were informed by our third-party supplier, Progress Software Corporation, of a security
vulnerability involving the supplier’s MOVEit Transfer solution. MOVEit Transfer is a file transfer tool used by
many organizations, including us, to support the transfer of data files. Upon becoming aware of the issue, we 
promptly launched an investigation and took steps to secure our systems. We have also been working with 
third-party security experts to investigate the scope of the issue and advise on our response. Bank of America 
has informed us that its systems and servers were not impacted by this event.

WHAT INFORMATION WAS INVOLVED

Certain files within the third-party software solution have been compromised through this security
vulnerability. These files may contain your personal data. The personal data in the relevant files may have 
included your first name or first initial and last name, address, financial account information, debit or credit 
card numbers, social security number, and/or other unique government-issued identification numbers.

WHAT WE ARE DOING 

EY is informing you about the issue so you can take steps to protect your personal data from identity theft, 
phishing and other potential misuse. 

As an additional measure of protection, we are notifying you that Bank of America will be making available a 
complimentary two-year membership in an identity theft protection service provided by Experian
IdentityWorksSM. You will not be billed for this service. This product provides you with identity detection 
which includes daily monitoring of your credit reports from the three national credit reporting companies 
(Experian, Equifax® and TransUnion®), internet surveillance, and resolution of identity theft. This service will 
expire at the conclusion of the complimentary period and will not automatically renew. Any renewal of
service elected by you and paid by you should be done directly through Experian IdentityWorksSM. To learn 
more about the complimentary membership and enroll, go to https://www.experianidworks.com/3bcredit 
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Ernst & Young LLP
Return Mail Processing
PO Box 589
Claysburg, PA 16625-0589

August 9, 2023

J8077-L01

Dear Sample A. Sample,





ADDITIONAL RESOURCES 

Order Your Free Credit Report: To order your free annual credit report, visit www.annualcreditreport.com, call 
toll-free at (877) 322-8228, or complete the Annual Credit Report Request Form on the U.S. Federal Trade 
Commission’s (FTC) website at www.ftc.gov and mail it to Annual Credit Report Request Service, P.O. Box 
105281, Atlanta, GA 30348-5281. 

The three credit bureaus (Equifax, Experian, and TransUnion) provide free annual credit reports only through 
the website, toll-free number, or request form. You may also purchase a copy of your credit report by contacting 
any of the credit reporting agencies below: 

Equifax www.equifax.com (800) 685-1111 
Experian www.experian.com (888) 397-3742 
TransUnion www.transunion.com (800) 916-8800

Upon receiving your credit report, review it carefully. Errors may be a warning sign of possible identity theft. 
Here are a few tips of what to look for:

• Look for accounts you did not open. 
• Look in the “inquiries” section for names of creditors from whom you have not requested credit. Some 

companies bill under names other than their store or commercial names; the credit bureau will be 
able to tell if this is the case.

• Look in the “personal information” section for any inaccuracies in information (such as home address 
and Social Security Number). 

If you see anything you do not understand, call the credit bureau at the telephone number on the report. You 
should notify the credit bureaus of any inaccuracies in your report, whether due to error or fraud, as soon as 
possible so the information can be investigated and, if found to be in error, corrected. If there are accounts or
charges you did not authorize, immediately notify the appropriate credit bureau by telephone and in writing. 
Information that cannot be explained should also be reported to your local police or sheriff’s office because it 
may signal criminal activity.

We encourage you to take advantage of these protections and remain vigilant for incidents of fraud and identity
theft, including regularly reviewing and monitoring your credit reports and account statements. 

Federal Trade Commission and State Attorneys General Offices: If you detect any unauthorized transactions in 
any of your financial accounts, promptly notify the appropriate payment card company or financial institution. 
If you detect any incidence of identity theft or fraud, promptly report the matter to your local law enforcement 
authorities (from whom you can obtain a police report), state Attorney General, and the Federal Trade 
Commission (FTC). You can contact the FTC to learn more about how to protect yourself from becoming a victim 
of identity theft by using the contact information below: 

Federal Trade Commission Bureau of Consumer Protection 
600 Pennsylvania Avenue NW Washington, DC 20580 
(877) IDTHEFT (438-4338)
www.ftc.gov/idtheft 

For Colorado and Georgia residents: You may obtain one or more (depending on the state) additional copies of 
your credit report, free of charge. You must contact each of the credit reporting agencies directly to obtain such 
additional report(s). 
For District of Columbia residents: The District of Columbia Attorney General may be contacted at: 400 6th 
Street, NW, Washington, D.C. 20001; 202-727-3400; and oag.dc.gov. 
For Maryland residents: The Maryland Attorney General may be contacted at: 200 St. Paul Place, 16th Floor, 
Baltimore, MD 21202; 1-410-528-8662 or 1-888-743-0023; and https://www.marylandattorneygeneral.gov/. 

0000001

 ALG B FODLG AOENHLGK 
 A HM DO KOHBDANCBBGK 
 ACHOLNG NGGIOBGEICHK 
 AMFBJOBOOOFLHDFLMHJK 
 ACOCEOCGMCGCEOIGACMK 

J8077-L01











Page 2 of 2 

EY US takes this event seriously, and remains committed to protecting individuals’
personal information and assisting those who may have been affected by this incident. 
By virtue of this notice, EY US does not waive any rights and reserves all rights under
applicable laws. 

Please do not hesitate to contact us if you have any questions regarding this letter.

Very truly yours, 

s/Sumon Dantiki 

s/Jarno Vanto


