
August 9, 2023

VIA EMAIL 
Office of the Maryland Attorney General 
Idtheft@oag.state.md.us 

Re: Information Security Breach Notification 

Dear Sir or Madam: 

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had 
a data breach incident involving information for one Ameriprise clients who are residents of 
Maryland.

(1) Date the breach occurred: July 31, 2023
(2) Reason for the breach: Documents for an individual were mailed to an incorrect address 

by the advisor’s office.
(3) Type of information that was accessed: Name, address, Date of Birth and Social Security

Number 
(4) The number of Maryland residents affected: 1
(5) The dates the Maryland residents were notified: August 9, 2023
(6) A sample notification letter: See attached. 

At the same time that this letter is being sent, Ameriprise Financial will also be sending a 
notification letter to the affected residents, a copy of which is enclosed. The letter describes 
steps Ameriprise Financial is taking to help ensure that these individuals’ accounts are not 
accessed by unauthorized persons and provides them with an opportunity to enroll for one year 
of Credit Monitoring through Equifax, at Ameriprise Financial’s expense. 

If you have any questions regarding this incident, please contact me at (612) 671-2047. 

Sincerely, 

Robert Severson, EnCE 
Privacy Manager | General Counsel's Office 

Enclosures



August 9, 2023 

Name 
Address 
City, ST Zip 

Dear Client: 

What Happened?
I am writing to inform you of an incident involving your personal information. On August 3rd, 2023, we were notified that a document 
containing your personal information was inadvertently mailed to an incorrect address by the advisor’s office. Due to the sensitive 
nature of the information, I wanted to notify you of this incident. 

What Information Was Involved?
Name, address, Date of Birth and Social Security Number. 

What We Are Doing. 
As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit monitoring 
program for one year at no expense to you. This program is administered by EZ Shield, Inc. The services include resolution assistance 
by certified fraud experts, Internet Monitoring which will alert you if your information is being traded on the dark web, and credit 
monitoring to keep you informed of changes to your information within the Experian credit bureau. To obtain these services, please 
go to https://myidentity.ezshield.com/protection and insert code: Code 

What You Can Do. 
None of us like to hear about incidents involving our personal information. And in situations like this, taking a few prudent steps can 
further protect you against the potential misuse of your information. That’s why we recommend the following actions: 

• Register a Fraud Alert or Security Freeze with the three major credit bureaus. Contact information on the Additional 
Resources page. 

• Thoroughly review your account statements and transaction confirmations. 
• Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc.) to make sure there is no 

unauthorized activity. 
• Review any solicitations you receive in the near future. 
• Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have any doubts about 

the caller, hang up and call your advisor to verify the validity of the call. 
• If you notice any unusual activity, contact your advisor or Ameriprise Financial Customer Service at (800) 862-7919

immediately. We are here to help. 

For More Information. 
Please do not hesitate to contact Dale Cebert at 352.674.4200. Please accept my sincere apology regarding this situation and any
inconvenience it may cause you. 

Sincerely, 

Chinmai Kapri 
Legal Analyst 
Global Privacy Office 
Ameriprise Financial, Inc. 
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