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August 11, 2023  

Submitted via email to: Idtheft@oag.state.md.us 
 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
 
Re:  Information Security Incident Affecting 434 Maryland Residents 
 
To Whom it May Concern: 
 

Pursuant to Md. Code Ann. Comm. Law 14-3504, we are sending this letter to notify you 
of an information security incident. 
 

New York Life uses a third-party service provider to perform SSN death master file 
searching. The third-party service provider is Pension Benefit Information, LLC (“PBI”), which 
is a business division of Longevity Holdings Inc. PBI utilizes MOVEit Transfer software in the 
regular course of its business operations to securely transfer files. On or around May 31, 2023, 
Progress Software, the provider of MOVEit Transfer software disclosed a vulnerability in their 
software that had been exploited by an unauthorized third party. As soon as Progress Software 
made patches available on June 2, 2023, PBI immediately completed Progress’s recommended 
patching and remediation steps. PBI, with the help of cybersecurity and digital forensics 
specialists Kroll, also promptly launched an investigation into the nature and scope of the 
MOVEit vulnerability’s impact on PBI’s systems. PBI notified the FBI on June 3, 2023. 
 

Through its investigation, PBI learned that the unauthorized third party accessed one of 
PBI’s MOVEit Transfer servers on May 29, 2023 and May 30, 2023 and downloaded data. PBI’s 
investigation determined that certain New York Life customer’s information was contained in 
the server at the time of the event, including names, SSNs and dates of birth. The information has 
not been recovered from the unauthorized third party. PBI notified New York Life about the 
incident on June 5, 2023. Upon being notified by PBI, New York Life promptly conducted an 
investigation with PBI to determine the identities and states of residence of the New York Life 
customers whose information was contained in the impacted server. On July 5, 2023, New York 
Life determined that the personal information of 434 Maryland residents was contained in the 
impacted server.  

 



As soon as Progress Software made patches available on June 2, 2023, PBI immediately 
completed Progress’s recommended patching and remediation steps. PBI, with the help of 
cybersecurity and digital forensics specialists Kroll, also promptly launched an investigation into 
the nature and scope of the MOVEit vulnerability’s impact on PBI’s systems. Kroll reviewed 
available logs and artifacts to determine the event’s nature and scope and assessed whether data 
was subject to unauthorized access or acquisition. In addition, PBI has informed New York Life 
that they conduct regular patching of the MOVEit software and they have undertaken the 
following security enhancements in response to the event: (1) impacted MOVEit server replaced 
with new instance, which was patched and hardened; (2) added a Web Application Firewall 
including filters on known bad inputs, geo-location, and IP Reputation; (3) implemented 
additional logging, security monitoring, and alerts; and (4) reduced File Import retention on SFT 
server to 1 day post processing. 

 
PBI will be notifying affected New York Life customers on New York Life’s behalf 

beginning on August 11, 2023. Attached is a copy of the notice that will be sent to customers, 
which includes 12 months of complimentary credit monitoring and identity restoration services 
through Kroll. Please feel free to call me at (212) 576-5244 if you have any questions or require 
additional information. 
 

Sincerely, 
 
/s/ Justin Keslowitz 

 










