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August 11, 2023 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

By Email 

To Whom It May Concern:

I am writing on behalf of BCD Travel USA LLC and its affiliates and subsidiaries (“BCD Travel” or “the 

Company”) to notify you that BCD Travel recently experienced a cybersecurity incident impacting the 

personal information of Maryland residents. 

BCD Travel and many other organizations use the third-party vendor Progress Software Corporation’s 

MOVEit Transfer application for securely transferring files internally and with external organizations. 

On June 1, 2023, BCD Travel became aware that Progress Software had discovered a previously

unknown critical security vulnerability (often referred to as a zero-day vulnerability) in a third-party

software application, the MOVEit Transfer application, used by the Company. 

The joint CISA/FBI advisory issued on June 7, 2023, associates the widespread exploitation of this 

MOVEit vulnerability with the CL0P Ransomware Gang, also known as TA505. 

After identifying signs of unauthorized activity, BCD Travel promptly launched an investigation. Based 

on the investigation, the earliest evidence of the threat actor exploiting this vulnerability to access the 

BCD Travel MOVEit servers occurred on May 29, 2023.

A leading e-discovery firm was engaged to help analyze the data identified in the investigation as 

potentially exfiltrated. On August 2, 2023, the Company determined that the exfiltrated data contained 

personal information of Maryland residents. As of the date of this letter, 15 Maryland residents have 

been identified as potentially impacted. The information involved varied by individual and may have 

included name, date of birth, email address, telephone number, emergency contact details, credit card 

details, frequent flyer number, loyalty program number, TSA or Trusted Traveler number, passport or

ID number, and/or travel itinerary. 

As discussed above, this incident involved a critical security vulnerability in a third-party software 

application. After becoming aware of the MOVEit incident, BCD Travel took several steps to quickly

respond to and investigate the situation, including, but not limited to: activating its cybersecurity

incident response team; taking the MOVEit Transfer application offline; initiating an in-depth 
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investigation with assistance of leading third-party cybersecurity experts; implementing the actions 

recommended by Progress Software; and notifying law enforcement.

BCD Travel continues to monitor the recommendations published by Progress Software and plans to 

evaluate and implement any further recommended actions as appropriate. To date, BCD Travel has 

not identified any impact from the MOVEit incident on other parts of its network and systems and BCD

Travel remains fully operational. 

BCD Travel plans to provide notice by mail to affected Maryland residents, and a sample copy of such 

notice is attached. In addition to providing information regarding credit reporting agencies, government 

resources, security freezes, fraud alerts, and other identity protection tools, BCD is offering credit 

monitoring and identity protection services for one year through Experian, at no cost to the impacted 

individuals. 

Please feel free to contact me if you have any questions or require additional information. 

Sincerely, 

/s/ Paul Otto 

Paul Otto 

paul.otto@hoganlovells.com 

(202) 637-5887



 

 

 

We, BCD Travel Services B.V. (“BCD Travel”), are reaching out to inform you of an incident involving a third-party
vulnerability that has impacted your personal information. This notice informs you of what happened, what we are 
doing to address the incident and what steps you can take to protect your personal information. 

Who is BCD Travel 
BCD Travel provides business travel management, consulting and related services to the company you work for or on 
whose behalf you may have traveled (“Company”) and its travelers, including you. Your Company has shared certain of 
your personal information with us in the past and we have collected additional personal information from you to 
handle and administer your travel for you. To learn more about how and why we process your personal information 
for the services we provide, please read our Privacy Policy. 

What happened 
BCD Travel and many other organizations use the third-party vendor Progress Software Corporation’s MOVEit Transfer
application for securely transferring files internally and with external organizations. On 1 June 2023, BCD Travel 
became aware that the MOVEit Transfer application was impacted by a critical vulnerability announced by Progress 
Software. The vulnerability was used by a malicious actor to extract records from many organizations globally that use 
MOVEit Transfer, including BCD Travel. 

What personal information was involved 
Based on the findings of our in-depth investigation, BCD Travel confirmed that your personal information was 
impacted by the MOVEit incident. Such information may have included your name, date of birth, email address, 
telephone number, emergency contact details, credit card details, frequent flyer number, loyalty program number, 
TSA or Trusted Traveler number, driver’s license or ID, passport or ID number, and/or travel itinerary. 

To date, we have not identified evidence of personal information or credit cards included in impacted BCD Travel 
records being misused. 

What are we doing 
We take the privacy and security of personal information of our clients and travelers seriously. BCD Travel has robust 
measures in place to protect confidential information, including personal information, which measures are monitored 
and updated on a regular basis. 

After becoming aware of the MOVEit incident, BCD Travel took several steps to quickly respond to and investigate the 
situation, including, but not limited to:

• activated its cybersecurity incident response team; 
• took the MOVEit Transfer application offline;
• initiated an in-depth investigation, with assistance of leading third-party cybersecurity experts, including 

leading forensic experts Kroll; 
• implemented the actions recommended by Progress Software; and 
• notified law enforcement. 
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Steps You Can Take to Protect Against Identity Theft and Fraud 

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 
statements, and to monitor your credit reports for suspicious activity. Under U.S. law, you are entitled to one free 
credit report annually from each of the three major credit reporting bureaus. To order your free credit report, visit 
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major credit 
bureaus directly to request a free copy of your credit report. 

At no charge, you can also have these credit bureaus place a “fraud alert” on your file that alerts creditors to take 
additional steps to verify your identity prior to granting credit in your name. Note, however, that because it tells 
creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit while the agency
verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud 
alerts on your file. Should you wish to place a fraud alert, or should you have any questions regarding your credit 
report, please contact any one of the agencies listed below. 

Equifax 
P.O. Box 105069 
Atlanta, GA 30348 
1-800-525-6285 
www.equifax.com 

TransUnion 
P.O. Box 2000 
Chester, PA 19022-2000 
1-800-680-7289 
www.transunion.com 

Experian 
P.O. Box 2002 
Allen, TX 75013 
1-888-397-3742 
www.experian.com 

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the 
three bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. You will 
receive confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for
your review. An initial fraud alert will last for one year. 

You may also place a security freeze on your credit reports. A security freeze prohibits a credit bureau from 
releasing any information from a consumer’s credit report without the consumer’s written authorization. However, 
please be advised that placing a security freeze on your credit report may delay, interfere with, or prevent the 
timely approval of any requests you make for new loans, credit mortgages, employment, housing, or other services. 
Under federal law, you cannot be charged to place, lift or remove a security freeze. You will need to place a security
freeze separately with each of the three major credit bureaus listed above if you wish to place a freeze on all of your
credit files. To find out more on how to place a security freeze, you can use the following contact information: 

Equifax Security Freeze 
PO Box 105788 
Atlanta, GA 30348 
http://www.equifax.com/personal/
credit-report-services/credit-
freeze/
1-800-349-9960 

TransUnion Security Freeze PO
Box 2000 
Chester, PA 19016 
https://www.transunion.com/cre
dit-freeze 
1-888-909-8872 

Experian Security Freeze 
PO Box 9554 
Allen, TX 75013 
www.experian.com/freeze 
1-888-397-3742 

The following information should be included when requesting a credit freeze: 

1) Full name, with middle initial and any suffixes; 
2) Social Security Number; 
3) Date of birth (month, day, and year); 
4) Current address and previous addresses for the past five (5) years; 
5) Proof of current address, such as a current utility bill or telephone bill; 
6) Other personal information as required by the applicable credit reporting agency; 

The credit reporting agencies have one (1) to three (3) business days after receiving your request to place a security 
freeze on your credit report, based upon the method of your request. The credit bureaus must also send written 
confirmation to you within five (5) business days and provide you with a unique personal identification number
(PIN) or password (or both) that can be used by you to authorize the removal or lifting of the security freeze. It is 
important to maintain this PIN/password in a secure place, as you will need it to lift or remove the security freeze. 0000001
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