


RADAR #619003

2 

Regards, 

Joshua Devine, CIPP/US 
Investigations Lead Counsel/Associate General Counsel – Privacy, LCRA 

UnitedHealthcare Corporate 

O 860-702-6805

E joshua devine@uhc.com 

185 Asylum Street | CT039-020A| Hartford, Connecticut 06103





For More Information 

We take this matter very seriously and are committed to protecting the privacy and security of our 

plan participants’ information. 

If you have any questions or concerns, please call us toll-free at 800-657-8205, Monday through 

Friday between 7am – 7pm CST. 

While GoldenRule systems were not compromised by this incident, we deeply regret any

inconvenience or concern caused by this incident.

Sincerely, 

Melissa Rovella 

Sr. Privacy Analyst 

UnitedHealthcare Privacy Office 



Reference Guide 

1. Review Your Account Statements

Remain vigilant for incidents of potential fraud and identity theft. Carefully review account statements and 
credit reports to make sure that all of your account activity is valid. Report any questionable charges 
promptly to the financial institution or company with which you maintain the account. 

As a precaution to protect against misuse of your health information, we recommend that you remain vigilant 
and regularly monitor the explanation of benefits statements that you receive from your plan, and your bank 
and credit card statements, credit reports, and tax returns to check for any unfamiliar activity. If you notice
any health care services that you did not receive listed on an explanation of benefits statement, please 
contact your plan. If you do not regularly receive explanation of benefits statements, you may request that 
your plan send you these statements following the provision of any health care services in your name or
plan number by contacting your plan at the number on your member ID card. If you notice any suspicious 
activity on either your bank or credit card statement, or tax returns, please immediately contact your financial 
institution and/or credit card company, or relevant institution.

2. Order Your Free Credit Report 

To order your free annual credit report, visit www.annualcreditreport.com, call toll-free at 1-877-322-8228, 
or complete the Annual Credit Report Request Form on the U.S. Federal Trade Commission’s (“FTC”) 
website at www.ftc.gov and mail it to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 
30348-5281. The three credit bureaus provide free annual credit reports only through the website, toll-free 
number, or request form. 

Upon receiving your credit report, review them carefully. Look for any accounts you did not open. Look in 
the “inquires” section for names of creditors from whom you have not requested credit. Some companies 
bill under names other than their store or commercial names; the credit bureau will be able to tell if this is 
the case. Look in the “personal information” section for inaccuracies in information (such as home address 
and Social Security number). 

If you see anything that you do not understand, call the credit bureau at the telephone number of the report.
Errors may be a warning sign of possible identity theft. You should notify the credit bureaus of any
inaccuracies in your report, whether due to error or fraud, as soon as possible so the information can be 
investigated and, if found to be in error, corrected. If there are accounts or charges you did not authorize, 
immediately notify the appropriate credit bureau by telephone and in writing. Information that cannot be
explained should also be reported to your local police or sheriff’s office because it may signal criminal 
activity. 

3. Contact the U.S. Federal Trade Commission 

If you detect any unauthorized transactions in your financial accounts, promptly notify the appropriate 
payment card company or financial institution. If you detect any incident of identity theft or fraud, promptly
report the incident to your local law enforcement authorities, your state Attorney General and FTC. 

You can contact the FTC to learn more about how to protect yourself from becoming a victim of identity
theft by using the contact information below: 

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580 
1-877-IDTHEFT (438-4338) 
1-866-653-4261 (TTY)
https://consumer.ftc.gov/features/identity-theft 







25th Floor
Baltimore, MD 21202 

Phone: 1-410-576-6491
Website: https://www.marylandattorneygeneral.gov/Pages/IdentityTheft/default.aspx 

For Residents of Massachusetts. You have the right to obtain a police report with respect to this 
incident. If you are the victim of identity theft, you also have the right to file a police report and obtain a 
copy of it.

For New Mexico Residents: New Mexico consumers have the right to obtain a security freeze or submit 
a declaration of removal.

You may obtain a security freeze on your credit report to protect your privacy and ensure that credit is not 
granted in your name without your knowledge. You may submit a declaration of removal to remove 
information placed in your credit report as a result of being a victim of identity theft. You have a right to 
place a security freeze on your credit report or submit a declaration of removal pursuant to the Fair Credit 
Reporting and Identity Security Act.

The security freeze will prohibit a consumer reporting agency from releasing any information in your credit 
report without your express authorization or approval. The security freeze is designed to prevent credit,
loans and services from being approved in your name without your consent. When you place a security
freeze on your credit report, you will be provided with a personal identification number, password or
similar device to use if you choose to remove the freeze on your credit report or to temporarily authorize
the release of your credit report to a specific party or parties or for a specific period of time after the freeze 
is in place. To remove the freeze or to provide authorization for the temporary release of your credit 
report, you must contact the consumer reporting agency and provide all of the following:

(1) the unique personal identification number, password or similar device provided by the consumer
reporting agency; 

(2) proper identification to verify your identity; and 

(3) information regarding the third party or parties who are to receive the credit report or the period of time 
for which the credit report may be released to users of the credit report.

A consumer reporting agency that receives a request from a consumer to lift temporarily a freeze on a 
credit report shall comply with the request no later than three business days after receiving the request. 
As of September 1, 2008, a consumer reporting agency shall comply with the request within fifteen 
minutes of receiving the request by a secure electronic method or by telephone.

A security freeze does not apply in all circumstances, such as where you have an existing account 
relationship and a copy of your credit report is requested by your existing creditor or its agents for certain 
types of account review, collection, fraud control or similar activities; for use in setting or adjusting an 
insurance rate or claim or insurance underwriting; for certain governmental purposes; and for purposes of 
prescreening as defined in the federal Fair Credit Reporting Act.

If you are actively seeking a new credit, loan, utility, telephone or insurance account, you should 
understand that the procedures involved in lifting a security freeze may slow your own applications for
credit. You should plan ahead and lift a freeze, either completely if you are shopping around or
specifically for a certain creditor, with enough advance notice before you apply for new credit for the lifting 
to take effect. You should contact a consumer reporting agency and request it to lift the freeze at least 
three business days before applying. As of September 1, 2008, if you contact a consumer reporting 
agency by a secure electronic method or by telephone, the consumer reporting agency should lift the 
freeze within fifteen minutes. You have a right to bring a civil action against a consumer reporting agency
that violates your rights under the Fair Credit Reporting and Identity Security Act.

For New York Residents. You may also obtain information about security breach response and identity
theft prevention and protection from the New York Attorney General’s Office:

Office of the Attorney General 
The Capitol 



Albany, NY 12224-0341

Phone: 1-800-771-7755
Website: www.ag.ny.gov

For North Carolina Residents. You can obtain information about preventing and avoiding identity theft 
from the North Carolina Attorney General at: 

North Carolina Attorney General’s Office 
Consumer Protection Division 
9001 Mail Service Center
Raleigh, NC 27699-9001

Phone: 1-877-566-7226 (Toll-free within North Carolina), 1-919-716-6000 
Website: https://ncdoj.gov/
Identity Theft Link: https://ncdoj.gov/protecting-consumers/protecting-your-identity/

For Oregon Residents. State laws advise you to report any suspected identity theft to law enforcement, 
as well as the Federal Trade Commission. You can contact the Oregon Department of Justice at: 

Oregon Department of Justice 
1162 Court Street NE
Salem, OR 97301

Phone: 1-877-877-9392
Website: www.doj.state.or.us 

For Rhode Island Residents. You have a right to file or obtain a police report related to this incident. 
You may also obtain information about preventing and avoiding identity theft from the Rhode Island 
Attorney General at:

Rhode Island Office of the Attorney General 
150 South Main Street 
Providence, Rhode Island 02903 

Phone: 1-401-274-4400
Website: http://www.riag.ri.gov/ConsumerProtection/About.php#


