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Attorney General Brown, 
 
I am writing to inform you about a security incident affecting seventy-six (76) Maryland residents. 
 
Our firm represents the Morris Hospital & Healthcare Centers (“Morris Hospital”), which experienced a security incident, and we are hereby formally notifying 
you of this event pursuant to Md. Code Ann. Com. Law § 14-3504 (West 2023). By providing this notice, Morris Hospital does not waive any rights or defenses 
regarding the applicability of Maryland law, the applicability of the Maryland Personal Information Protection Act statute, or all/any other applicable laws 
(including those pertaining to personal jurisdiction). 
 
On April 4, 2023, Morris Hospital discovered it had experienced a security incident. Morris Hospital immediately took steps to contain the incident and retained 
global cybersecurity professionals to conduct an extensive investigation of the incident. Morris Hospital received the initial findings from the investigation on 
June 20, 2023. Based on the investigation, forensic evidence indicated that, just before the incident, an unauthorized party had exported data to an external 
cloud storage platform. The investigation found that these exports contained files with information about current and former employees and their dependents 
or beneficiaries, as well as current and former patients of Morris Hospital. 
 
The potentially exposed records included the name, address, social security number, medical record numbers and account numbers, diagnostic codes (numeric 
codes used to identify diagnoses and treatments), and date of birth of current and former employees and their dependents and beneficiaries who have also 
been patients at Morris Hospital. 
 
Upon discovering the incident, Morris Hospital immediately reset passwords for all employee accounts and suspended employee mobile email access. Morris 
Hospital identified and removed malicious files and enhanced their monitoring, logging, and detection capabilities. 
 
Please let me know if you have any questions or how we can be of assistance.  



2

 
Very respectfully, 
 
Charles E. Westerhaus, CIPP/US/E, CIPM 
Associate  
charles.westerhaus@faegredrinker.com 

Connect: vCard 

+1 317 569 4852 direct 
 
 

Faegre Drinker Biddle & Reath LLP 

600 E. 96th Street, Suite 600 
Indianapolis, Indiana 46240, USA 
 
This message and any attachments are for the sole use of the intended recipient(s) and may contain confidential and/or privileged information. Any unauthorized review, use, 
disclosure or distribution is prohibited. If you are not the intended recipient, please contact the sender by reply email and destroy all copies of the original message and any 
attachments. 
 



 

RE: Notice of Security Incident 

 

The Morris Hospital & Healthcare Centers (Morris Hospital) writes to inform you about a recent cybersecurity incident 
that may have involved your personal information. This letter provides you with information about the nature of the 
incident and affected data and the immediate and additional corrective measures Morris Hospital has taken to guard 
against future unauthorized disclosure or misuse of your personal data. 

What Happened?
On April 4, 2023, Morris Hospital discovered it had experienced a security incident. Morris Hospital immediately took 
steps to contain the incident and retained global cybersecurity professionals to conduct an extensive investigation of 
the incident. Based on that investigation, forensic evidence indicated that, just prior to the incident, there were exports 
of data to an external cloud storage platform by an unauthorized party. The investigation found that these exports 
contained files with information about current and former employees and their dependents or beneficiaries, as well as 
current and former patients of Morris Hospital. 

What Information Was Involved?
We are notifying you out of an abundance of caution because information related to you – as both an employee and a 
patient of Morris Hospital -- may have been identified in the files that the unauthorized party potentially accessed. The 
potentially exposed records included the name, address, social security number, medical record numbers and account 
numbers, diagnostic codes (numeric codes used to identify diagnoses and treatments), and date of birth of current and 
former employees and their dependents and beneficiaries who have also been patients at Morris Hospital. 

What We Are Doing 
We take the security of your personal information seriously. Therefore, upon discovering the incident, Morris Hospital 
immediately reset passwords for all employee accounts and suspended employee mobile email access. We identified 
and removed malicious files and enhanced our monitoring, logging, and detection capabilities. 

We retained global security professionals to conduct an independent investigation and assist with our recovery efforts. 
After several weeks of investigation, they were able to produce a listing of affected directories, which our professionals 
and outside counsel then used to harvest and review restored files for potentially affected personal information. 
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August 17, 2023
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Dear Sample A. Sample,

ENGAGE#

While we do not have any information to suggest that your personal information has been used inappropriately or
without authorization, we have arranged to make available to you ## months of identity theft resolution services
provided by Experian’s® IdentityWorksSM at no charge. Please note that you must enroll to take advantage of this
free service, and we encourage you to do so.





For More Information 

 

 

Sincerely, 

Thomas J. Dohm, FACHE 
President and CEO 
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Again, we take the security of your information seriously and regret any concerns or inconvenience this incident may
have caused. Please review the enclosed attachment called Preventing Identity Theft and Fraud for more information
about how to protect your personal data. If you have further questions or concerns, or would like an alternative to
enrolling online, please call 800-608-8196 toll-free Monday through Friday from 8 am – 10 pm Central, or Saturday
and Sunday from 10 am – 7 pm Central (excluding major U.S. holidays). Be prepared to provide your engagement
number ENGAGE#.





You can further educate yourself regarding identity theft, fraud alerts, freezes, and the steps you can take to protect yourself 
by contacting the Federal Trade Commission or your state Attorney General. The Federal Trade Commission encourages 
those who discover their information has been misused to file a complaint with them. Instances of known or suspected 
identity theft should also be reported to law enforcement or your state Attorney General. 
The Federal Trade Commission can be reached at: 

Federal Trade Commission 
Consumer Resource Center 
600 Pennsylvania Avenue NW Washington, DC 20580 
1-877-ID-THEFT (1-877-438-4338) 
TTY: 1-866-653-4261 
www.identitytheft.gov or www.ftc.gov

OTHER IMPORTANT INFORMATION 
You may file a report with your local police or the police in the community where the identity theft occurred. You are entitled 
to request a copy of your police report filed in that matter. 

California residents: 
You can visit the California Attorney General’s site (www.oag.ca.gov/idtheft) for additional information on protection 
against identity theft. 

Iowa residents: 
You are advised to report any suspected identity theft to law enforcement or the Iowa Attorney General. 

Kentucky residents: 
Office of the Attorney General of Kentucky, 700 Capitol Avenue, Suite 118, Frankfort, Kentucky 40601; phone: 1-502-
696-5300; www.ag.ky.gov

Maryland residents:
You may obtain information about avoiding identity theft at: Office of the State of Maryland Attorney General, 200 St. Paul 
Place Baltimore, MD 21202; phone: 1-888-743-0023; www.marylandattorneygeneral.gov. 

New Mexico residents: 
The Fair Credit Reporting Act (FCRA) provides certain rights in addition to the right to receive a copy of your credit report 
(including a free copy once every 12 months), including the right to ask for a credit score, dispute incomplete or inaccurate 
information, limit “prescreened” offers of credit and insurance, be told if information in your credit file has been used against 
you, and seek damages from violators. You may have additional rights under the FCRA not summarized here, and identity
theft victims and active-duty military personnel have specific additional rights pursuant to the FCRA. You can review these 
rights by visiting www.consumerfinance.gov/f/201904 cfpb summary your-rights-under-fcra.pdf, or by writing Consumer
Response Center, Room 130-A, FTC, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 

New York residents: 
The Office of the Attorney General may be reached at The Capitol, Albany, NY 12224-0341; phone: 1-800-771-7755; 
ag.ny.gov

North Carolina residents:
You may obtain information about avoiding identity theft at: North Carolina Attorney General’s Office 9001 Mail Service 
Center Raleigh, NC 27699-9001; phone: 919-716-6400; ncdoj.gov

Oregon residents: 
You may obtain information about avoiding identity theft at: Oregon Department of Justice, 1162 Court Street NE, Salem, 
OR 97301-4096; phone: 1-877-877-9392; www.doj.state.or.us/. 

Rhode Island residents: 
You may obtain information about preventing and avoiding identity theft from Rhode Island’s Attorney General Office:
Rhode Island Office of the Attorney General, 150 South Main Street, Providence, RI 02903; phone: 401-274-4400;
http://www.riag.ri.gov. 

Washington D.C. residents: 
You may obtain information about avoiding identity theft at: Office of the Attorney General for the District of Columbia, 
441 4th Street, NW, Washington, DC 20001; phone: 202-727-3400; https://oag.dc.gov/. 

Colorado, Georgia, Maine, Maryland, Massachusetts, and New Jersey residents: 
You may obtain one or more (depending on the state) additional copies of your credit report, free of charge. You must contact 
each of the credit bureaus directly to obtain such additional report(s). 
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