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August 25, 2023

BY EMAIL 

Office of the Attorney General 

200 St. Paul Plaza 

Baltimore, MD 21202 

Idtheft@oag.state.md.us 

To Whom It May Concern: 

On behalf of Proskauer Rose LLP (“Proskauer”), and pursuant to Md. Code Ann., Com.

Law § 14-3504(h), this letter provides notice of a cybersecurity event involving Maryland 

residents. Proskauer is a law firm headquartered in New York, NY.

On June 27, 2023, Proskauer learned that it had been named on the leak site of CL0P, the 

cyber threat group responsible for discovering and exploiting the widely reported 

vulnerability in the MOVEit Transfer software (“MOVEit”). Proskauer has an on-

premise instance of MOVEit that we used for a narrow set of secure data transfers. Upon 

discovery, Proskauer promptly initiated a privileged investigation, directed by outside 

counsel, with the assistance of leading outside cybersecurity experts. That investigation 

determined that an unauthorized third party unlawfully exfiltrated data from Proskauer’s 

MOVEit instance in late May 2023. Proskauer had already discontinued its use of 

MOVEit after the vulnerability became public, and its MOVEit instance remains offline.

Proskauer also reported the unauthorized and unlawful access to law enforcement.

On July 28, 2023, Proskauer completed manual review of a first set of affected files and 

determined that the personal information of 3 Maryland residents was affected. The types

of personally identifiable information that were affected, depending on the individual, 

included name, address, date of birth, Social Security number, passport number, driver’s

license number, tax identification number, and financial account information. Proskauer

will be notifying all individuals whose personally identifiable information was affected.

We anticipate notifying individuals via U.S. mail on August 28, 2023. The notice to

individuals will not have been delayed as a result of a law enforcement investigation. As 

stated in the enclosed sample notification letter, we are offering individuals whose 

personal information may have been exposed two years of complimentary identity theft 

and credit monitoring services through Experian. We have also established a call center 

to respond to individuals’ questions. Proskauer anticipates making a supplemental 

notification to your office regarding further affected individuals when our review of the 

remaining affected files is complete.



2 

Proskauer takes this matter very seriously and we are committed to answering any

questions you may have. If you have any questions regarding this submission, please do 

not hesitate to contact us at RBlaney@proskauer.com or 202.416.6815. 

Sincerely, 

Ryan P. Blaney

Partner

Enclosure 
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Notice of Security Incident 

  

We at Proskauer Rose LLP (“Proskauer”) are contacting you to provide important information about a 
recent data security incident that affected your personal information. The personal data was contained 
within documents in Proskauer’s possession relating to a transaction for Proskauer client Apogem Capital 
and was acquired unlawfully by an unauthorized third party. Although we have no indication of identity
theft or fraud, we are providing you with information about the incident, our response, and additional 
measures you can take to help protect your personal information.

What Happened? On or around May 31, 2023, Progress Software, the provider of MOVEit Transfer
software, disclosed a newly-discovered vulnerability in their software that could be exploited by an 
unauthorized third party. Proskauer had an on-premise instance of MOVEit that was used for a narrow set 
of secure data transfers. Our cybersecurity team acted swiftly upon learning of the MOVEit vulnerability, 
shutting down our MOVEit application that same day and beginning an investigation. Unfortunately, we 
uncovered evidence that an unauthorized third party downloaded certain data from our MOVEit instance
prior to the vulnerability becoming public. Upon learning this, we conducted a manual review of the 
affected data to confirm the individuals affected by this incident and identify their contact information to 
provide notifications. We recently completed this review and have concluded that your personal 
information was involved in this incident. We have not delayed this notification as a result of any law
enforcement investigation.
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August 28, 2023

J9165_L02B098382

Dear Sample:

What Information Was Involved? Our investigation determined that your personal information was affected
and included your: name, address, [Extra1].

What We Have Done/Are Doing. Proskauer takes this event and the security of the information we receive
very seriously. Upon learning about this vulnerability, we promptly terminated our MOVEit instance. We
engaged leading cybersecurity and forensic experts to conduct a full investigation and review all compromised
data in order to notify affected individuals.
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For More Information. If you have additional questions, you may contact us at 888-397-0088, toll-free 
Monday through Friday from 8 am – 10 pm Central, or Saturday and Sunday from 10 am – 7 pm Central 
(excluding major U.S. holidays). Please be prepared to provide your engagement number B098382. 

Sincerely, 

Proskauer Rose LLP

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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number; date of birth; current and previous addresses; a copy of your state-issued identification card; and a recent utility
bill, bank statement, or telephone bill. 

Federal Fair Credit Reporting Act Rights 

The Fair Credit Reporting Act (FCRA) is federal legislation that regulates how consumer reporting agencies use your
information. It promotes the accuracy, fairness, and privacy of consumer information in the files of consumer reporting 
agencies. As a consumer, you have certain rights under the FCRA, which the FTC has summarized as follows: you must 
be told if information in your file has been used against you; you have the right to know what is in your file; you have the 
right to ask for a credit score; you have the right to dispute incomplete or inaccurate information; consumer reporting 
agencies must correct or delete inaccurate, incomplete, or unverifiable information; consumer reporting agencies may not 
report outdated negative information; access to your file is limited; you must give your consent for reports to be provided to 
employers; you may limit “prescreened” offers of credit and insurance you get based on information in your credit report;
and you may seek damages from violators. Identity theft victims and active duty military personnel have additional rights. 

For more information about these rights, you may go to www.ftc.gov/credit or write to: Consumer Response Center, Room 
13-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 

Additional Information 

You have the right to obtain any police report filed in regard to this incident. If you are the victim of fraud or identity theft, 
you also have the right to file a police report. 

You may consider starting a file with copies of your credit reports, any police report, any correspondence, and copies of 
disputed bills. It is also useful to keep a log of your conversations with creditors, law enforcement officials, and other
relevant parties. 

For Illinois residents: You may obtain information from the Federal Trade Commission and the credit reporting agencies 
about fraud alerts and security freezes. 

For Maryland residents: You may contact the Office of the Maryland Attorney General, 200 St. Paul Place, Baltimore, 
MD 21202, http://www.marylandattorneygeneral.gov, 1-888-743-0023. 

For North Carolina residents: You may contact the North Carolina Office of the Attorney General, 9001 Mail Service 
Center, Raleigh, NC 27699-9001, http://www.ncdoj.gov, 1-877-566-7226. You are also advised to report any suspected 
identity theft to law enforcement or to the North Carolina Attorney General. 

For Georgia, Maryland, and New Jersey residents: You may obtain one or more (depending on the state) additional 
copies of your credit report, free of charge. You must contact each of the credit bureaus directly to obtain such additional 
report(s). 

For New York residents: You may contact the New York Office of the Attorney General at: The Capitol, Albany, NY
12224-0341, http://www.ag.ny.gov/home.html, 1-800-771-7755, and the New York Department of State Division of 
Consumer Protection at: 99 Washington Avenue, Albany, New York 12231-0001, 
http://www.dos.ny.gov/consumerprotection, 1-800-697-1220. 
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