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August 31, 2023 
Via Email: idtheft@oag.state.md.us 

Office of the Maryland Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

To Whom It May Concern:

We represent Imperial Dade and are writing to provide you with notice of an incident that may impact the 
personal information of two (2) residents of Maryland. 

By providing this notice, Imperial Dade does not waive any rights or defenses regarding the applicability
of Maryland law or personal jurisdiction. The investigation into this incident is ongoing and this notice 
will be supplemented, if necessary, with any materials facts learned subsequent to its submission. We 
respectfully submit that this letter and its contents constitute confidential and proprietary information and,
therefore, are exempt from public disclosure. 

Background 

On July 19, 2023, an unauthorized third party accessed a system at the Eastern Bag division of Imperial 
Dade to execute ransomware. This system housed records, which included some employment application 
data. Once Imperial Dade learned of the incident, Imperial Dade promptly isolated the affected system 
and removed it from the network. Imperial Dade also engaged a third party forensic investigation firm to 
investigate the nature and scope of the incident. This investigation showed that the unauthorized third 
party may have accessed and acquired certain information about job applicants and employees contained 
in the records, including name, physical address, date of birth, and Social Security number. 

Remediation 

In addition to taking the steps detailed above, Imperial Dade is implementing additional safeguards to 
better protect against a similar incident from occurring in the future. Imperial Dade is also offering 
potentially impacted individuals with two (2) years of complimentary credit monitoring and identity
restoration services with Experian, as well as additional information on how to protect against identity
theft and fraud.

Notice 

Notice of this incident was mailed on September 1, 2023, in substantially the same form as the letter 
attached as Attachment 1.



Contact 

Should you have any questions regarding this notification or other aspects of this incident, please contact 
the undersigned at Kristen.Ricci@hklaw.com or 215.252.9590. 

Sincerely,

Holland & Knight LLP

Kristen N. Ricci 



Attachment 1 



 

 
 

Re: Notice of Data Incident 

  

Imperial Dade is writing to notify you of a recent incident that may impact your personal information. Please read this 
letter. 

What Happened? On July 19, 2023, an unauthorized third party accessed a system at the Eastern Bag division of 
Imperial Dade to execute ransomware. This system housed records, which included some employment application 
data. Once Imperial Dade learned of the incident, Imperial Dade promptly isolated the affected system and removed 
it from the network. Imperial Dade also engaged a third party forensic investigation firm to investigate the nature and 
scope of the incident. 

What Information Was Involved? Our investigation showed that the unauthorized third party may have accessed and 
acquired certain information about you contained in the records, including name, physical address, date of birth, and 
Social Security number. 

What We Are Doing. We take this incident and the security of your information seriously. In addition to taking the 
steps detailed above, we implemented additional security measures to reduce the risk of a similar incident occurring 
in the future. We are also offering you complimentary credit monitoring and identity restoration services through 
Experian at no charge to you. 

What You Can Do. We recommend you review the guidance included with this letter, which includes instructions on 
how to enroll in the credit monitoring services, as well as additional information on how to protect your information. 
While we will cover the cover of the credit monitoring services, you need to complete the enrollment process. 

More Information. We understand you may have additional questions. To ensure your questions are answered in a 
timely manner, please contact our dedicated assistance line at 888-451-6562 (toll-free), Monday – Friday, 9:00 a.m. 
to 11:00 p.m. Eastern Time, and Saturday – Sunday, 11:00 a.m. to 8:00 p.m. Eastern Time. This line will remain open 
until November 30, 2023. Be prepared to provide your engagement number B103220. 

We regret this incident and apologize for any concern it may cause you. 

Sincerely, 

Paul M. Cervino 
Chief Administrative Officer
Imperial Dade 0000001
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Place a fraud alert: At no charge, you can also have the three major credit bureaus place a fraud alert on your file 
that alerts creditors to take additional steps to verify your identity prior to granting credit in your name. Note, 
however, that because it tells creditors to follow certain procedures to protect you, it may also delay your ability to 
obtain credit while the agency verifies your identity. As soon as one credit bureau confirms your fraud alert, the others 
are notified to place fraud alerts on your file. Should you wish to place a fraud alert, or should you have any questions 
regarding your credit report, please contact the credit reporting agencies: 

Equifax: P.O. Box 105069, Atlanta, GA 30348; 1-800-525-6285; www.equifax.com 
Experian: P.O. Box 9554, Allen, TX 75013; 1-888-397-3742; www.experian.com 
TransUnion: P.O. Box 2000, Chester, PA 19106; 1-800-916-8800; www.transunion.com 

Contact additional resources: If you believe you are the victim of identity theft or have reason to believe that your
personal information has been misused, you should contact the Federal Trade Commission and/or your state Attorney 
General. You can obtain information from these sources about additional steps you can take to protect yourself 
against identity theft and fraud, as well as information on security freezes and fraud alerts. You can contact the Federal 
Trade Commission at: 600 Pennsylvania Avenue NW, Washington, DC 20580; www.identitytheft.gov; and 1-877-ID-
THEFT (1-877-438-4338). Instances of known or suspected identity theft should be promptly reported to law
enforcement and you have the right to file a police report if you ever experience identity theft or fraud. For Maryland 
residents, the Maryland Attorney General can be contacted at 200 St. Paul Place, Baltimore, MD 21202,
oag.state.md.us, or 410-528-8662. For New York residents, the New York Office of the Attorney General can be 
contacted at The Capital, Albany, NY, 12224, ag.ny.gov, or 1-800-771-7755. For North Carolina residents, the North 
Carolina Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC 27699, ncdoj.gov, or 919-716-
6000. For Rhode Island residents, the Rhode Island Attorney General can be contacted at 150 South Main Street, 
Providence, RI 02903, riag.ri.gov, or 401-274-4400. A total of 3 Rhode Island residents may be impacted by this 
incident. 
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