




NOTICE OF DATA BREACH

We are writing to notify you of a data breach involving your personal information. You are receiving this notice 
because your personal information may have been affected by this incident. Please read this notice carefully to 
learn more about the incident and what you can do to protect yourself. 

What Happened?

In January 2020, we became aware of unauthorized access to a small number of Nextiva user email accounts. Based 
on our subsequent investigation, we further determined that a bad actor had gained access to emails containing 
personal information. 

What Information Was Involved?

Through our investigation, we determined that bad actors may have been able to access your name, address, social 
security number, driver license number, passport number, or health information. 

What We Are Doing 

We took steps to address these incidents including, among other things, initiating an internal investigation, 
engaging (a) a world-class cybersecurity services provider to perform a thorough forensic examination of our
systems and data and (b) a data analysis company to isolate and identify personal information that may have been 
exposed in this incident. 

What You Can Do 

We encourage you to carefully review the Additional Information appendix to this letter, as it contains information 
about the steps you can take to protect yourself against fraud and identity theft. We are offering all affected 
individuals two (2) years of complimentary credit monitoring and identity protection services. Please review the 
enrollment instructions provided below for activating these services. Please note that you must activate these 
services prior to the enrollment deadline provided with the enrollment instructions. 

For More Information 

If you have any further questions regarding this incident, please reach out to us privacy@nextiva.com.

Sincerely,
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ADDITIONAL INFORMATION 

• Review Accounts and Credit Reports: You can regularly review statements from your accounts and 
periodically obtain your credit report from one or more of the national credit reporting companies. You 
may obtain a free copy of your credit report online at www.annualcreditreport.com, by calling toll-free 
1-877-322-8228, or by mailing an Annual Credit Report Request Form (available at 
www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three 
national credit reporting agencies listed below. 

You should remain vigilant with respect to reviewing your account statements and credit reports, and 
you should promptly report any suspicious activity or suspected identity theft to the proper law 
enforcement authorities, including local law enforcement, your state’s attorney general, and/or the 
Federal Trade Commission (“FTC”). You may contact the FTC or your state’s regulatory authority to 
obtain additional information about avoiding and protecting against identity theft. The FTC can be 
reached at: Federal Trade Commission, Consumer Response Center 600 Pennsylvania Avenue, NW, 
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

For Maryland Residents: You may also obtain information about preventing and avoiding 
identity theft from the Maryland Office of the Attorney General: Maryland Office of the Attorney 
General, Consumer Protection Division, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-
0023, www.oag.state.md.us. 

For Massachusetts Residents: By law, you have a right to obtain a police report filed relating to 
these incidents (if any), and if you are the victim of identity theft, you also have the right to file 
a police report and obtain a copy of it. You also have the right to request a security freeze, as 
described below. You may contact and obtain information from the Massachusetts Attorney 
General at: Office of the Massachusetts Attorney General, One Ashburton Place, Boston, MA 
02108, 1-617-727-8400, www.mass.gov/ago/contact-us.html. 

For New York Residents: You may also obtain information about preventing and avoiding 
identity theft from the New York Attorney General’s Office: Office of the Attorney General, The 
Capitol, Albany, NY 12224-0341, 1-800-771-7755, https://ag.ny.gov/internet/privacy-and-
identity-theft. 

For North Carolina Residents: You may also obtain information about preventing and avoiding 
identity theft from North Carolina Attorney General’s Office: North Carolina Attorney General’s 
Office, Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-
5-NO-SCAM, www.ncdoj.gov. 

• Security Freezes and Fraud Alerts: You have a right to place a security freeze on your credit report, 
which will prohibit a consumer reporting agency from releasing information in your credit report without 
your express authorization. The security freeze is designed to prevent credit, loans, and services from 
being approved in your name without your consent. However, you should be aware that using a security 
freeze to take control over who gets access to the personal and financial information in your credit 
report may delay, interfere with, or prohibit the timely approval of any subsequent request or
application you make regarding a new loan, credit, mortgage, or any other account involving the 
extension of credit. Please contact the three major credit reporting companies as specified below to find 
out more information about placing a security freeze on your credit report. 

A security freeze does not apply to a person or entity, or its affiliates, or collection agencies acting on 
behalf of the person or entity, with which you have an existing account that requests information in your
credit report for the purposes of reviewing or collecting the account. Reviewing the account includes 
activities related to account maintenance, monitoring, credit line increases, and account upgrades and 
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