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Spencer S. Pollock, CIPP/US, CIPM 
Direct Dial: (410) 456-2741 
Cell: (410) 917-5189
E-mail: spollock@mcdonaldhopkins.com 

September 5, 2023 

VIA EMAIL (Idtheft@oag.state.md.us)

Office of the Maryland Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: Deer Lakes School District - Cybersecurity Incident Notification 

To Whom It May Concern: 

We are writing on behalf of our client, Deer Lakes School District (“DLSD”) (located at 19 East Union 
Road, Cheswick, PA 15024), to notify you of a cybersecurity incident involving two (2) Maryland residents. 
DLSD’s investigation is ongoing, and this notification will be supplemented with any new or significant 
facts or findings subsequent to this submission, if any. By providing this notice, DLSD does not waive any
rights or defenses regarding the applicability of Maryland law, the applicability of the Maryland data event 
notification statute, or personal jurisdiction. 

Nature 

On or about February 10, 2023, DLSD discovered that it was the victim of a ransomware incident that 
impacted its networks and servers. After discovering the incident, DLSD engaged our firm and third-party
forensic and incident response experts to conduct a thorough investigation of the nature and scope of the 
incident and to assist in the remediation efforts. 

DLSD recently concluded its initial investigation, which revealed that an unauthorized actor gained 
access to DLSD’s network, via RDP, between January 22, 2023 and February 10, 2023, and, as a result, 
obtained some files. On August 29, 2023, after an extensive forensic investigation and document review, 
DLSD discovered that personal information was contained within the impacted files that were subject to 
unauthorized access or acquisition as a result of the incident. Further on August 31, 2023, DLSD located 
the most recent contact information for the individuals impacted. The personal information potentially
obtained from the Maryland residents included first and last name and Social Security number. 

Notice and DLSD’s Response to the Event 

On September 5, 2023, DLSD will mail a written notification to the potentially affected Maryland 
residents, pursuant to Md. Code Com. Law § 14-3504, in substantially similar form as the enclosed letter 
(attached as Exhibit A). 
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Additionally, DLSD is providing the potentially impacted residents the following: 

• Free access to credit monitoring services for one year; 

• Guidance on ways to protect against identity theft and fraud, including steps to report any suspected 
activities or events of identity theft or fraud to their credit card company and/or bank; 

• The appropriate contact information for the consumer reporting agencies along with information 
on how to obtain a free credit report and place a fraud alert and security freeze on their credit file; 

• A reminder to remain vigilant for incidents of fraud and identity theft by reviewing account 
statements and monitoring free credit reports; and 

• Encouragement to contact the Federal Trade Commission and law enforcement to report attempted 
or actual identity theft and fraud. 

Further, DLSD will provide notice to the applicable government regulators, officials, and state 
Attorneys General (as necessary).

Contact Information 

If you have any questions or wish to discuss this event further, please do not hesitate to call me on my
direct dial (410) 917-5189 or email me at spollock@mcdonaldhopkins.com.

Sincerely Yours, 

Spencer S. Pollock, Esq., CIPP/US, CIPM 
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Exhibit A 










