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Donna Maddux, Partner
Cybersecurity & Data Privacy Team

4800 SW Meadows Road
Lake Oswego, OR 97035

dmaddux@constangy.com 
Mobile: 503.312.6251

September 6, 2023 

VIA EMAIL: Idtheft@oag.state.md.us 

Attorney General Brian E. Frosh 
Office of the Attorney General 
St. Paul Plaza 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Fax: (410) 576-6566

Re: Notification of Data Security Incident 

Dear Attorney General Frosh: 

Constangy, Brooks, Smith & Prophete, LLP represents Birch Horton Bittner & Cherot (“BHBC”), a 
law firm with offices in Anchorage, Alaska, and Washington, D.C., in connection with a recent data 
security incident described in greater detail below. The purpose of this letter is to notify you of the
incident in accordance with Maryland’s data breach notification statute, Md. Code Ann. Comm. Law
§§ 14-3501 - 3508.

1. Nature of the Security Incident 

On or about July 26, 2023, BHBC discovered that an unauthorized party was able to gain access to 
part of its network environment. In response, BHBC immediately began an internal investigation and 
secured its network. BHBC also engaged third-party cybersecurity experts to determine what 
happened, including whether any personal information was impacted. That investigation continues. 
However, on or about August 4, 2023, BHBC confirmed that personal information of its employees 
was acquired by an unauthorized threat actor in conjunction with this incident. 

BHBC is notifying all current employees of the incident, providing them with steps they can take to 
protect their personal information, and offering them the opportunity to enroll in credit and identity
monitoring services at no cost to them. 

2. Number of Affected Maryland Residents & Information Involved 

The incident involved personal information for approximately 2 Maryland residents. The information 
involved in the incident may differ depending on the individual but may include the following for
affected Maryland residents: Name in combination with a Social Security number, state-issued 
identification number, tax identification number, or other government identification number, medical 
information, or health insurance information or identification number.
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3. Notification to Affected Individuals 

On August 31, 2023, notification letters were sent to affected Maryland residents by USPS First 
Class Mail and via electronic mail. The notification letter provides resources and steps individuals 
can take to help protect their information. The notification letter also offers each individual the 
opportunity to enroll in 24 months of complimentary identity protection services, including Three 
Bureau Credit Monitoring/Three Bureau Credit Report/Three Bureau Credit Score services, dark web 
monitoring, $1 million identity fraud loss reimbursement policy, and fully managed identity theft 
recovery services. Those services are offered by Cyberscout through Identity Force, a TransUnion 
company. This service includes consumer access to a call center for 90 days to answer questions 
and assist with enrollment. A sample notification letter is enclosed.

4. Measures Taken to Address the Incident 

In response to the incident, BHBC retained cybersecurity experts and launched a forensics 
investigation to determine the source and scope of the compromise. BHBC has implemented 
additional security measures to further harden its network environment in an effort to prevent a 
similar event from occurring in the future. 

Finally, BHBC is notifying affected employees and providing them with steps they can take to protect 
their personal information as discussed above. As the investigation continues, additional notifications 
may be forthcoming. 

5. Contact Information 

If you have any questions or need additional information regarding this incident, please do not 
hesitate to contact me at DMaddux@constangy.com or 503.312.6251. 

Sincerely, 

Donna Maddux of 
Constangy, Brooks, Smith & Prophete LLP

DM:mff 
Encl.: Sample Notification Letter
cc: Michael F. Ferragamo, Constangy (MFerragamo@constangy.com) 










