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Good afternoon:  
Pursuant to Md. Code Ann. Comm. Law 14-3504, I am providing notice of a security incident and a sample notice letter that will be delivered to affected 
individuals by my client, Marion County Information Services Agency within the City of Indianapolis and Marion County, Indiana (“ISA”), after September 8, 2023 
via first class U.S. mail.  My client is providing this notice as expediently as possible having confirmed the scope of the incident, the number of individuals 
impacted, and its obligations under applicable state law.  
 
Incident and Security Vulnerability  
On July 27, 2023, ISA first learned of a security vulnerability impacting a vendor registration application that is operated and maintained by the Marion County 
Information Services Agency (“ISA”).  The security incident was limited to a vulnerability where users of the application could potentially access personally 
identifiable information of other users that provided personal information to ISA as part of vendor registration (the “Incident”). The vulnerability existed from 
January 27, 2022 until it was disabled on July 27, 2023.  At this time, ISA has no reports of, or reason to believe that, any personal information was recorded, 
exfiltrated, or misused by any unauthorized third party.  But because ISA understands that such access was possible during the period of vulnerability, ISA is 
providing courtesy notice and an offer of identity theft protection out of an abundance of caution so that impacted individuals may safeguard against this 
vulnerability.   
 
Maryland Individuals Impacted 
Upon learning of the Incident and the indication that personally identifiable information may have been accessible, ISA immediately began reviewing files that 
may have been impacted.  ISA confirmed that the personally identifiable information of three (3) Maryland residents may have been impacted.  ISA has been 
working since then to confirm the individuals, addresses of residence, and data risk.   
 
Potentially Compromised Information 
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As described in the attached sample notice letter, personally identifiable information that could have been potentially accessed or viewed as a result of the 
Incident may have included: 

 First and last name;  
 Mailing address; 
 Telephone number; 
 Tax identification number; and/or 
 Social Security number.  

 
Response and Remediation 
ISA is continuing its due diligence, including work to continue to improve its practices and systems to mitigate the risk of future vulnerabilities.  ISA immediately 
took protective measures to understand the Incident’s scope and to secure its systems and data.  ISA performed an internal investigation to understand the 
nature of the vulnerability, the best means to prevent this Incident from occurring in the future, the personal information that may have been accessible, and 
the contact information for those whose tax identification number and/or Social Security number may have been accessible.  ISA will continue to implement 
recommendations from its information technology partners to further improve its administrative, technical, and physical safeguards, and mitigate the risk of any 
future recurrence of this type of vulnerability.  
 
In addition, ISA has offered the 3 Maryland residents impacted by the Incident 12-months of credit monitoring services free of charge through Experian.  
 
Should you have any questions regarding this matter, please do not hesitate to contact me.  
 
Sincerely,  
Zachary Heck, Esq., CIPP/US/E, CIPM 
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Notification of Security Incident 
The City of Indianapolis and Marion County takes the security and protection of your personal information seriously. 
We are providing you with this letter to make you aware of a security incident that may have resulted in the unauthorized 
access or viewing of personal information you previously provided when registering yourself or a business as a City or 
County Vendor. 

What Happened 
On July 27, 2023, we first learned of a security vulnerability impacting a vendor registration application that is operated 
and maintained by the Marion County Information Services Agency (“ISA”). The security incident was limited to a 
vulnerability where users of the application could potentially access personally identifiable information of other users 
that provided personal information to ISA as part of vendor registration (the “Incident”). The vulnerability existed from 
January 27, 2022 until it was disabled on July 27, 2023. At this time, we have no reports of, or reason to believe that, 
any personal information was recorded, exfiltrated, or misused by any unauthorized third party. But because we 
understand that such access was possible during the period of vulnerability, we are providing this notice and an offer 
of identity theft protection out of an abundance of caution so that you may safeguard against this vulnerability. 

What Information Was Involved 
As stated above, we have no reason to believe that any personal information has been misused. In an abundance of 
caution, we are informing you that the following categories of personal information may have been accessible to users 
of the vendor registration application: first and last name; mailing address; telephone number; tax identification 
number, and/or Social Security number. 

What We Did and What We Are Doing 
Upon learning of the Incident, we immediately took protective measures to understand the Incident’s scope and to 
secure our systems and data. We performed an internal investigation to understand the nature of the vulnerability, the 
best means to prevent this Incident from occurring in the future, the personal information that may have been accessible, 
and the contact information for those whose tax identification number and/or Social Security number may have been 
accessible. 

We will continue to implement recommendations from our information technology partners to further improve our 
administrative, technical, and physical safeguards and mitigate the risk of any future recurrence of this type of 
vulnerability. 

What You Can Do
We sincerely regret any concern or inconvenience the Incident causes you. Although we have not received reports or 
indication of such activity, the risks related to unauthorized use of sensitive information, such as Social Security
numbers or tax identification numbers, may include identity theft, financial fraud, and tax fraud. We encourage you to 
remain vigilant in reviewing activity on all accounts in which you keep sensitive information, including your credit 
files. We will continue to keep you posted on any applicable updates. 
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Dear Sample A. Sample:
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The Federal Trade Commission (FTC) provides more information about how to protect your identity at either 
https://www.ftc.gov/ or https://www.identitytheft.gov/. You may also find additional information on any applicable 
rights under the Fair Credit Reporting Act. You can contact the FTC using the information below. 

Federal Trade Commission - 1-202-326-2222 
Bureau of Consumer Protection 
600 Pennsylvania Avenue, NW
Washington, DC 20580 

For Maryland Residents: You may also contact the 
Maryland Attorney General’s Office for more 
information about how to protect your identity by using 
the information below:

Attorney General Anthony G. Brown 
200 St. Paul Place 
Baltimore, MD 21202 
Phone: 410-528-8662 
Website: https://www.marylandattorneygeneral.gov/

For New York Residents: You may also contact the 
New York Attorney General’s Office for more 
information about how to protect your identity by
using the information below:

Attorney General Letitia James 
Toll Free Phone Number:
(800) 771-7755
Website: https://ag.ny.gov/

For North Carolina Residents: You may also contact 
the North Carolina Attorney General’s Office for more 
information about how to protect your identity by using 
the information below:

Attorney General Josh Stein 
9001 Mail Service Center 
Raleigh, NC 27699-9001 
Toll Free in NC: 1-877-566-7226 
Outside NC: 919-716-6000 
Website: https://ncdoj.gov/

For Rhode Island Residents: You may also contact 
the Rhode Island Attorney General’s Office for more 
information about how to protect your identity by
using the information below: 

Attorney General Peter Neronha 
RI Office of the Attorney General 
150 South Main Street 
Providence, RI 02903
Toll Free Phone Number: (401) 274-4400 
Website: http://www.riag.ri.gov/

Again, we sincerely regret that this Incident has occurred. If you have any questions, please contact us at:

Contact: Collin Hill 
Email: Webmaster@indy.gov
Telephone: 888-397-0085. Be prepared to provide your engagement number   
Address: 200 E Washington St #1922, Indianapolis, IN 46204 

Sincerely, 

Collin Hill 
Chief Information Officer of Indianapolis & Marion County
Director of Information Services Agency
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