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NOTICE OF DATA SECURITY BREACH 

Dear Sir or Madame:

We serve as counsel for VelocitySBA, LLC (“VelocitySBA”), located at 695 Town Center Dr., 

Ste 240, Costa Mesa, CA 92626, and write to inform you of a recent cybersecurity incident. 

While VelocitySBA is unaware of any actual misuse of personal information, we are providing 

notice to you about this incident pursuant to applicable state law.

On April 2, 2023, VelocitySBA, LLC (VelocitySBA) became aware that its computer systems 

holding customer personal information were subject to a ransomware attack which occurred the 

prior day, April 1, 2023. This ransomware attack was discovered by VelocitySBA’s Systems

Administrator after employees reported that they were unable to access certain databases. As part 

of the attack, VelocitySBA’s computer systems were encrypted for approximately 24 hours, 

preventing VelocitySBA from accessing customer personal information. This incident also

impacted VelocitySBA’s ability to complete ACH payments from April 1 to April 4, 2023. The 

records impacted include: loan applications; financial statements; consumer credit reports; tax 

documents or tax returns; bankruptcy filings; and copies of state or government IDs.

While we have no evidence that personal information was acquired, the personal information 

present in the computer systems accessed may have included: 

• Names 

• Mailing addresses 

• Phone numbers (mobile and/or home)

• Email addresses 

• Dates of birth 

• Social Security numbers 







 

 

RE: NOTICE OF DATA SECURITY BREACH 

Dear VelocitySBA, LLC Customer:

We’re writing to you as a valued customer of VelocitySBA, LLC (“VelocitySBA”) to inform you 
of a cybersecurity incident that affected our business and possibly your personal information. 
While we are unaware of any actual misuse of your information, we are providing notice to 
you about this incident because your privacy is of the upmost importance to us.

What Happened? On April 2, 2023, VelocitySBA became aware that its computer systems 
holding customer personal information were subject to a ransomware attack. As part of the 
attack, VelocitySBA’s computer systems were encrypted for approximately 24 hours, 
preventing VelocitySBA from accessing customer personal information. This incident also 
impacted VelocitySBA’s ability to complete ACH payments from April 1, 2023, until April 4, 
2023.

The records impacted include: loan applications; financial statements; consumer credit 
reports; tax documents or tax returns; bankruptcy filings; and copies of state or government 
IDs. 

When Did It Happen? The ransomware attack occurred on April 1, 2023. 

What Information Was Involved? While we have no evidence that your personal information
was acquired, the personal information present in the computer systems accessed may have 
included:

• Name 
• Mailing address
• Phone number, mobile and/or home 
• Email address 
• Date of birth 
• Social Security number
• Driver’s license number or other state or government IDs (including photocopies of such) 
• Tax Returns and Tax Forms, including individual taxpayer identification number
• Financial statements and financial account numbers 
• Financial account numbers plus a security code, access code, or password that may

permit access the account 
• Credit reports, including credit score and credit history
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may be required to provide your full name; Social security number; date of birth; the 
addresses where you have lived over the past five years; proof of current address, such as a 
utility bill or telephone bill; a copy of a government issued identification card; and if you are 
the victim of identity theft, the police report, investigative report, or complaint to a law
enforcement agency.

The credit reporting agencies have three (3) business days after receiving your request to 
place a security freeze on your credit report. The credit bureaus must also send written 
confirmation to you within five (5) business days and provide you with a unique personal
identification number (PIN) or password, or both that can be used by you to authorize the 
removal or lifting of the security freeze.

To remove the security freeze, you must contact each of the three credit bureaus and include 
proper identification (name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze. The credit bureaus have three 
(3) business days after receiving your request to remove the security freeze. 

Suspected Identity Theft: Your state attorney general may also have advice on preventing
identity theft, and you should report instances of known or suspected identity theft to law
enforcement, your state attorney general, or the U.S. Federal Trade Commission (“FTC”). 
Residents of Maryland and the District of Columbia may contact their state attorneys general 
at the addresses below. 

• Office of the Attorney General for the District of Columbia, 406 6th Street NW, 
Washington, D.C. 20001; (202) 727-3400, https://oag.dc.gov/

• Maryland Office of the Attorney General, Consumer Protection Division, 200 St. Paul
Place, Baltimore, MD 21202; toll-free: 1-888-743-0023; 
https:www.marylandattorneygeneral.gov/

Federal Fair Credit Reporting Act Rights: You have rights under the federal Fair Credit 
Reporting Act (FCRA), which governs the collection and use of information pertaining to you 
by consumer reporting agencies. For more information about your rights under the FCRA, 
please visit www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf or
www.ftc.gov.

How Do I Sign Up For Free Credit Monitoring?

To help protect your identity, we are offering complimentary access to Experian 
IdentityWorksSM for 24 months.

If you believe there was fraudulent use of your information as a result of this incident and
would like to discuss how you may be able to resolve those issues, please reach out to an 
Experian agent. If, after discussing your situation with an agent, it is determined that identity
restoration support is needed then an Experian Identity Restoration agent is available to work 
with you to investigate and resolve each incident of fraud that occurred from the date of the 
incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges and close accounts; assisting you in placing a freeze on your credit file with the three 
major credit bureaus; and assisting you with contacting government agencies to help restore 
your identity to its proper condition).

Please note that Identity Restoration is available to you for 24 months from the date of this 
letter and does not require any action on your part at this time. The Terms and Conditions for
this offer are located at www.ExperianIDWorks.com/restoration. 
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