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Attorney General Anthony Brown 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

Re: Data Incident 

Dear Attorney General Brown: 

We write on behalf of our client, Far Niente, to inform you of a recent security incident that may
have affected the personal information of one Maryland resident.

On April 24, 2023, an unauthorized individual gained access to certain Far Niente email accounts 
and internal documents. When these activities were discovered, Far Niente took steps to change 
any affected credentials, cut off the individual’s access, and engage a leading forensic 
investigation firm to investigate and determine what information may have been affected.

The information affected included the name, social security number, address, and contact 
information for one Maryland resident.

Far Niente has taken steps to cut off unauthorized access and has monitored its systems for such 
activity. To date, no additional unauthorized access has been detected since Far Niente completed 
these steps. Far Niente believes that these measures have been effective.

Far Niente is providing 24 months of complimentary credit monitoring for affected individuals, 
as detailed in the attached individual notification. 

If you have any questions, please reach out to us at +1 (202)-508-4788.

Sincerely, 

Fran Faircloth 
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Notice of Data Breach 
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PO Box 589
Claysburg, PA 16625-0589 September 11, 2023

J9751-L03

Dear <<Name>>:

We are writing to share with you some important information regarding a recent incident involving your
personal information. 

What Happened?

On April 24, 2023, an unauthorized individual gained access to certain Far Niente email accounts and internal 
documents. When these activities were discovered, Far Niente took steps to change any affected credentials, cut 
off the individual’s access, and engage a leading forensic investigation firm to investigate and determine what 
information may have been affected. 

What Information Was Involved?

The information affected varied by individual, but may have included your name, <<credit card number/social 
security number>>, address, and contact information. 

What We Are Doing. 

Far Niente has taken steps to cut off unauthorized access and has monitored its systems for such activity. To 
date, no additional unauthorized access has been detected since Far Niente completed these steps. Far Niente 
believes that these measures have been effective. 

What You Can Do. 

As always, we encourage you to regularly review your financial accounts and report any suspicious or 
unrecognized activity immediately. The enclosed “Important Identity Theft Information” provides further 
information about what you can do. As recommended by federal regulatory agencies, you should remember to
be vigilant for the next 12 to 24 months and report any suspected incidents of fraud to the relevant financial 
institution. 

Other Important Information.

In order to assist you with this vigilance, arrangements have been made to provide you with complimentary
access to Experian IdentityWorksSM for 24 months, should you wish to participate. To enroll, please follow the 
attached instructions. 

We regret this incident and any inconvenience to you. If we can be of help in any way, please contact Bonnie 
Millar at (707) 754-4580. 
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Important Identity Theft Information: Additional Steps You Can Take to Protect Your Identity

Review Your Accounts and Credit Reports 

Regularly review statements from your accounts and periodically obtain your credit report from one or more of the 
national credit reporting companies. You may obtain a free copy of your credit report online at 
www.annualcreditreport.com by calling toll free 1.877.322.8228, or by mailing an Annual Credit Report Request Form 
(available at www.annualcreditreport.com) to: Annual Credit Report Request Service. P.O. Box 105281, Atlanta, GA, 
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit 
reporting agencies listed below: 

• Equifax, P.O. Box 740241, Atlanta, Georgia 30374-0241. 1.800.685.1111. www.equifax.com
• Experian, P.O. Box 9532, Allen, TX 75013. 1.888.397.3742. www.experian.com
• TransUnion, 2 Baldwin Place, P.O. Box 1000, Chester, PA 19016. 1.800.916.8800. www.transunion.com

Consider Placing a Fraud Alert 

You may wish to consider contacting the fraud department of the three major credit bureaus to request that a “fraud 
alert” be placed on your file. A fraud alert notifies potential lenders to verify your identification before extending credit 
in your name.

Equifax: Report Fraud: 1.800.525.6285
Experian: Report Fraud: 1.888.397.3742 
TransUnion: Report Fraud: 1.800.680.7289

Security Freeze for Credit Reporting Agencies 

You may wish to request a security freeze on your credit reports. A security freeze prohibits a credit reporting agency
from releasing any information from a consumer’s credit report without written authorization. However, please be 
aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval of 
any requests you make for new loans, credit mortgages, employment, housing or other services. It is free to place, lift 
or remove a security freeze.

You must separately place a security freeze on your credit report at each credit bureau. To do so, you must contact the 
credit bureaus by phone, mail, or secure electronic means:

• Equifax: P.O. Box 105788, Atlanta, GA 30348, 1.800.349.9960, www.Equifax.com
• Experian: P.O. Box 9554, Allen, TX 75013, 1.888.397.3742, www.Experian.com
• TransUnion: P.O. Box 2000, Chester, PA 19106, 1.888.909.8872, www.TransUnion.com

To request a security freeze, you will need to provide the following: 
• Your full name (including middle initial, Jr., Sr., Roman numerals, etc.),
• Social Security number
• Date of birth
• Address(es) where you have lived over the prior five years
• Proof of current address such as a current utility bill
• A photocopy of a government-issued ID card
• If you are a victim of identity theft, include a copy of either the police report, investigative report, or

complaint to a law enforcement agency concerning identity theft

If you request a freeze online or by phone, the agency must place the freeze within one business day. The credit bureaus 
have three business days after receiving a request by mail to place a security freeze on your credit report, and they must 
also send confirmation to you within five business days and provide you with a unique personal identification number 
(PIN) or password, or both that can be used by you to authorize the removal or lifting of the security freeze. 

To lift the freeze to allow a specific entity or individual access to your credit report, you must contact the credit reporting 
agencies and include (1) proper identification; (2) the PIN number or password provided to you when you placed the 
security freeze; and (3) the identities of those entities or individuals you would like to receive your credit report or the 
specific period of time you want the credit report available. 
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