
September 19, 2023 

Via E-mail (Idtheft@oag.state.md.us) 

Office of the Attorney General 

200 St. Paul Place 

Baltimore, MD 21202 

To Whom It May Concern: 

In accordance with Md. Code Ann. § 14-3504(h)(1), I am writing on behalf of the Sheriff’s Office of the City of 

Richmond (the “Sheriff’s Office”), to notify you regarding the nature and circumstances of a recent data security

incident. The Sheriff’s Office’s address is 1701 Fairfield Way, Richmond, VA 23223. 

On or about June 21, 2023, an unauthorized user acquired access to the business email account of a single 

Sheriff’s Office employee. The Sheriff’s Office was informed of the significance of this unauthorized access on 

or about July 17, 2023. The Sheriff’s Office coordinated with the City of Richmond who engaged leading 

outside cybersecurity experts and confirmed that the unauthorized user’s access was limited to the single 

Sheriff’s Office email account. Additionally, the City of Richmond alerted relevant law enforcement. However, 

the impacted email account contained certain personally identifiable information under Virginia law. 

It is unknown whether the unauthorized user was able to discover or access the personal information present in 

the compromised account. There is no evidence indicating that the unauthorized user was able to use any of the 

personal information the email account contained to cause any harm, or for any malicious purpose. 

As described in detail in the attached notification letters, personal information involved may have included one 

or more of the following types of information: name, driver’s license number, Social Security number, address, 

and/or a limited amount of health or medical diagnostic and treatment information. Examples typical of medical 

information in the email account include data pertaining to prescription drug dosage, notations concerning 

special medical needs, and other information used to ensure the safety of everyone entering our jails and court 

system. 

Collectively, there are approximately 5 Maryland residents potentially impacted by this incident. We have 

worked expeditiously to identify each of these individuals. Attached for your reference are copies of the notices 

we plan to mail out to impacted Maryland residents on September 15, 2023. 

If you have any questions, please contact our outside counsel, Billy Tunner, via email at 

wtunner@t-mlaw.com. 

Very truly yours, 

Dr. Antionette V. Irving 

Sheriff 

City of Richmond 

Enclosures 



 

 

 

Recently, like many governmental and business entities around the country, the Sheriff’s Office 
of the City of Richmond (the “Sheriff’s Office”) discovered it was the victim of an incident that may
involve some of your personal information. The Sheriff’s Office is committed to protecting the security
and privacy of the information we maintain. Although we have no indication of identity theft or fraud 
related to your information, we are providing you with information about this incident and our 
response, as well as measures you can take to help protect your information. 

What Happened and What Information Was Involved? In July 2023, the Sheriff’s Office 
was informed that an unauthorized user briefly gained access to the business email account of a single 
Sheriff’s Office employee. In coordination with the City of Richmond, the Sheriff’s Office promptly
took steps to mitigate the incident including launching an investigation led by third-party experts and 
notifying law enforcement. Additionally outside experts engaged an extensive review to identify any
personal information contained in the impacted account, including any files containing personal 
information. 

Based on this review, we have determined that your information may have been impacted, 
including one or more of the following types of information: your name coupled with a limited amount 
of health or medical diagnostic and treatment information. Examples typical of medical information in 
the email account include data pertaining to prescription drug dosage, notations concerning special 
medical needs, and other information used to ensure the safety of everyone entering our jails and court 
system. Please note, the email account did not contain any information that could be leveraged to cause 
you financial harm such as a Social Security number or the requisite information to access your financial 
accounts.

We have no evidence that the unauthorized user was able to discover or access your
information within these files contained within the impacted email account. We also have no 
evidence the unauthorized user used any of your information to cause any harm, or it was used 
maliciously. However, out of an abundance of caution, we wanted to write to notify you of this matter.

What We Are Doing. While we have no evidence that the unauthorized party was successful in 
removing your personal information for a malicious purpose, as a precaution, we are offering you access 
to 12 months of complimentary credit monitoring services through Experian. Details of this offer and 
instructions on how to activate these services are enclosed with this letter. 0000002
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Claysburg, PA 16625-0589 September 15, 2023
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IDENTITY THEFT PROTECTION GUIDE AND INFORMATION

We encourage affected individuals to take the following steps: 

Register for Credit Monitoring and Identity Restoration Services. 
To help protect your identity, we are offering complimentary access to Experian IdentityWorksSM for 
twelve months.

If you believe there was fraudulent use of your information as a result of this event and would like to 
discuss how you may be able to resolve those issues, please reach out to an Experian agent. If, after 
discussing your situation with an agent, it is determined that identity restoration support is needed then 
an Experian Identity Restoration agent is available to work with you to investigate and resolve each 
event of fraud that occurred from the date of the event (including, as appropriate, helping you with 
contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your 
credit file with the three major credit bureaus; and assisting you with contacting government agencies to 
help restore your identity to its proper condition).

Please note that Identity Restoration is available to you for twelve months from the date of this letter and 
does not require any action on your part at this time. The Terms and Conditions for this offer are located 
at www.ExperianIDWorks.com/restoration.

While identity restoration assistance is immediately available to you, we also encourage you to activate 
the fraud detection tools available through your complimentary twelve-month membership in Experian 
IdentityWorks. This product provides you with superior identity detection and resolution of identity
theft. To start monitoring your personal information, please follow the steps below: 

 Ensure that you enroll by December 31, 2023 (Your code will not work after this date.) 
 Visit the Experian IdentityWorks website to enroll: www.experianidworks.com/credit 
 Provide your activation code: 
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If you have questions about the product, need assistance with Identity Restoration that arose as a result
of this event or would like an alternative to enrolling in Experian IdentityWorks online, please contact
Experian’s customer care team at 877-656-0515 by December 31, 2023. Be prepared to provide
engagement number ENGAGE# as proof of eligibility for the Identity Restoration services by
Experian.
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third parties will not be able to access your credit report unless you temporarily lift the freeze. Therefore, 
using a credit freeze may delay your ability to obtain credit. Pursuant to federal law, you cannot be charged 
to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please contact 
all three major consumer reporting agencies listed below. 

Equifax 
P.O. Box 105788

Atlanta, GA 30348-5788 
1-800-685-1111 

www.equifax.com/personal/
credit-report-services 

Experian 
P.O. Box 9554 

Allen, TX 75013-9554 
1-888-397-3742 

www.experian.com/
freeze/center.html 

TransUnion 
P.O. Box 2000

Chester, PA 19016-2000
1-800-916-8800 

www.transunion.com/
credit-freeze 

You must separately place a credit freeze on your credit file at each credit reporting agency. The following 
information should be included when requesting a credit freeze: 

1) Full name, with middle initial and any suffixes; 
2) Social Security number; 
3) Date of birth (month, day, and year); 
4) Current address and previous addresses for the past five (5) years; 
5) Proof of current address, such as a current utility bill or telephone bill; 
6) Other personal information as required by the applicable credit reporting agency. 

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day
after receiving your request to place a credit freeze on your credit file report. If you request a lift of the credit 
freeze online or by phone, then the credit reporting agency must lift the freeze within one (1) hour. If you 
request a credit freeze or lift of a credit freeze by mail, then the credit agency must place or lift the credit 
freeze no later than three (3) business days after getting your request. 

Fraud Alerts 
You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert 
lasts 1 year and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s 
credit file, a business is required to take steps to verify the consumer’s identity before extending new credit. 
If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting 
7 years. Should you wish to place a fraud alert, please contact any one of the agencies listed below. The 
agency you contact will then contact the other two credit agencies.

Equifax 
P.O. Box 105788 

Atlanta, GA 30348-5788 
1-888-766-0008 

www.equifax.com/personal/
credit-report-services 

Experian 
P.O. Box 9554

Allen, TX 75013-9554 
1-888-397-3742 

www.experian.com/fraud/center.html 

TransUnion 
P.O. Box 2000

Chester, PA 19016-2000 
1-800-916-8800

www.transunion.com/fraud-
victim-resource/place-

fraud-alert 

Monitor Your Personal Health Information 

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement 
that you receive from your insurer. If you see any service that you believe you did not receive, please contact 
your insurer at the number on the statement. If you do not receive the regular explanation of benefits 
statements, contact your provider and request them to send such statements following the provision of 
services in your name or number. You may want to order copies of your credit reports and check for any
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