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To Whom It May Concern: 

We represent Elevate Patient Financial Solutions (“ElevatePFS”), which is a business partner 

providing services to SSM Health, with respect to a data security incident involving the potential 

exposure of limited personally identifiable information (“PII”) described in more detail below. 

ElevatePFS is committed to answering any questions you may have about the data security incident 

its response and steps taken to prevent a similar incident in the future.

1. Nature of security incident. 

On July 20, 2023, ElevatePFS learned that a limited number of SSM Health patients and 

individuals responsible for the charges of a SSM Health patient received contact letters sent 

through United States Postal Service from ElevatePFS with their Social Security number listed 

next to their name on the letter. The name, Social Security number, and address on the letter, when 

folded, was visible through the window of the envelope. Although ElevatePFS has no evidence of 

misuse of information as a result of this incident, out of an abundance of caution, they have

engaged in a thorough review to determine the cause of the incident and to whom the information 

related. ElevatePFS determined that the problem was due to an internal mapping error in the 

processing of referral files. This mapping error caused a person’s Social Security number to be 

combined into the same field as their name in ElevatePFS’ records. On August 4, 2023, 

ElevatePFS determined that when an intended recipient was sent a contact letter this error in 

ElevatePFS’ records caused the intended recipient’s Social Security number to be listed visibly

next to their name, above their address, in the envelope window.
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2. Number of residents affected. 

One (1) Maryland resident may have been affected and was notified of the incident. A notification 

letter was sent to the potentially affected individual on September 20, 2023 (a copy of the template 

letter is enclosed as Exhibit A).

3. Steps taken or plan to take relating to the incident. 

Upon discovering this incident, ElevatePFS immediately began an investigation and took steps to

prevent this type of issue from occurring again including correcting the mapping error, and putting 

additional validation controls in place within the referral processing module to ensure that no letter 

is mailed with numerals in the intended recipient’s name without prior manual review and 

approval. ElevatePFS has also instituted increased auditing of mapping within the inbound 

processing of referral files. 

In addition, the potentially impacted individual can enroll in 12 months of complimentary credit 

monitoring and identity restoration services provided by IDX. 

4. Contact information. 

ElevatePFS takes the security of information in its control seriously and is committed to ensuring 

this information is appropriately protected. If you have any questions or need additional 

information, please do not hesitate to contact me at pschmeltzer@clarkhill.com or (323) 497-4493.

Sincerely, 

CLARK HILL 

Paul F. Schmeltzer 

Attorney

Enclosure 





identity theft recovery services at no cost to you. With this protection, IDX will help you resolve issues if your identity
is compromised.

What You Can Do:

 
We encourage you to contact IDX with any questions and to enroll in free identity protection services by calling
1-888-743-4798 or going to https://app.idx.us/account-creation/protect and using the Enrollment Code provided above.
IDX representatives are available Monday through Friday from 8 a.m to 8 p.m Central Time. Please note the deadline
to enroll is December 20, 2023.
 
You will find detailed instructions for enrollment on the enclosed Recommended Steps document. Also, you will need
to reference the enrollment code at the top of this letter when calling or enrolling online, so please do not discard this
letter.
 
We encourage you to take full advantage of this service offering. IDX representatives have been fully versed on the
event and can answer questions or concerns you may have regarding protection of your personal information.
 
Please monitor your financial statements and credit reports, and immediately report any suspicious activity.
 
For More Information:

 

You should contact IDX at the number provided above if you have any questions on protecting your identity or how
to enroll in the services provided. If you have any questions or concerns, please call 1-888-743-4798 Monday through
Friday from 8 a.m. to 8 p.m. Central. Your trust is our top priority, and we deeply regret any inconvenience or
concern that this matter may cause you.
 
Sincerely,
 
 
 
Elevate Patient Financial Solutions, LLC






