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Lauren Godfrey
Constangy, Brooks, Smith & Prophete, LLP

Cybersecurity & Data Privacy Team 
322 North Shore Drive, Building 1B, Suite 200 

Pittsburgh, PA 15212 
973.462.9521

lgodfrey@constangy.com 
 
October 10, 2023

VIA EMAIL: Idtheft@oag.state.md.us 

Attorney General Brian E. Frosh 
Office of the Attorney General 
St. Paul Plaza 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Fax: (410) 576-6566

Re: Notification of Data Security Incident 

Dear Attorney General Frosh: 

Constangy, Brooks, Smith & Prophete, LLP represents Heard, McElroy, & Vestal (“HMV”), a 
professional services firm providing tax, accounting and other financial and consulting services 
located in Shreveport, Louisiana, in connection with a data security incident described in greater
detail below. HMV takes the protection of all information within its possession very seriously and has 
taken measures to reduce the likelihood of a similar incident reoccurring. The purpose of this letter
is to notify you of the incident in accordance with Maryland’s data breach notification statute, Md. 
Code Ann. Comm. Law §§ 14-3501 - 3508.

As noted below, a vendor error required the re-mailing of notification letters to potentially impacted 
individuals. Subsequent review of the deliverability of the overall notification effort confirms that the 
issue was rectified and that notice to impacted individuals has been successfully completed.

1. Nature of the Security Incident 

On or around February 13, 2023, HMV began receiving rejection notices for tax returns filed on 
behalf of some of its clients’ employees. HMV immediately began investigating these claims and
enlisted the assistance of cybersecurity and other technical experts to investigate what happened 
and whether personal information in HMV’s possession was accessed without authorization. The 
investigation determined that personal information of individuals could have been accessed or
acquired. 

2. Number of Affected Maryland Residents & Information Involved 

The incident involved personal information for approximately 6 Maryland residents. The information 
involved in the incident may differ depending on the individual but may include the following for
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affected Maryland residents: individuals’ names, Social Security numbers, and/or financial account 
number. 

3. Notification to Affected Individuals 

On July 11, 2023 notification letters were sent to affected Maryland residents by USPS First Class 
Mail. Due to a vendor error, a subsequent notification was required and, as such, on August 22, 
2023, notification letters were sent to affected Maryland residents by USPS First Class Mail. 

The notification letter provides resources and steps individuals can take to help protect their
information. The notification letter also offers complimentary identity protection services to each 
individual whose Social Security numbers were affected by this event, including credit monitoring, 
dark web monitoring, $1 million identity fraud loss reimbursement policy, and fully managed identity
theft recovery services. A sample notification letter, or a substantially similar version thereof, is 
enclosed.

4. Measures Taken to Address the Incident 

Upon discovering this incident, in addition to taking the steps described above, HMV took steps to 
secure its systems and launched an investigation to learn more about what happened and what 
information could have been affected. HMV took immediate steps to evaluate and improve the 
security of its systems and will continue to evaluate additional protections that can be put into place 
to supplement its existing security policies and procedures as the investigation continues. HMV also 
reported the issue to the IRS and other relevant authorities. 

HMV has established a toll-free call center through Experian to answer questions about the incident 
and address related concerns. Finally, HMV notified the potentially affected individuals and provided
them with steps they can take to protect their personal information and is reporting the incident to 
nationwide consumer reporting agencies (i.e., Equifax, Experian, and Transunion). 

5. Contact Information 

If you have any questions or need additional information regarding this incident, please do not 
hesitate to contact me at LGodfrey@constangy.com or 973.462.9521. 

Sincerely,

Lauren D. Godfrey

Lauren Godfrey
Partner, Constangy Cyber Team 

LDG:mff 
Encl.: Sample Notification Letter



333 Texas Street, Suite 1525
Shreveport, LA 71101

 

 

We are writing to inform you of a data security incident that may have affected your personal information. At 
Heard, McElroy, & Vestal LLC (“HMV”), we are committed to maintaining our clients’ trust and demonstrating 
our commitment to the privacy and security of all information in our possession. That is why we are writing to
notify you of this incident, to offer you complimentary credit monitoring and identity theft restoration services,
and to inform you about steps that can be taken to help safeguard your personal information. 

If you previously received a letter dated July 11, 2023 regarding this incident and have not yet enrolled in 
services, please discard the July 11, 2023 letter and contact Experian to enroll using the enrollment code 
provided in this letter. We apologize for any confusion that this has caused which was due to a vendor error.

What Happened: On or around February 13, 2023, HMV began receiving rejection notices for tax returns filed 
on behalf of some of its clients’ employees. We immediately began investigating these claims and enlisted the 
assistance of cybersecurity and other technical experts to investigate what happened and whether personal 
information in HMV’s possession was accessed without authorization. The investigation revealed that an 
unknown actor gained access to some client information stored on a third-party software program used by HMV.
We then undertook a thorough review of the information potentially involved in the incident to identify
individuals who were potentially impacted as a result of it. We recently determined that your personal information 
may have been involved in this incident. We then worked to obtain up to date contact information to notify you 
about it.

In response to the incident, we have taken immediate steps to evaluate and improve the security of our systems 
and will continue to evaluate additional protections that can be put into place to supplement our existing security
policies and procedures as the investigation continues. 

What Information Was Involved: The information affected may have included the information reflected on 
your tax return and related documents, including your name, date of birth, Social Security number, and financial 
account number. 

What We Are Doing: Upon discovering this incident, in addition to taking the steps described above, we 
immediately notified the Federal Bureau of Investigation (“FBI”), the Internal Revenue Service (“IRS”), and the 
State Tax Administrators. We have been in contact with the IRS and State Tax Administrators to provide relevant 
information about this incident and will continue to provide whatever cooperation is necessary to hold the 
perpetrator(s) of this incident accountable. 
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Re: Notice of Data [Extra1]

Dear Sample A. Sample:
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August 22, 2023





333 Texas Street, Suite 1525
Shreveport, LA 71101

HMV takes your trust in us and this matter very seriously. Please accept our sincere apologies and know that we 
deeply regret any worry or inconvenience this may cause you.

Sincerely, 

Roy Prestwood, Managing Partner 
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