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October 30, 2023

VIA EMAIL: idtheft@oag.state.md.us 
The Honorable Anthony G. Brown 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Notice of Data Breach 

Dear Attorney General Brown: 

I am writing on behalf of The Hilb Group LLC (“Hilb” or the “Company”) with its 
headquarters located at 6802 Paragon Place, Suite 200, Richmond, Virginia 23230, to provide a 
report of a recent data breach. Hilb is an insurance broker. Hilb uses the Dayforce human 
capital management software (“Dayforce”), which is provided by Hilb’s vendor Ceridian 
Dayforce Corporation (“Ceridian”), for Hilb’s human resource functions. It is our understanding 
that a threat actor set up a fake website imitating the Dayforce login page, so that employees who 
searched for it on the internet (rather than clicking on the links provided internally by Hilb) 
would find the fake website instead and input their credentials. In so doing, the threat actor was 
able to gather credentials without breaching Hilb’s server or network at all. On October 15, 2023, 
the threat actor successfully accessed the Dayforce account of a Hilb employee who is a 
Maryland resident and altered the employee’s direct deposit information to attempt to redirect 
the employee’s Hilb paycheck funds to the threat actor. Hilb learned of this issue when the 
employee notified Hilb of the suspicious alert the employee received from Ceridian about the 
employee’s Dayforce account information being changed. The incident was then quickly
resolved on October 15, 2023. 

So far, there is no evidence that any personal information was exfiltrated or otherwise 
removed from the employee’s Dayforce account, but it does appear that the threat actor had 
access to it. We do know that they at least had access to the employee’s direct deposit 
information. Further, as a result of accessing this employee’s account, the threat actor also had 
access to personal information for four (4) adult dependents of this employee, all of whom are 
also Maryland residents. Hilb has no indications that any of the employee’s or the employee’s 
dependents’ personal information has been used for fraudulent purposes, other than the threat 
actor’s failed attempt at redirecting funds, nor are we aware of any resulting identity theft, fraud, 
or financial losses. Ceridian is also currently unsure whether the threat actor accessed any other 
part of the employee’s Dayforce account, but Ceridian is monitoring the dark web for
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information related to this and similar incidents involving other Dayforce accounts. Again, 
while Hilb does not know whether the employee’s or the employee’s dependents’ personal 
information was in fact accessed or used for any unauthorized purpose, other than the threat 
actor’s attempt to redirect funds, Hilb is sending the impacted employee and each of their 
dependents written notice as a precautionary action.

This incident impacted five (5) Maryland residents. The personal information potentially
disclosed for the employee in the incident included: name, date of birth, Social Security number, 
address, business and mobile phone numbers, business and personal email addresses, bank 
account name, routing, and account numbers, National Producer Number, and Dayforce 
employee ID number. The personal information potentially disclosed for the employee’s 
dependents included: name, date of birth, and Social Security number. Formal, written notices 
are being sent to the impacted individuals on October 31, 2023.

Hilb has taken actions to mitigate the incident, including working with the impacted 
employee and Dayforce to successfully lock out the threat actor from the employee’s Dayforce
account. In addition, the Company is offering the impacted individuals a complimentary 12-
month membership to Kroll’s Credit Monitoring, Web Watcher, Public Persona, Quick Cash 
Scan, $1 Million Identity Fraud Loss Reimbursement, Fraud Consultation, and Identity Theft 
Restoration services.

A copy of the template form of the notification letter that is being sent to the affected 
Maryland residents is included with this notice. As you will see, among other things, the letter 
(i) describes various steps the affected individuals can take to protect herself, (ii) provides 
contact information for consumer reporting agencies and relevant governmental agencies, and 
(iii) provides information about enrolling in 12 months of credit monitoring services, which the 
Company is offering to the affected individual at no cost.

If you have any questions about the information provided in this letter, or this incident 
generally, please feel free to contact me at the email or phone numbers listed above. 

Sincerely, 

Janet P. Peyton 

Enclosures: Template Form Notification Letter 










