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November 6, 2023

Office of the Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Email: Idtheft@oag.state.md.us 

Re: Notice of Data Incident 

Dear Sir or Madam: 

I am writing to you on behalf of Omni Agent Solutions (“Omni”). Omni is the court-

approved claims agent for the Chapter 11 bankruptcy proceeding involving Desolation Holdings 

LLC in the United States Bankruptcy Court for the District of Delaware. On or around 

September 4, 2023, an unauthorized third party fraudulently gained control of a mobile phone

number belonging to an Omni employee. As a result, the unauthorized party accessed a limited 

number of files in systems used by Omni, including files that contained claims forms submitted 

by certain claimants to Omni in the Bittrex bankruptcy proceeding, some of which included 

personal information provided by those claimants. Immediate actions were taken to secure the 

systems used by Omni. Omni then engaged an outside digital forensic consultant and conducted 

a manual review of its records to confirm the identities of individuals potentially affected by this 

event and their contact information to provide notifications. This attack on Omni did not affect 

any data provided by Bittrex to Omni, Bittrex systems, or Bittrex digital assets. Moreover, Omni 

did not maintain passwords to Bittrex accounts. 

Omni’s investigation revealed that personal information of seventeen (17) Maryland 

residents was impacted by the incident. Omni’s investigation is still ongoing. Omni does not 

expect that any additional Maryland residents’ information was impacted, but it will supplement 

its notice if new information is uncovered. Personal information that was potentially exposed in 

the incident included consumers’ names, dates of birth, social security numbers, passport 

numbers, financial account numbers, and driver’s license numbers. 
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Omni has taken numerous actions to mitigate the impact of the incident, including 

notifying law enforcement, successfully locking out the unauthorized users from the impacted 

systems, undertaking a full forensic investigation into the incident with the assistance of an 

outside digital forensics investigation firm, and notifying potentially-affecting consumers and 

individuals associated with those consumers. Additionally, Omni is taking steps to review and 

enhance its security measures. Omni has implemented continuous monitoring of its third-party

vendors’ security practices. This will be accompanied by regular audits to ensure compliance 

with its security standards, and immediate rectification of any identified issues.

A sample of the notification to affected parties is enclosed. It includes an offer for 

complimentary access to Experian monitoring services for twenty-four (24) months. 

If you have any questions about the information provided in this letter, or this incident 

generally, please feel free to contact me at jenniferenglish@quinnemanuel.com or 213-443-3686. 

Sincerely, 

Jennifer D. English 

JDE 

Enclosure: Sample Notification Letter 

/s/ Jennifer English














