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November 15, 2023 

Via Email: idtheft@oag.state.md.us 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: Legal Notice of Information Security Incident 

Dear Sir or Madam: 

I am writing on behalf of my client, GlaxoSmithKline LLC and its subsidiaries (“GSK”), to inform you of a 
third-party security incident impacting one of GSK’s vendors that involves the personal information of two 
(2) Maryland residents. This breach impacts a GSK vendor - SIRVA - GSK’s systems were not impacted 
by this incident. Nonetheless, we wanted to provide prompt notice to your office as two Maryland residents 
will receive notice from GSK. 

On October 23, 2023, one of GSK’s vendors, SIRVA notified GSK that a ransomware incident impacted 
SIRVA’s systems (the “Incident”). SIRVA provides relocation services for GSK employees. SIRVA’s 
investigation is ongoing; however, SIRVA represented to GSK that on or around September 28, 2023, an 
unauthorized actor accessed its server and exfiltrated data (the “Exfiltrated Data”) and posted it on the dark 
web. SIRVA also represented that upon discovering the Incident, it took steps to secure its systems, notified 
law enforcement, and engaged a third party cybersecurity firm to investigate the impact of the vulnerability. 
SIRVA’s investigation revealed that some of the Exfiltrated Data was associated with its customers. On 
November 2, 2023, SIRVA represented that some of the Exfiltrated Data was associated with GSK. 

Rather than wait on SIRVA’s investigation, which is ongoing, GSK conducted a preliminary scan of the 
exposed data. Toward that end, GSK engaged a third-party vendor, Flashpoint to conduct an initial review
of the Exfiltrated Data. That review identified names and passport numbers of current and former GSK 
employees who provided information to SIRVA during relocation.

Today, GSK will begin mailing notification letters to the two (2) affected Maryland residents by US mail. A 
copy of those notifications are attached. GSK is also providing 24 months of complimentary credit 
monitoring services to all affected individuals as well as a toll-free hotline number for them to call with any
questions regarding the incident. 

In the meantime, GSK awaits further details from SIRVA regarding its investigation. This includes additional 
details about the Incident as well as additional details on any impact to GSK data. 

If you have any additional questions, please do not hesitate to contact me. 

Respectfully submitted, 

David Kessler












