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November 30, 2023

Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place

Baltimore, MD 21202

To the Maryland Office of the Attorney General:

We are writing on behalf of our client Digital Gaming Corporation USA (the “Company”) to
notify you about apparent unauthorized activity on the Company platform known as Betway. On October
26, 2023, the Company antifraud and security teams became aware of unusual login activity on certain
accounts that appeared indicative of unauthorized attempts to access and potentially use patron accounts.
The Company immediately initiated an investigation and notified patrons in an abundance of caution, and
is now following up with the attached letter to affected patrons, including the three (3) impacted
Maryland residents.

An unauthorized individual gaining temporary access to a patron account would have been able to
view some or all of the following information: first and last name, username, mailing address, email
address, phone number, last four digits of a Social Security number, and date of birth. In addition, if any
payment or bank accounts were linked to patrons’ accounts, the partial payment or bank account number
and full routing number would have been viewable.

The unauthorized activity was observed for only a short period of time, from October 26, 2023, to
October 30, 2023. Upon discovery, the Company’s antifraud and security teams were able to quickly
isolate the suspicious activity and lock the impacted accounts. The Company quickly alerted impacted
patrons and provided instructions regarding how to securely verify their accounts and take further
protective measures in an abundance of caution. We can confirm that none of the three (3) impacted
Maryland residents had linked financial accounts within their user accounts and thus there was no risk of
unauthorized transactions. Accordingly, no financial harm is expected or shown to have occurred related
to the apparent incident.

While we are still investigating, we believe the activity was part of a “credential stuffing” scheme
involving account names and passwords that were likely stolen in connection with other, unrelated
incidents. We do not believe that any unauthorized access to Betway accounts was the result of any
successful penetration of the Company’s security systems, but rather the result of attackers using account
credentials that were likely already stolen.

The Company remains committed to ensuring the safety of patrons and their personal
information, and will continue to maintain safeguards to help combat fraud and protect the security of
patron accounts and information. If you have any questions or would like any additional information on
the breach, please email me at breilly(@manatt.com.

695 Town Center Drive, 14th Floor, Costa Mesa, California 92626 Telephone: 714.371.2500 Fax: 714.371.2550
Albany | Boston | Chicago | Los Angeles | New York | Orange County | Palo Alto | Sacramento | San Francisco |
San Diego | Washington, D.C.



manatt Brandon P. Reilly

Manatt, Phelps & Phillips, LLP
Direct Dial: (714) 338-2701
BReilly@manatt.com

Sincerely,

BT

Brandon Reilly
Legal Counsel for Digital Gaming Corporation USA

BR
cc: Digital Gaming Corporation USA
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