
Lauren Godfrey, Esq. 
322 North Shore Drive 
Building 1B, Suite 200 

Pittsburgh, Pennsylvania 15212 
lgodfrey@constangy.com 

Tel: 412.870.4129

December 12, 2023

VIA EMAIL 
Attorney General Anthony G. Brown 
Office of the Attorney General 
St. Paul Plaza 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

Re: Notice of Data Security Incident 

Dear Attorney General Brown: 

Constangy, Brooks, Smith and Prophete LLP (“Constangy”) represents Regional Family Medicine 
(“Regional Family”) in connection with an incident described in greater detail below.

1. Nature of Incident 

On June 26, 2023, Regional Family experienced an IT outage that disrupted access to certain local 

systems. After detecting and promptly containing the incident, Regional Family launched an 
investigation with the support of external cybersecurity experts to learn more about the scope of 
the incident and any impact to data. Through that investigation, Regional Family learned of 
information suggesting that an unknown actor gained unauthorized access to its network between 
June 8 and June 26, 2023 and potentially acquired certain files, some of which may have contained 
personal information of its employees and patients. On or about October 13, 2023, Regional 
Family completed its review of the impacted information. Regional Family then took steps to 
obtain addresses for those individuals whose information was involved.

The potentially affected information varied by individual but may include the following: 
individuals’ names, Social Security numbers, driver’s license or state identification numbers, dates 
of birth, biometric data, medical information, health insurance information, account numbers, and 
workplace evaluations.

2. Number of Maryland residents affected 

Regional Family notified 57 Maryland residents of the incident via first class U.S. mail on 
December 12, 2023. A sample copy of the notification letter is included with this correspondence. 
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3. Steps taken relating to the incident 

Upon discovering the issue, Regional Family took the steps described above. Regional Family
also provided notice of the incident to potentially impacted individuals on December 12, 2023. 
In addition, Regional Family is offering affected individuals, whose social security numbers were 
impacted, complimentary credit monitoring and identity protection services through IDX, A 
ZeroFox Company, the data breach and recovery services expert. These services include 12 
months of credit monitoring, identity protection, and fully managed identity theft recovery
services. With this protection, IDX will help them resolve issues if their identity is affected.

4. Contact information 

If you have any questions or need additional information, please do not hesitate to contact me at 
412.870.4129 or lgodfrey@constangy.com.

Very truly yours, 

Lauren Godfrey, Esq.

Encl.: Sample Consumer Notification Letter 










