
Sent via e-mail idtheft@oag.state.md.us 

December 15, 2023

Attorney General Anthony G. Brown 

Office of the Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

RE: Breach Notification 

Dear Attorney General Brown: 

Please be advised that we represent ZOLL Medical Corporation (“ZOLL”) in regard to a security

incident. Pursuant to Md. Code Ann. § 14-3501 et seq., we are reporting to you, on behalf of 

ZOLL, that ZOLL notified eighty-six (86) Maryland residents of a breach of their personal 

information.

A ZOLL employee was the victim of a sophisticated email phishing attack. After discovering the

attack, ZOLL took steps to contain and mitigate the incident and consulted third-party experts to

assist with its response. The incident was limited to exposure of information included in emails 

affected by the phishing attack. On or about November 1, 2023, ZOLL determined that some of 

its employees, former employees, dependents, beneficiaries and some business contact 

information may have been affected. The types of information affected included names, addresses, 

dates of birth, Social Security numbers, compensation information and/or health information 

and/or health insurance information.

The Maryland residents affected by this incident will receive a notice pursuant to Md. Code Ann.

§ 14-3504 on or about December 18, 2023. A sample notice is enclosed. ZOLL is offering the 

affected individuals credit monitoring at no charge for periods of 24 and 36 months. 

If you have any questions or need further information, please do not hesitate to contact me.

Sincerely, 

Linn F. Freedman 

Enclosures 

LINN F. FREEDMAN 

One Financial Plaza, Suite 1430 

Providence, RI 02903-2485

Main (401) 709-3300 

Fax (401) 709-3399

lfreedman@rc.com 

Direct (401) 709-3353

Also admitted in Massachusetts 



 
 
 

 
 

RE: Notice of a Data Breach - Phishing Attack 

  

We are writing to notify you of an email phishing attack that may have affected some of your personal 
information, as well as provide you with information on the actions that ZOLL has taken in response, 
resources available to you, and steps you can take to protect yourself.

Based on our investigation, we have no indication that any of your information has been misused. ZOLL 
is notifying individuals whose personal information was potentially affected, and offering credit 
monitoring services, where applicable, out of an abundance of caution and to help alleviate any concerns 
you may have.

What Happened?
Threat actors use different strategies to attack companies to obtain access to data, including phishing 
email campaigns. Regrettably, a ZOLL employee was the victim of a sophisticated email phishing attack. 
After discovering the attack, ZOLL took steps to contain and mitigate the incident and consulted third-
party experts to assist with our response. The incident is contained and was limited to exposure of 
information included in emails affected by the phishing attack. On or about November 1, 2023, we 
determined that your information may have been affected.

What Information Was Involved?
Information that may have been accessed included your name, address and health information.

What Measures Have We Taken to Rectify the Situation?
We consulted third-party experts to assist with our response to and remediation of the incident. 

We are offering access to free credit monitoring and identity theft protection services through Experian 
IdentityWorks for 24 months. 
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What You Can Do
We encourage you to take advantage of the free credit monitoring and identity theft protection services 
being offered.

For More Information 
We sincerely regret any inconvenience or concern this incident may cause you. If you have any questions 
or need any additional information, please do not hesitate to call 800-459-4255 Monday through Friday
8am to 8pm CST, closed Saturday and Sunday (and excluding major U.S. holidays). 

Sincerely, 

Jonathan A. Rennert, Chief Executive Officer 

This is a legal notice that is sent to all individuals whose information was potentially affected, which is 
why you are receiving this letter, even if you never used or are no longer using ZOLL products.
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request a credit freeze or lift of a credit freeze by mail, then the credit agency must place or lift the credit 
freeze no later than three (3) business days after getting your request. 

Fraud Alerts 
You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert 
lasts 1-year and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit 
file, a business is required to take steps to verify the consumer’s identity before extending new credit. If you 
are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting 7 years. 
Should you wish to place a fraud alert, please contact any one of the agencies listed below. The agency you 
contact will then contact the other two credit agencies. 

Equifax 
P.O. Box 105788

Atlanta, GA 30348-5788 
1-888-766-0008 

www.equifax.com/personal/
credit-report-services 

Experian 
P.O. Box 9554 

Allen, TX 75013-9554
1-888-397-3742 

www.experian.com/
fraud/center.html 

TransUnion 
P.O. Box 2000 

Chester, PA 19016-2000 
1-800-680-7289

www.transunion.com/fraud 
victim-resource/place-fraud-alert 

Monitor Your Health Information 

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement 
that you receive from your insurer. If you see any service that you believe you did not receive, please contact 
your insurer at the number on the statement. If you do not receive the regular explanation of benefits 
statements, contact your provider and request them to send such statements following the provision of 
services in your name or number. 

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. 
If you find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a 
copy of this notice for your records in case of future problems with your medical records. You may also want 
to request a copy of your medical records from your provider, to serve as a baseline. If you are a California 
resident, we suggest that you visit the website of the California Office of Privacy Protection at 
www.privacy.ca.gov to find more information about your medical privacy.

Additional Information 
You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by
contacting your state Attorney General or the Federal Trade Commission. Instances of known or suspected 
identity theft should be reported to law enforcement, your Attorney General, and the FTC. 

The Federal Trade Commission 
600 Pennsylvania Avenue, NW

Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338) 

TTY: 1-866-653-4261 
www.ftc.gov/idtheft 

If you are a resident of Maryland, you may wish to contact the Attorney General, Consumer Protection 
Division, for more information at 200 St. Paul Place, Baltimore, MD 21202, by telephone at 410-528-
8662 or 888-743-0023, or by email at Consumer@oag.state.md.us.

You can also visit the Consumer Protection Division website at 
https://www.marylandattorneygeneral.gov/Pages/CPD/default.aspx for more information.

Remember to remain vigilant in reviewing your account statements, monitoring your free credit 
reports, and for incidents of fraud or identity theft.
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RE: Notice of a Data Breach - Phishing Attack 

  

We are writing to notify you of an email phishing attack that may have affected some of your personal 
information, as well as provide you with information on the actions that ZOLL has taken in response, 
resources available to you, and steps you can take to protect yourself. 

Based on our investigation, we have no indication that any of your information has been misused. 
ZOLL is notifying individuals whose personal information was potentially affected, and offering credit 
monitoring services, where applicable, out of an abundance of caution and to help alleviate any
concerns you may have.

What Happened?
Threat actors use different strategies to attack companies to obtain access to data, including phishing 
email campaigns. Regrettably, a ZOLL employee was the victim of a sophisticated email phishing 
attack. After discovering the attack, ZOLL took steps to contain and mitigate the incident and 
consulted third-party experts to assist with our response. The incident is contained and was limited to 
exposure of information included in emails affected by the phishing attack. On or about November 1, 
2023, we determined that your information may have been affected.

What Information Was Involved?
Information that may have been accessed included your name, address and Social Security number.

What Measures Have We Taken to Rectify the Situation?
We consulted third-party experts to assist with our response to and remediation of the incident. 

We are offering access to free credit monitoring and identity theft protection services through Experian 
IdentityWorks for 36 months. 
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What You Can Do
We encourage you to take advantage of the free credit monitoring and identity theft protection services 
being offered.

For More Information 
We sincerely regret any inconvenience or concern this incident may cause you. If you have any
questions or need any additional information, please do not hesitate to call 800-459-4255 Monday
through Friday 8am to 8pm CST, closed Saturday and Sunday (and excluding major U.S. holidays).

Sincerely, 

Jonathan A. Rennert, Chief Executive Officer 
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request a credit freeze or lift of a credit freeze by mail, then the credit agency must place or lift the credit 
freeze no later than three (3) business days after getting your request. 

Fraud Alerts 
You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert 
lasts 1-year and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit 
file, a business is required to take steps to verify the consumer’s identity before extending new credit. If you 
are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting 7 years. 
Should you wish to place a fraud alert, please contact any one of the agencies listed below. The agency you 
contact will then contact the other two credit agencies. 

Equifax 
P.O. Box 105788

Atlanta, GA 30348-5788 
1-888-766-0008 

www.equifax.com/personal/
credit-report-services 

Experian 
P.O. Box 9554 

Allen, TX 75013-9554
1-888-397-3742 

www.experian.com/
fraud/center.html 

TransUnion 
P.O. Box 2000 

Chester, PA 19016-2000 
1-800-680-7289

www.transunion.com/fraud-
victim-resource/place-fraud-alert 

Monitor Your Health Information 

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement 
that you receive from your insurer. If you see any service that you believe you did not receive, please contact 
your insurer at the number on the statement. If you do not receive the regular explanation of benefits 
statements, contact your provider and request them to send such statements following the provision of 
services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. 
If you find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a 
copy of this notice for your records in case of future problems with your medical records. You may also want 
to request a copy of your medical records from your provider, to serve as a baseline. If you are a California 
resident, we suggest that you visit the website of the California Office of Privacy Protection at 
www.privacy.ca.gov to find more information about your medical privacy.

Additional Information
You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by
contacting your state Attorney General or the Federal Trade Commission. Instances of known or suspected 
identity theft should be reported to law enforcement, your Attorney General, and the FTC. 

The Federal Trade Commission 
600 Pennsylvania Avenue, NW

Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338) 

TTY: 1-866-653-4261
www.ftc.gov/idtheft 
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