
ATTORNEYS AT LAW 

777 EAST WISCONSIN AVENUE 

MILWAUKEE, WI 53202-5306 

414.271.2400 TEL 

414.297.4900 FAX 

WWW.FOLEY.COM 

jurban@foley.com 

414.297.5864 

CLIENT/MATTER NUMBER 

650080-0013 

AUSTIN 

BOSTON 

CHICAGO 

DALLAS 

DENVER 

DETROIT 

HOUSTON 

JACKSONVILLE 

LOS ANGELES 

MADISON 

MEXICO CITY 

MIAMI 

MILWAUKEE 

NEW YORK 

ORLANDO 

SACRAMENTO 

SAN DIEGO 

SAN FRANCISCO 

SILICON VALLEY 

TALLAHASSEE 

TAMPA 

WASHINGTON, D.C. 

BRUSSELS 

TOKYO 

December 22, 2023

VIA E-MAIL: Idtheft@oag.state.md.us

Office of the Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202

Re: Notification Pursuant to Md. Code Ann., Com. Law § 14-3504

Dear Attorney General Brown: 

We are writing on behalf of our client, File & ServeXpress, LLC (“FSX”), to notify you of a 

breach of security involving the personal information of one (1) Maryland resident.

On November 30, 2023, FSX was notified by its third-party payroll vendor that certain of its 

employee’s information was impacted by an incident in which an unauthorized third-party exploited 

a vulnerability in a file transfer system (called “MOVEit”) that this vendor used in connection with 

providing services to FSX.

Upon becoming aware of the situation, FSX’s payroll vendor promptly took steps to address

the issue, including taking the MOVEit system offline, implementing patches recommended by

security experts, and putting in place additional controls around the MOVEit system to protect against 

further unauthorized access. In addition, they also notified law enforcement and retained outside 

experts to assist with a forensic investigation and analysis of the incident. 

FSX’s payroll vendor’s investigation confirmed that an unauthorized third-party exploited the 

vulnerability on or around May 31, 2023 and acquired certain files that were stored in the vendor’s 

MOVEit file transfer system during that time. Through their data analysis, FSX’s payroll vendor

determined that some of the files obtained by the unauthorized party contained certain personal 

information of FSX’s employees, including the full name, date of birth, and Social Security number 

of one (1) Maryland resident.

In response to this incident, FSX will mail a notification letter to the potentially affected 

Maryland resident on or before December 22, 2023 pursuant to Md. Code Com. Law § 14-3504. 

Enclosed is a sample copy of the notice that will be sent to this individual. 

As a precautionary measure, FSX will provide the potentially affected Maryland resident with 

credit monitoring and identity restoration services through Equifax®, one of the nationwide credit 

reporting agencies, at no charge for a period of twelve (12) months, and also will staff a support line 

to answer any questions individuals may have about this incident or the services available to them. 
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If you have any further inquiries concerning this notification, please do not hesitate to contact 

me.

Sincerely, 

Jennifer L. Urban 

Foley & Lardner LLP

Encl: Sample Notification Letter 



4347 W. Northwest Hwy, Suite 130-280 

Dallas, TX 75220-3864 

<<First Name>> <<Last Name>>

<<Address 1>>

<<Address 2>>

<<City>>, <<State>> <<Zip>> December 22, 2023

NOTICE OF DATA BREACH 

Dear <<First Name>>: 

File & ServeXpress, LLC (“FSX”) values and respects the privacy of your information, which is why we are writing to

inform you of a recent security incident that impacted one of our third-party vendors and may have affected some of your personal 

information. We want to provide you with information about the incident, the measures taken in response, and to share some 

steps that you can take to help protect yourself. Please note that this incident had no impact on FSX’s eFiling or client facing 

systems.

WHAT HAPPENED?

On November 30, 2023, we were notified by our third-party payroll vendor that certain of our employee’s information 

was impacted by an incident in which an unauthorized third-party exploited a vulnerability in a file transfer system (called 

“MOVEit”) that they used in connection with providing services to FSX. 

Upon becoming aware of the situation, our payroll vendor promptly took steps to address the issue, including taking the 

MOVEit system offline, implementing patches recommended by security experts, and putting in place additional controls around 

the MOVEit system to protect against further unauthorized access. In addition, they also notified law enforcement and retained 

outside experts to assist with a forensic investigation and analysis of the incident. 

Our payroll vendor’s investigation confirmed that an unauthorized third-party exploited the vulnerability on or around 

May 31, 2023, and acquired certain files that were stored in the vendor’s MOVEit file transfer system during that time. Through 

their data analysis, our payroll vendor determined that some of the files obtained by the unauthorized party contained certain of 

your personal information. 

WHAT INFORMATION WAS INVOLVED?

According to our payroll vendor’s review of the contents of the files impacted, one or more of the files contained your

full name, date of birth, and Social Security number.

WHAT WE ARE DOING 

To help relieve concerns and restore confidence following this incident, we have arranged for you to enroll, at no cost 

to you, in a comprehensive credit monitoring and identity restoration service for 12 months provided by Equifax®, one of the 

nationwide credit reporting agencies. A description of this service and instructions on how to enroll can be found within the 

enclosed “Other Important Information” document included with this letter. 

WHAT YOU CAN DO

Please also review the enclosed “Other Important Information” document included with this letter for further steps you 

can take to protect your information, including recommendations by the U.S. Federal Trade Commission (“FTC”) regarding 

identity theft protection and details on how to place a fraud alert or a security freeze on your credit file. It is also recommended 

that you remain vigilant for incidents of fraud and identity theft by reviewing your account statements and monitoring your credit 

reports for unauthorized activity. If you discover any suspicious or unusual activity on your accounts, you should promptly notify

the financial institution or company with which your account is maintained. 

FOR MORE INFORMATION 

For further information and assistance, please call us at 833-465-1594 between 8:00 a.m. – 6:00 p.m. Central Time, 

Monday through Friday. 

Sincerely, 

Tracie Taylor 

Human Resources 

File & ServeXpress, LLC





reporting agencies and include proper identification (name, address, and Social Security number) and the PIN or password 

provided to you when you placed the security freeze as well as the identity of those entities or individuals you would like to 

receive your credit report or the specific period of time you want the credit report available. The credit reporting agencies have 

1 business day after receiving your request by toll-free telephone or secure electronic means, or 3 business days after receiving 

your request by mail, to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must submit a request through a toll-free telephone number, a secure electronic means 

maintained by a credit reporting agency, or by sending a written request via regular, certified, or overnight mail to each of the 

credit bureaus and include proper identification (name, address, and Social Security number) and the PIN number or password 

provided to you when you placed the security freeze. The credit bureaus have 1 business day after receiving your request by toll-

free telephone or secure electronic means, or 3 business days after receiving your request by mail, to remove the security freeze.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft or have 

reason to believe your personal information has been misused, you should immediately contact the FTC, proper law enforcement 

authorities and/or your state attorney general. You may also contact these agencies for information on how to prevent or avoid 

identity theft and to obtain additional information about fraud alerts and security freezes. You may contact the FTC, Consumer

Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580, www.identitytheft.gov, 877-ID-THEFT (438-4338). 

This notice has not been delayed by law enforcement.

• For Maryland residents, you may obtain information about avoiding identity theft from the Maryland Office of the 

Attorney General at: 200 St. Paul Place, 16th Floor, Baltimore, MD 21202; 1-410-528-8662 or 1-888-743-0023; and 

https://www.marylandattorneygeneral.gov/. 

• For Oregon Residents, you are advised to report any suspected incidents of identity theft to law enforcement, the 

Federal Trade Commission, and the Oregon Attorney General at https://doj.state.or.us, by calling (877) 877-9392, or 

writing to Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096. 



Complimentary Credit Monitoring and Identity Restoration Service 

<First Name> <Last Name>

Enter your Activation Code: <Activation Code>

Enrollment Deadline: 03/31/2024 

Equifax Credit Watch™ Gold 

*Note: You must be over age 18 with a credit file to take advantage of the product 

Key Features 

• Credit monitoring with email notifications of key changes to your Equifax credit report 

• Daily access to your Equifax credit report 

• WebScan notifications1 when your personal information, such as Social Security Number, credit/debit card or bank 

account numbers are found on fraudulent Internet trading sites 

• Automatic fraud alerts2, which encourages potential lenders to take extra steps to verify your identity before extending 

credit, plus blocked inquiry alerts and Equifax credit report lock3

• Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity

Restoration Specialist to work on your behalf 

• Up to $1,000,000 of identity theft insurance coverage for certain out of pocket expenses resulting from identity theft4

Enrollment Instructions 

Go to www.equifax.com/activate 

Enter your unique Activation Code of <Activation Code> then click “Submit” and follow these 4 steps: 

1. Register: 

Complete the form with your contact information and click “Continue”.

If you already have a myEquifax account, click the ‘Sign in here’ link under the “Let’s get started” header.

Once you have successfully signed in, you will skip to the Checkout Page in Step 4

2. Create Account: 

Enter your email address, create a password, and accept the terms of use. 

3. Verify Identity: 

To enroll in your product, we will ask you to complete our identity verification process. 

4. Checkout: 

Upon successful verification of your identity, you will see the Checkout Page. 

Click ‘Sign Me Up’ to finish enrolling. 

You’re done! 

The confirmation page shows your completed enrollment. 

Click “View My Product” to access the product features.

1WebScan searches for your Social Security Number, up to 5 passport numbers, up to 6 bank account numbers, up to 6 credit/debit card 

numbers, up to 6 email addresses, and up to 10 medical ID numbers. WebScan searches thousands of Internet sites where consumers' personal

information is suspected of being bought and sold, and regularly adds new sites to the list of those it searches. However, the Internet addresses

of these suspected Internet trading sites are not published and frequently change, so there is no guarantee that we are able to locate and search 

every possible Internet site where consumers' personal information is at risk of being traded. 2The Automatic Fraud Alert feature is made 

available to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax Consumer Services LLC. 3Locking your

Equifax credit report will prevent access to it by certain third parties. Locking your Equifax credit report will not prevent access to your credit 

report at any other credit reporting agency. Entities that may still have access to your Equifax credit report include: companies like Equifax 

Global Consumer Solutions, which provide you with access to your credit report or credit score, or monitor your credit report as part of a 

subscription or similar service; companies that provide you with a copy of your credit report or credit score, upon your request; federal, state 

and local government agencies and courts in certain circumstances; companies using the information in connection with the underwriting of

insurance, or for employment, tenant or background screening purposes; companies that have a current account or relationship with you, and 

collection agencies acting on behalf of those whom you owe; companies that authenticate a consumer's identity for purposes other than granting 

credit, or for investigating or preventing actual or potential fraud; and companies that wish to make pre-approved offers of credit or insurance 

to you. To opt out of such pre-approved offers, visit www.optoutprescreen.com 4The Identity Theft Insurance benefit is underwritten and 

administered by American Bankers Insurance Company of Florida, an Assurant company, under group or blanket policies issued to Equifax, 

Inc., or its respective affiliates for the benefit of its Members. Please refer to the actual policies for terms, conditions, and exclusions of

coverage. Coverage may not be available in all jurisdictions.


