
Gregory Lederman 
Office: (267) 930-4637
Fax: (267) 930-4771 
Email: glederman@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

December 26, 2023

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us

Re: Notice of Data Event 

To Whom It May Concern: 

We represent HORNE, LLP (“HORNE”), located at 661 Sunnybrook Road, Ridgeland, MS 39157, 
and are writing to notify your Office of an incident that may affect the security of certain 
information relating to certain Maryland resident. HORNE is a professional services firm that 
provides business advisory and consulting services to its clients. HORNE is providing notice on 
behalf of the following entities (“Clients”) and the total number of impacted individuals below:

 Citizens National Bank, 200 Forks of the River Parkway, Sevierville, TN 37862: 1
resident.

Notice and the investigation in this matter is ongoing, and this notice will be supplemented with 
any new significant facts learned subsequent to its submission. By providing this notice, HORNE 
does not waive any rights or defenses regarding the applicability of Maryland law, the applicability
of the Maryland data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

In December 2021, HORNE became aware of suspicious activity related to certain systems. 
HORNE immediately took steps to secure its environment and launched an investigation to 
determine the nature and scope of the activity. The investigation determined there was 
unauthorized access to certain files and folders within the HORNE network between December 8, 
2021 and December 13, 2021. While the investigation was able to confirm that certain systems 
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were accessed, it was unable to confirm what information within those systems was actually
accessed. Therefore, out of an abundance of caution, HORNE conducted an extensive 
programmatic and manual review of the contents of the impacted systems to determine whether 
sensitive information may have been present at the time of the incident and determined that 
information related to certain individuals was present on the impacted systems. Following this 
determination, HORNE undertook an in-depth manual review process to identify the individuals 
and HORNE clients who the information belonged. HORNE completed this process and provided 
notification to impacted clients on or about October 25, 2023. Although the information varies for 
each individual, the potentially impacted data includes name and financial account information. 
The information varies for each individual. HORNE coordinated notification with Clients and is 
providing notice to individuals and regulators, as required, on Client’s behalf.

Notice to Maryland Resident 

On or about December 26, 2023, HORNE provided written notice of this incident to approximately
one (1) Maryland resident. Written notice is being provided in substantially the same form as the 
letter attached here as Exhibit A. Notification to impacted clients and individuals is ongoing and 
HORNE may supplement this notification if it is determined that a significant amount of additional 
state residents will receive notice. 

Other Steps Taken and To Be Taken 

Upon discovering the event, HORNE moved quickly to investigate and respond to the incident, 
assess the security of HORNE systems, and identify potentially affected individuals and HORNE 
clients. Further, HORNE notified law enforcement regarding the event and is also reviewing 
existing security policies and have implemented additional measures to further protect against 
similar incidents moving forward. HORNE is providing access to complimentary credit 
monitoring services for one (1) year, through IDX, to individuals whose personal information was 
potentially affected by this incident.

Additionally, HORNE is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud, including information on how to place a fraud alert and security
freeze on one’s credit file, the contact details for the national consumer reporting agencies, 
information on how to obtain a free credit report, a reminder to remain vigilant for incidents of 
fraud and identity theft by reviewing account statements and monitoring free credit reports, and 
encouragement to contact the Federal Trade Commission, their state Attorney General, and law
enforcement to report attempted or actual identity theft and fraud. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-4637.
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Very truly yours, 

Gregory Lederman of 
MULLEN COUGHLIN LLC

GCL/jwn 
Enclosure 



Gregory Lederman 
Office: (267) 930-4637
Fax: (267) 930-4771 
Email: glederman@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

January 25, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us

Re: Supplemental Notice of Data Event 

To Whom It May Concern: 

We continue to represent HORNE, LLP (“HORNE”), located at 661 Sunnybrook Road, Ridgeland, 
MS 39157, and are writing to supplement our December 26, 2023 notification to your Office. By
providing this supplemental notice, HORNE does not waive any rights or defenses regarding the 
applicability of Maryland law, the applicability of the Maryland data event notification statute, or 
personal jurisdiction. 

Based on the ongoing investigation and response, HORNE is providing notice of this incident on 
behalf of the following entities (“Clients”) and includes the total number of impacted individuals 
in parenthesis below: 

 Thibodaux Regional Health System, 602 N Acadia Road, Thibodaux, LA 70301, (1)
 University of Mississippi Medical Center, 2500 North State Street, Jackson, MS 39216, 

(21)

On or about January 25, 2024, written notice of this incident is being provided to approximately
twenty-two (22) additional Maryland residents in substantially the same form as the letter attached 
here as Exhibit AA. Notification to impacted clients and individuals is ongoing and HORNE may
supplement this notification if it is determined that a significant amount of additional Maryland 
residents will receive notice. 
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Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-4637.

Very truly yours, 

Gregory Lederman of 
MULLEN COUGHLIN LLC

GCL/jwn 
Enclosure 



EXHIBIT AA 











Gregory Lederman 
Office: (267) 930-4637
Fax: (267) 930-4771
Email: glederman@mullen.law
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Devon, PA 19333
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August 20, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us 

Re: Supplemental Notice of Data Event 

To Whom It May Concern: 

We continue to represent HORNE, LLP (“HORNE”), located at 661 Sunnybrook Road, Ridgeland, MS 
39157, and are writing to supplement our January 25, 2024 notification to your Office. By providing this 
supplemental notice, HORNE does not waive any rights or defenses regarding the applicability of Maryland 
law, the applicability of the Maryland data event notification statute, or personal jurisdiction. 

Based on the ongoing investigation and response from notified clients, HORNE received and confirmed 
additional address information from George Regional Health System, located at 929 Winter Street, 
Lucedale, MS 39452 (“Client”), on or about July 12, 2024. On or about August 20, 2024, written notice of 
this incident is being provided to approximately two (2) additional Maryland residents in substantially the 
same form as the letter attached here as Exhibit AA at the request of, and on behalf of, Client. Notification 
to impacted individuals is ongoing and HORNE may supplement this notification if it is determined that a 
significant number of additional Illinois residents will receive notice. 

Should you have any questions regarding this notification or other aspects of the data security event, please 
contact us at (267) 930-4637. 

Very truly yours,

Gregory Lederman of 
MULLEN COUGHLIN LLC 

GCL/lac 



EXHIBIT AA 










