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January 3, 2024

Via Email 

Idtheft@oag.state.md.us 

Re: Legal Notice of Data Security Incident 

Dear Sir or Madam:

I am writing on behalf of my client Barrick Gold Corporation (“Barrick”) to inform you of a 
cybersecurity incident that involves the personal information of two (2) Maryland residents. 

As many are aware, on May 31, 2023, Progress Software Corporation announced that the
company identified a previously unknown vulnerability in its application known as MOVEit 
Transfer that had been exploited by an unauthorized third party. The MOVEit Transfer application 
is used by numerous companies for transferring files. Barrick was one of those companies.

On July 6, 2023, Barrick became aware that its MOVEit Transfer application was potentially
affected, and it immediately launched an investigation, with external cybersecurity experts being 
engaged to assist. Barrick also notified law enforcement and continues supporting their
investigation. The investigation determined that some files associated with Barrick were copied 
by an unauthorized third party from May 28 to June 2, 2023, as a result of the MOVEit vulnerability.
Barrick completed its e-discovery review to identify U.S. residents on December 20, 2023, and
determined that the data contained personal information for two (2) Maryland residents. The 
personal information of the Maryland residents consists of name in combination with Social 
Security Number.

Today, January 3, 2024, Barrick will mail notification letters to the two (2) Maryland residents and
will be offering twelve months of complimentary credit monitoring and fraud protection services. 
A copy of the notice letter is attached. Barrick is also providing a telephone number for the
recipients to call with questions regarding the incident.

Following the incident, Barrick disabled its MOVEit server, and Barrick does not plan on using the 
MOVEit Transfer application going forward.

If you have any questions or need further information regarding this incident, please do not 
hesitate to contact me.

Respectfully submitted,

Will Daugherty
Enclosure 
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RE: NOTICE OF DATA BREACH

 

We are writing to inform you of a data security incident that we recently experienced that involved some of 
your personal information. This letter explains the incident and the measures we have taken in response and 
provides information on steps you may consider to help protect your information.

What Happened?

As you may be aware, on May 31, 2023, Progress Software Corporation announced that the company
identified a previously unknown vulnerability in its application known as MOVEit Transfer that had been
exploited by an unauthorized third party. The MOVEit Transfer application is used by numerous companies for
transferring files. Barrick Gold Corporation (“Barrick”) was one of those companies. 

Barrick takes the privacy and security of your personal information seriously. As soon as we became aware that 
our MOVEit Transfer application was potentially affected, we immediately launched an investigation, and
external cybersecurity experts were engaged to assist. We also notified law enforcement and continue to 
support their investigation. The investigation determined that some files associated with Barrick were copied
by an unauthorized third party from May 28 to June 2, 2023, as a result of the MOVEit vulnerability. We then
conducted a robust review of the files to identify individuals whose personal information may have been
contained therein. 
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January 3, 2024

K5767-L01

Dear Sample A. Sample:

B112642

What Information Was Involved?

On December 20, 2023, we completed the review and determined the files involved contained some of your
personal information, including your name and Social Security number.

What We Are Doing.

Following the incident, Barrick disabled its MOVEit server, and Barrick does not plan on using the MOVEit
Transfer application going forward.





3

ATTACHMENT A 

To help protect your identity, we are offering a complimentary 12-month membership of Experian’s®

IdentityWorksSM. This product provides you with superior identity detection and resolution of identity theft. To 
activate your membership and start monitoring your personal information, please follow the steps below: 

• Ensure that you enroll by April 30, 2024 (Your code will not work after this date.)
• Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit 
• Provide your activation code:  

If you have questions about the product, need assistance with identity restoration, or would like an alternative 
to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at 833-804-0788 
by April 30, 2024. Be prepared to provide engagement number B112642 as proof of eligibility for Experian’s 
identity restoration services. 

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP: 

A credit card is not required for enrollment in Experian IdentityWorks. 

You can contact Experian immediately regarding any fraud issues and have access to the following features 
once you enroll in Experian IdentityWorks:

 Experian credit report at signup: See what information is associated with your credit file. Daily credit 
reports are available for online members only.*

 Credit Monitoring: Actively monitors Experian file for indicators of fraud.
 Identity Restoration: Identity Restoration agents are immediately available to help you address credit

and non-credit related fraud. 
 Experian IdentityWorks ExtendCARETM: You receive the same high level of Identity Restoration 

support even after your Experian IdentityWorks membership has expired.
 Up to $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized 

electronic fund transfers. 

If you believe there was fraudulent use of your information and would like to discuss how you may be able to 
resolve those issues, please reach out to an Experian agent at 833-804-0788. If after discussing your situation
with an agent, it is determined that Identity Restoration support is needed, an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred 
(including, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts; 
assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting you with 
contacting government agencies to help restore your identity to its proper condition).

Please note that this Identity Restoration support is available to you for 12 months from the date of this letter
and does not require any action on your part at this time. The Terms and Conditions for this offer are located 
at www.ExperianIDWorks.com/restoration. You will also find self-help tips and information about identity
protection at this site. 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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For Colorado and Illinois residents: You may obtain information from the credit reporting agencies and 
the FTC about security freezes.

Fraud Alerts. A fraud alert tells businesses that check your credit that they should check with you before 
opening a new account. An initial fraud alert stays on your credit report for one year. You may have an 
extended alert placed on your credit report if you have already been a victim of identity theft with the 
appropriate documentary proof. An extended fraud alert stays on your credit report for seven years. To place a 
fraud alert on your credit reports, contact one of the nationwide credit bureaus. A fraud alert is free. The 
credit bureau you contact must tell the other two, and all three will place an alert on their versions of your
report. You may obtain additional information from the credit reporting agencies and the FTC about fraud
alerts. 

For Colorado and Illinois residents: You may obtain additional information from the credit reporting 
agencies and the FTC about fraud alerts.

Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity
theft or have reason to believe your personal information has been misused, you should immediately contact 
the Federal Trade Commission and/or the Attorney General’s office in your home state. You may also contact 
these agencies for information on how to prevent or avoid identity theft. You may contact the Federal Trade 
Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580, 
www.ftc.gov/bcp/edu/microsites/idtheft/, 1-877-IDTHEFT (438-4338). 

For Connecticut Residents: You may contact and obtain information from your state attorney general
at: Connecticut Attorney General’s Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-5318, 
www.ct.gov/ag. 

For Maryland Residents: You may contact the Maryland Office of the Attorney General, Consumer
Protection Division, 200 St. Paul Place, Baltimore, MD 21202, www.oag.state.md.us, 888-743-0023.

For Washington Residents: You may contact the Washington State Office of the Attorney General, 
1125 Washington St SE, PO Box 40100, Olympia, WA 98504, https://www.atg.wa.gov/, 1-800-551-4636 
(in Washington only) or 1-206-464-6684. 

Reporting of identity theft and obtaining a police report.

You have the right to obtain any police report filed in the United States in regard to this incident. If you are the 
victim of fraud or identity theft, you also have the right to file a police report. 

For Oregon Residents: You are advised to report any suspected identity theft to law enforcement, the 
Federal Trade Commission, and the Oregon Attorney General. 
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