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Good morning, 
 
We are writing to inform you of a data breach incident for Unitransfer USA, Inc. (“Unitransfer”). On or about 
November 15, 2023, Unitransfer was the victim of a security/data breach that appears to have only impacted 
Unitransfer’s compliance server as opposed to its transaction servers. The intrusion was from an external 
source.  Unitransfer moved quickly to determine the scope of the attack and retained Mandiant, LLC to 
investigate the system and have 24/7 monitoring of both the system and deep web. Additionally, Unitransfer has 
taken steps to secure the systems, which are detailed in the documents attached.  
 
The intrusion has potentially affected 399 residents. This includes potentially names, addresses, and different 
government identification numbers. Attached is the Notice we intend to send to consumers later this week. The 
notice will be amended to include the activation and enrollment information for the credit monitoring.  
 
If you have any questions or would like to discuss further, please let us know. 
 
Best, 
 
Oliver 
 
 

 
 
Oliver M. Birman, Esq. 
Partner 
200 South Andrews Avenue, Suite 600 
Fort Lauderdale, Florida  33301 
T. 954-566-7117 
F. 954-566-7115 
obirman@pbyalaw.com 
DESIGNATED ESERVICE: ESERVICEFTL@PBYALAW.COM 
 
PLEASE NOTE THAT ALL SERVICE EMAILS SHOULD BE SENT TO THE EMAIL ADDRESS LISTED ABOVE. THANK YOU.  
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To ensure compliance with requirements imposed by the IRS, we inform you that any U.S. tax advice contained in this 
communication (including any attachments) is not intended or written to be used, and cannot be used, for the purpose of 
(i) avoiding penalties under the Internal Revenue Code, or (ii) promoting, marketing or recommending to another party 
any matters addressed herein. 
 
CONFIDENTIALITY NOTE: The information contained in this transmission is privileged and confidential information intended only for the use of the 
individual or entity named above. If the reader of this message is not the intended recipient, you are hereby notified that any dissemination, distribution 
or copying of this communication is strictly prohibited. If you have received this transmission in error, do not read it. Please immediately reply to the 
sender that you have received this communication in error and then delete it. Thank you. 
 



NOTICE OF DATA BREACH 

Dear Valued Customer: 

We are contacting you about a data breach that has occurred at Unitransfer USA, Inc. 
(“Unitransfer”). Unitransfer was formerly a Florida based money transfer operator that has since 
ceased its U.S. operations. Though Unitransfer has ceased its operations, some of your personal 
information continued to be stored by us for compliance purposes. Although we have no indication 
of actual misuse of your information, we are providing you with information about the incident, 
our response to it, and resources available to you in an abundance of caution. 

What Happened? 

On November 15, 2023, Unitransfer identified slowdown in its systems and immediately informed 
its internal and external cybersecurity teams. Upon investigating the nature and scope of the 
incident, we have determined that an unauthorized access to our network likely took place on that 
date. As such, we have retained external IT and cybersecurity experts to help secure our network 
and remediate the threat.  

Unitransfer has taken extensive action to ensure the affected compliance software has been 
hardened and the impacted information has been recovered and backed up to the fullest extent 
possible. We have taken a time-consuming and detailed effort to recover and protect this 
information. In doing so, we have determined that your information was on the system which 
suffered the incident.  

At this point, the investigation is ongoing, but we are informing you that it is possible your 
information was accessed by an unauthorized third party.  

What Information Was Involved? 

For the most part, the information that was potentially accessed in an unauthorized manner 
involves only non-sensitive personal information such as names and addresses. However, for some 
of our clients, the impacted information may also include driver’s license numbers, account 
numbers, bank statements, and social security numbers. 

What Are We Doing? 

Since being informed of the data breach, Unitransfer has worked with a top cyber security team to 
harden its system and provide 24/7 monitoring. Unitransfer has taken action to secure its systems, 
including disabling all VPN tunnels and remote access, changing the credentials of all Windows 
machines, further segmenting the network, adding to monitoring and detection capabilities 
amongst other protective activities. Unitransfer has also been working with its cyber security 
experts to ensure there are no further intrusions. We have been monitoring all systems 24/7 and 
since the initial incident in November 2023, there has been no evidence of further intrusion or 
other unauthorized activity in the system.  

What Can You Do? 



We encourage you to remain vigilant against incidents of identity theft and fraud by regularly 
reviewing your account statements and monitoring your free credit alerts for suspicious activity. 

The Federal Trade Commission (FTC) recommends that you place a free fraud alert on your credit 
file. A fraud alert tells creditors to contact you before they open any new accounts or change your 
existing accounts. Contact any one of the three major credit bureaus. As soon as one credit bureau 
confirms your fraud alert, the others are notified to place fraud alerts. The initial fraud alert stays 
on your credit report for one year. You can renew it after one year. 

We are also providing information for credit monitoring services. Unitransfer will cover the cost 
of these services for up to 2 years. However, you will need to complete the initial activation 
process. Enrollment instructions will be provided with this letter (see Schedule A: Complimentary 
Identity Theft Protection Service).  

For More Information 

We are committed to supporting you through this situation. If you have reason to believe your 
information has been improperly accessed, you have the right to obtain a police report. For 
assistance or more information, please contact our Customer Care Department at 
customercare@unitransfer.com. 

Sincerely, 

Unitransfer Customer Care Team 

  



Schedule A: Enrollment in Credit Monitoring Services 

 
Activation Code: XXXX-XXXX-XXXX-XXXX  

 
We have retained the assistance of Cyberscout, a TransUnion company specializing in fraud 
assistance and remediation services. 
 
Through Cyberscout, we have arranged a [Click here to enter subscription period] subscription 
to an online monitoring service, at no cost to you. This credit monitoring service will notify you by 
email of critical changes to your Credit Report.  Should you receive an email alert, you can review 
and validate the reported change by logging into the portal.  This allows you to identify any 
potentially fraudulent activity on your Credit Report.  
 
We encourage you to take advantage of this service and help protect your identity. To activate 
your service, please visit:   

 
https://secure.identityforce.com/benefit/clientname 

You will be prompted to enter the following activation code: 

xxxx-xxxx-xxxx-xxxx  

Please ensure that you redeem your activation code before [Click here to enter a date] to take 
advantage of the service.  

Upon completion of the enrollment process, you will have access to the following features:  

 Access to a credit report with credit score.  A credit report is a snapshot of a consumer’s 
financial history and primary tool leveraged for determining credit-related identity theft or 
fraud. 

 Credit monitoring alerts with email notifications to key changes on a consumer’s credit file. 
In today’s virtual world, credit alerts are a powerful tool to protect against identity theft, 
enable quick action against potentially fraudulent activity, and provide overall confidence 
to potentially impacted consumers. 

 Dark Web Monitoring to provide monitoring of surface, social, deep, and dark websites for 
potentially exposed personal, identity and financial information in order to help protect 
consumers against identity theft. 

 Identity theft insurance of up to $1,000,000 in coverage to protect against potential 
damages related to identity theft and fraud.1 

 Assistance with reading and interpreting credit reports for any possible fraud indicators.  
 Assistance with answering any questions individuals may have about fraud.  

Should you have any questions regarding the Cyberscout solution, have difficulty enrolling, or 
require additional support, please contact Cyberscout at 1-877-694-3367.  

 



Schedule B: Monitor Your Accounts 
 

Under U.S. law, a consumer is entitled to one free credit report annually from each of the three 
major credit reporting bureaus, Equifax, Experian, and TransUnion. To order your free credit 
report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also directly 
contact the three major credit reporting bureaus listed below to request a free copy of your credit 
report. 
 
Consumers have the right to place an initial or extended "fraud alert" on a credit file at no cost. An 
initial fraud alert is a one-year alert that is placed on a consumer's credit file. Upon seeing a fraud 
alert display on a consumer's credit file, a business is required to take steps to verify the consumer's 
identity before extending new credit. If you are a victim of identity theft, you are entitled to an 
extended fraud alert, which is a fraud alert lasting seven years. Should you wish to place a fraud 
alert, please contact any one of the three major credit reporting bureaus listed below. 
 
As an alternative to a fraud alert, consumers have the right to place a "credit freeze" on a credit 
report, which will prohibit a credit bureau from releasing information in the credit report without 
the consumer's express authorization. The credit freeze is designed to prevent credit, loans, and 
services from being approved in your name without your consent. However, you should be aware 
that using a credit freeze to take control over who gets access to the personal and financial 
information in your credit report may delay, interfere with, or prohibit the timely approval of any 
subsequent request or application you make regarding a new loan, credit, mortgage, or any other 
account involving the extension of credit. Pursuant to federal law, you cannot be charged to place 
or lift a credit freeze on your credit report. To request a credit freeze, you may need to provide 
some or all of the following information: 
 

1. Full name (including middle initial, as well as Jr., Sr., II, III, etc.); 
2. Social Security number; 
3. Date of birth; 
4. Addresses for the prior two to five years; 
5. Proof of current address, such as a current utility bill or telephone bill; 
6. A legible photocopy of a government-issued identification card (state driver's license or 
ID card, etc.); and 
7. A copy of either the police report, investigative report, or complaint to a law enforcement 
agency concerning identity theft if you are a victim of identity theft. 
 

Should you wish to place a fraud alert or a credit freeze, please contact the three major credit 
reporting bureaus listed below: 
 
Equifax: equifax.com/personal/credit-report-services or 1-800-685-1111 

Experian: experian.com/help or 1-888-397-3742 

TransUnion: transunion.com/credit-help or 1-888-909-8872 

  



Schedule C: Additional Information 
 
You may further educate yourself regarding identity theft, fraud alerts, credit freezes, and the steps 
you can take to protect your personal information by contacting the consumer reporting bureaus, 
the Federal Trade Commission, or your state Attorney General. The Federal Trade Commission 
may be reached at: www.identitytheft.gov or 1-877-ID-THEFT (1-877-438-4338). The Federal 
Trade Commission also encourages those who discover that their information has been misused to 
file a complaint with them. You can obtain further information on how to file such a complaint by 
way of the contact information listed above. You have the right to file a police report if you ever 
experience identity theft or fraud. Please note that in order to file a report with law enforcement 
for identity theft, you will likely need to provide some proof that you have been a victim. Instances 
of known or suspected identity theft should also be reported to law enforcement and your state 
Attorney General. This notice has not been delayed by law enforcement. 
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Status of current investigation 

Mandiant has been and is still conducting a thorough forensic investigation to uncover the origin 
of the incident, provide guidance for remediation, and limit the possibility or scope of future 
incidents. Up to this point, Mandiant has thoroughly examined the entire system and has not 
discovered any actions linked to the threat actor subsequent to Unitransfer USA, Inc.’s initial 
response. Although the origin of the incident remains unknown, we have managed to trace certain 
actions taken by the attacker which enabled us to uncover a few security enhancements to 
implement and make future incidents less likely. 

In terms of the scope of the breach, there is no evidence suggesting that any data, apart from the 
information connected to our compliance efforts, has been exfiltrated. 

Action taken since the incident. 

Unitransfer has taken decisive steps to address the recent cybersecurity breach by implementing a 
range of controls. Unitransfer has bolstered its security and is protecting against potential threats. 
These steps can be divided into 3 main categories: prevention, detection, and response. These 
actions ensure that similar incidents are prevented in the future and any unauthorized access is 
swiftly dealt with by incorporating cutting-edge solutions from leading vendors and enlisting the 
expertise of a highly reputable Cybersecurity firm. A summary of these actions by implementing  

Prevention 

Unitransfer has completed a complete redesign of its network, encompassing the following 
measures: 

- The integration of new firewalls with enhanced features for Intrusion Prevention and 
content filtering. 

- A complete redesign and reconfiguration of all network equipment across both Production 
and contingency sites. This involved defining new security zones and enhancing network 
Segmentation, implementing filtering rules to control traffic between these zones and to 
the internet. 

- The deployment of a Web application Firewall (WAF) to safeguard the primary transaction 
application (IMTS) against web application attacks. 

- The temporary suspension of remote access until the implementation of an additional layer 
of authentication through 2 Factor authentication.  

Additionally, Unitransfer has conducted a complete review of all access to its network and security 
equipment as well as servers and has also changed all privilege accounts passwords.  
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Detection 

In order to improve visibility and detect potential attacks, certain actions were taken. These actions 
include: 

- The incorporation of Trellix agent onto all systems and the subscription to Mandiant's 
Managed Defense service by Unitransfer which enable constant monitoring of the 
environment as well as a rapid response to security incidents. 

- The activation of logging and the transmission of all events to a Security and Information 
Event Manager (SIEM) for the purpose of conducting comprehensive analysis and ensuring 
traceability, if necessary. 

- all equipment underwent configuration to be monitored on a newly implemented 
centralized network monitoring platform. 

Response 

After detecting the malicious activity, our team initiated a comprehensive internal investigation 
that included technical and forensic experts, as well as legal professionals. Additional actions were 
performed as follows: 

Our cybersecurity team promptly disabled all VPN tunnels and changed the credentials of all 
Windows machines at our US datacenters and other network devices. To further enhance security 
measures, Unitransfer's team created new disk volumes and strengthened the process for 
modifying privileges. The Network Access Storage (NAS) devices were configured to enable 
periodic snapshots, versioning, and recycling schema. 

By November 18, 2023, over 97 workstations and multiple servers were successfully scanned and 
cleaned using an advanced malware detection and removal tool. These systems were then equipped 
with an Endpoint Detection and Response software for ongoing monitoring across all three 
locations. Unfortunately, some machines were irreparably compromised. In such cases, recovery 
was conducted using Acronis backup data, which is regularly stored in both the cloud and local 
storage. This system allowed for the restoration of all Windows servers to their original state, 
except for one server that lacked a backup copy. 

The integration of advanced cybersecurity tools such as an Endpoint Detection and Response 
Solution- EDR, an Intrusion Prevention System, a Security and Information Event Manager - 
SIEM, a Web Application firewall (WAF), a Network and Application Monitoring Platform, a 
Configuration Management Platform, has greatly improved our incident response process since 
our initial response. These tools enable our IT team to promptly tackle any identified incidents, 
with the added benefit of automated response capabilities. Furthermore, our subscription to 
Managed Defense (MD) and Digital Threat Management (DTM) Services ensures that a trusted 
third party oversees our response and supports our daily security operations.  

Furthermore, Unitransfer is collaborating with Mandiant’s remediation team to create a fresh 
environment that eliminates any lingering threats resulting from the breach. This newly configured 
environment will adhere to best practices, featuring hardened servers that are rebuilt from the 
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ground up. Moreover, the security tools employed during the incident response will be integrated 
into this new environment. The purpose of this measure is to minimize the likelihood of future 
breaches stemming from the previous one, guaranteeing the utmost security for our updated 
environment. 

If you need any other information, please let us know. 

 

 

Jean-Robert Adrien 
Correspondent Relationship Manager 

  


