
January 19, 2024 

Maryland Office of the Attorney General 

By Email to Idtheft@oag.state.md.us 

Re: First Financial Security, Inc: Notice of Data Breach 

To the Maryland Office of the Attorney General: 

On behalf of Columbus Life’s third-party distribution partner, First Financial Security, Inc 
(“FFS”), we hereby provide notice of a data breach that impacted the personal information of 
approximately 6,842 individuals associated with Columbus Life and FFS, including 407
residents of Maryland. 

What Happened 
On October 17, 2023, FFS was the victim of a ransomware attack which their data protection 
team discovered was an attempt to access and freeze all of their Information Systems Data.
This included both sensitive and non-sensitive data. Thankfully the ransomware attack was 
not successful in freezing their systems and disrupting their operations. With the help of 
outside IT security experts, they have determined that a very limited amount of system data 
was exposed. They were able to determine on November 28, 2023, the specific data that was 
exposed. Columbus Life was informed of the incident on December 22, 2023. 

What Information Was Involved?
The information involved included full name, personal information, social security number. 

What Are We Doing?
FFS took steps to address this incident promptly after it was discovered, including conducting 
an investigation to understand what had taken place and how. They continue to monitor their 
systems for further signs of activity or compromises. In addition, they have taken steps to
review and enhance the security of their systems. They are also providing resources, 
explained in this letter, to help protect against potential misuse of resident personal 
information. 

FFS has secured the services of IDX, A ZeroFox Company and data breach and recovery
services expert, to provide call center services and to provide identity monitoring at no cost to 
the resident. IDX identity protection services include: credit and CyberScan monitoring, a 
$1,000,000 insurance reimbursement policy, and fully managed id theft recovery services. 
With this protection, IDX will help the impacted individuals resolve issues if their identity is 
compromised.

On or about the week of January 19, 2024, FFS will be sending breach notification letters to
the affected individuals, which will include the credit monitoring and identity theft protection 
services referenced above. Enclosed is a sample template notification letter. 



Please do not hesitate to contact us with any questions related to this matter. 

Sincerely, 

Michael Massa 
Compliance Specialist – Privacy & Records Management 

Enclosure 












