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Good afternoon. Please see the below information regarding a security breach impacting 20 Maryland residents. 
 
-- 
 
Company: Gerber Life Insurance Company 
 
Brief description of the nature of the security breach: On October 17, 2023, FFS, a third-party distribution partner of 
Gerber Life Insurance Company ("Gerber Life"), was the victim of a ransomware attack which their data protection team 
discovered was an attempt to access and freeze all of their Information Systems Data. This included both sensitive and 
non-sensitive data. Thankfully, the ransomware attack was not successful in freezing their systems and disrupting their 
operations. With the help of outside IT security experts, they have determined that a very limited amount of system 
data was exposed. They were able to determine, on November 28, 2023, the specific data that was exposed. Gerber Life 
was informed of the incident on December 22, 2023. 
 
The number of Maryland residents being notified (also attach a sample copy of the notice being sent to consumers): 
20 (please find sample attached). Written notice will be provided to Maryland residents; the mail date is 1/19/2024. 
 
What information has been compromised: Name, Social Security Number 
 
Any steps the business is taking to restore the integrity of the system: FFS took steps to address this incident promptly 
after it was discovered, including conducting an investigation to understand what had taken place and how. They 
continue to monitor their systems for further signs of activity or compromises. In addition, they have taken steps to 
review and enhance the security of their systems. They are also providing resources, explained in the client notification 
letter, to help protect against potential misuse of resident personal information. 
 
-- 
 
Please feel free to contact me directly if there are any additional questions, comments or concerns. 
 
Thank you. 
 
_____ 
 
Jamoki Hamilton   JD, CIPP/US, CRISC  
Compliance Manager – Privacy & Information Security Governance 
 
1311 Mamaroneck Ave, Suite 350, White Plains, NY 10605 
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914.259.4222 direct 
 
gerberlife.com 

 

     

 












