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To Whom It May Concern: 

I write on behalf of PHASTAR (the “Company”) to provide notice of a security incident 
potentially affecting two Maryland residents. 

On December 19, 2023, the Company learned that on December 7, 2023, an unauthorized third 
party had gained access to an employee’s Company email account. Once it became aware of the 
unauthorized access, the Company took immediate steps to lock out the third party and secure 
the account and launched an investigation to determine the scope of the incident. 

The investigation determined that the third party may have gained access to personal information 
in the e-mail account, including two Maryland residents. The information included the residents’
names and Social Security numbers. 

Please note that the Company has no information indicating that personal information of the 
potentially impacted individuals was actually taken or has been misused. On January 23, 2024, 
promptly after making the determination that the impacted files contained the personal 
information of the Maryland residents, the Company sent the attached notification to the 
potentially impacted individuals. Out of an abundance of caution, we offered one year of identity
theft protection services at no cost to the potentially affected individuals.

In response to this incident, the Company is taking steps to ensure that this does not happen again 
and strengthen its security including reviewing and improving its staff information security
training program, cybersecurity protocols, and data handling policies. The Company has also
implemented additional technologies to protect the information it maintains. In addition, the 
Company continues to review relevant security protocols to identify ways to enhance information 
security.
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If you have any questions concerning this matter, please do not hesitate to contact our counsel 
Mr. Philip Gordon at Pgordon@littler.com, and Ms. Alyssa Daniels at Adaniels@littler.com.

Very truly yours, 

April Romano

April Romano 
Human Resources Manager 
PHASTAR, Inc. 














