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CONFIDENTIAL 
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Office of the Maryland Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Re: Written Notification of a Data Breach

To Whom It May Concern: 

On behalf of my client, Bankers Life and Casualty Company (“Bankers Life”), I am hereby

submitting a written notification of a data breach, in compliance with Md. Code Ann. Comm. Law

§ 14-3504(h).

On November 29, 2023, Bankers Life became aware that a sophisticated threat actor, 

believed to be “Scattered Spider,” targeted the Verizon cellular account belonging to a company

senior officer. The threat actor conducted a highly coordinated, and complex “SIM swapping”

attack, which the threat actor was able to do because Verizon, without proper authorization or 

appropriate verification from the senior officer, allowed the senior officer’s phone number to be 

swapped (or ‘ported over’) to what we believe was the threat actor’s phone.

This enabled the threat actor to overcome multi-factor authentication protections, along 

with other security measures employed by Bankers Life to prevent cyber criminals from accessing 

its data. It appears that the threat actor was able to bypass the multi-factor authentication and other 

common security controls, because of the “SIM swapping.” The threat actor was then able to gain 

access to certain company data, which included certain personal information of Maryland 

residents, including, name, social security number, date of birth, and policy number(s).

When Bankers Life first became aware of the incident, it immediately took steps to contain 

any unauthorized access and launched a full investigation. Bankers Life also promptly notified law

enforcement, and began working with the Federal Bureau of Investigation, and the Offices of the 

United States Attorneys. The Federal Bureau of Investigation and the Offices of the United States 

Attorneys also have reason to believe that the threat actor is indeed “Scattered Spider.”

Bankers Life promptly disabled the senior officer’s corporate access, reset passwords for 

personnel, and blocked the threat actor’s potential access. Bankers Life also scanned its 

environment, and implemented additional security measures designed to prevent the reoccurrence 



One American Square | Suite 2900 | Indianapolis, IN 46282-0200 

Chicago Columbus DuPage County, Ill. 
Indianapolis New York Philadelphia Washington, D.C. 

of this type of an event. In addition, Bankers Life hired an external forensics investigator to conduct 

an investigation and took steps to further restrict and monitor access to our systems, and to enhance 

security procedures. 

On January 16, 2024, Bankers Life discovered which potential individuals may be 

impacted by this event. At this time, Bankers Life has no evidence to suggest that any other 

company systems, accounts or personnel were impacted. The attack was not the result of a 

vulnerability in Bankers Life’s systems, products, or services. To date, there is no evidence that 

the threat actor had any access to Bankers Life’s customer environments. Furthermore, through its 

investigation, Bankers Life believes that the threat actor’s intention was to target the company

itself rather than the personal information of the individuals. Accordingly, Bankers Life has no

evidence at this time that any individual was actually targeted or that individuals are at any risk of 

fraud or identity theft.

Nonetheless, out of an abundance of caution, we are notifying 1,179 Maryland residents.

A copy of the notice that will be mailed to the affected Maryland residents on January 26, 2024, 

is attached herewith. Credit monitoring and identity theft protection services will be offered to the 

affected Maryland residents for a period of twelve (12) months. 

If you require further information about this matter, please contact me by telephone at (317) 

236-2243 or via email at Sid.Bose@icemiller.com. 

Sincerely, 

ICE MILLER, LLP

Sid Bose 

Attachment: Exhibit A Individual Notification Letter (Adult) 

Exhibit B Individual Notification Letter (Minor) 



EXHIBIT A 

Template Notification (Adult)











EXHIBIT B

Template Notification (Minor)










