
100 Campus Drive, Suite 200

Florham Park, NJ 07932 

VIA EMAIL TO: IDTHEFT@OAG.STATE.MD.US February 1, 2024

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place
Baltimore, MD 21202 

Re: Notice of Data Security Incident 

Dear Sir/Madam: 

I write on behalf of Conduent State and Local Services, Inc. (“Conduent”) to notify you of a data 
security incident that Conduent recently experienced, affecting a small number of Maryland 
residents. The affected residents are participants in the Supplemental Nutrition Assistance 
Program (“SNAP”) as EBT cardholders that Conduent supports as a service provider.

On September 25, 2023, Conduent learned a cardholder receiving benefits under another EBT
state program reported suspicious activity on their card. Between September 25th and
December 6th our investigators performed an extensive investigation and discovered the 
personal information of Maryland EBT cardholders held in our company’s possession were 
exposed in a data security breach resulting in a financial loss of benefits. The results of the 
investigation determined an employee was accessing cardholder accounts and changing their
pins to make unauthorized charges on those card accounts. We immediately suspended
system access and terminated the employee.

The investigation identified the impacted individuals and determined that the affected 
information included name, address, date of birth, social security number, and payment card 
information. Conduent will notify forty-one (41) affected Maryland residents of the event and will 
provide 24 months of credit monitoring. A draft template copy of the notice to the individuals is 
attached to this letter. 

To guard against a similar incident occurring in the future, Conduent has implemented new
controls, including, but not limited to specific technology enhancements to its Customer
Relationship Management (CRM) system and improved internal systemic monitoring. 

On January 4, 2024, Conduent met with the USDA OIG to facilitate and cooperate in an 
investigation to support prosecution of those involved in this incident. 
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Thank you for your attention to this matter. If you have any questions, please contact me at the
below address or at Nicole.Bearce@Conduent.com. 

Respectfully submitted,

Nicole Bearce

Conduent 
VP, Deputy General Counsel Chief Ethics and Privacy Officer
100 Campus Drive 
Florham, Park, NJ 07932 





We sincerely regret any inconvenience this incident may cause you. Protecting your information is very

important to us, and we remain committed to safeguarding the information in our care. Please contact 

us with any questions or concerns at 1-833-571-0248. 

Sincerely, 

Joseph Froderman 
Vice President 



BEST PRACTICES FOR PROTECTING AGAINST FRAUD

We recommend that you always remain vigilant to protect against potential fraud. It is best practice to 

review your account statements and credit reports closely. If you detect any suspicious activity, promptly

notify the financial institution or company with which the account is maintained. You may wish to contact 

credit reporting agencies to request a fraud alert, credit freeze, or take other actions to monitor your

credit. 

Consumer Reporting Agencies. You may order a credit report to review your accounts and credit history

for any signs of unauthorized transactions or activity. U.S. residents are entitled to one free credit report 

annually from each of the three major credit bureaus. To order, visit www.annualcreditreport.com or call 

(877) 322-8228. You may also contact the national consumer reporting agencies: 

Equifax Experian TransUnion 

Consumer Fraud Division 
P.O. Box 740256
Atlanta, GA 30374 
800-685-1111

Credit Fraud Center
P.O. Box 9554 
Allen, TX 75013
888-397-3742 

TransUnion LLC 
P.O. Box 2000 
Chester, PA 19022-2000 
888-909-8872

www.equifax.com/personal/credit-
report-services 

www.experian.com/help www.transunion.com/credit-
help 

Immediately report any unauthorized activity on your credit or bank account to your financial service 

providers. You have the right to file a report with your local law enforcement if you ever suspect you are 

the victim of identity theft or fraud. You can also file a complaint with the Federal Trade Commission 

(FTC) at www.identitytheft.gov or at (877) 438-4338. 

Place a Fraud Alert on Your Credit File. We recommend that you place an initial one-year “Fraud Alert”
on your credit files, at no charge. A fraud alert tells creditors to contact you personally before they open
any new accounts. To place a fraud alert, call any one of the three major credit bureaus at the numbers 
listed below. As soon as one credit bureau confirms your fraud alert, they will notify the others.

Equifax (800) 525-6285 
Experian (888) 397-3742 
TransUnion (800) 680-7289 

Consider Placing a Security Freeze on Your Credit File. If you are very concerned about becoming a victim 
of fraud or identity theft, you may request a “Security Freeze” be placed on your credit file, at no charge. 
A security freeze prohibits, with certain specific exceptions, the consumer reporting agencies from 
releasing your credit report or any information from it without your express authorization. You may place 
a security freeze on your credit report by contacting all three nationwide credit reporting companies at 
the numbers below and following the stated directions or by sending a request in writing, by mail, to all 
three credit reporting companies: 

Equifax Security Freeze 
P.O. Box 105788 
Atlanta, GA 30348-5788 

Experian Security Freeze
P.O. Box 9554 
Allen, TX 75013 
http://experian.com/freeze 
(888) 397-3742 

TransUnion Security Freeze 
P.O. Box 160 
Woodlyn, PA 19094 
https://www.transunion.com/credit-
freeze 



https://www.equifax.com/perso
nal/credit-report-
services/credit-freeze/
(888)-298-0045

(888) 909-8872 

To place the security freeze, you’ll need to supply your name, address, date of birth, Social Security
number and other personal information. After receiving your freeze request, each credit reporting 
company will send you a confirmation letter containing a unique PIN (personal identification number) or
password. Keep the PIN or password in a safe place. You will need it if you choose to lift the freeze. 

If your personal information has been used to file a false tax return, to open an account or to attempt to
open an account in your name or to commit fraud or other crimes against you, you may file a police 
report in the City in which you currently reside. 

If you do place a security freeze prior to enrolling in the credit monitoring service as described above, 
you will need to remove the freeze in order to sign up for the credit monitoring service. After you sign 
up for the credit monitoring service, you may refreeze your credit file. 

ADDITIONAL RESOURCES 

You may further educate yourself regarding identity theft, fraud alerts, credit freezes, and the steps you can take to protect 

your personal information by contacting the consumer reporting bureaus, the Federal Trade Commission, or your state 

Attorney General. The Federal Trade Commission may be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580; 

www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The Federal Trade Commission also 

encourages those who discover that their information has been misused to file a complaint with them. You can obtain further

information on how to file such a complaint by way of the contact information listed above. You have the right to file a police 

report if you ever experience identity theft or fraud. Please note that in order to file a report with law enforcement for identity 

theft, you will likely need to provide some proof that you have been a victim. Instances of known or suspected identity theft 

should also be reported to law enforcement and your state Attorney General. This notice has not been delayed by law 

enforcement. 

Your state Attorney General may also have advice on preventing identity theft, and you should report instances of known or
suspected identity theft to law enforcement, your State Attorney General, or the Federal Trade Commission (FTC).California 
Residents: Visit the California Office of Privacy Protection (www.oag.ca.gov/privacy) for additional information on protection 
against identity theft. Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. 
Paul Place Baltimore, MD 21202, www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023. Oregon Residents: Oregon 
Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096, www.doj.state.or.us/, Telephone: 877-877-9392. 




