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Office of the Attorney General 
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To Whom it May Concern: 

On behalf of loanDepot, LLC, (“loanDepot”), I write to inform you of an incident involving unauthorized 
access to sensitive personal information of approximately 384,647 Maryland residents. 

loanDepot first identified anomalous activity on January 3, and on January 4 discovered a cyberattack had 
occurred. Upon becoming aware of the cyberattack, loanDepot promptly took a series of steps to contain 
the incident, remediate the issue, and contact law enforcement. The Company engaged forensic and 
cybersecurity experts and legal counsel to assist in its investigation of the incident and coordination with 
law enforcement. During the course of the investigation, loanDepot determined that certain sensitive 
personal information stored in its systems was subject to unauthorized access. Although loanDepot’s 
investigation is ongoing, loanDepot believes it has identified the root cause of the incident as being related 
to a compromise associated with the self-service password reset functionality and has since remediated 
the issue.

loanDepot, with the assistance of its forensic and cybersecurity providers, has taken numerous remediation 
and recovery actions, including: (1) building a new server environment and restoring systems and data from 
the last-known secure backups; (2) scanning the environment to confirm no evidence of unauthorized 
activity by the unauthorized third party or evidence of other unauthorized activity in the new environment; 
(3) deleting and recreating privileged user accounts; (4) conducting a company-wide password reset and 
re-authenticating users; (5) further enhancing identity validation requirements for password resets; (6) 
further enhancing monitoring and threat detection capabilities in the new environment; and (7) increasing 
the frequency for multifactor authentication (“MFA”) challenges.

loanDepot will begin notifying Maryland residents on or around February 20, 2024. All notified individuals 
will be offered two years of credit monitoring and identity theft protection services at no cost through 
Experian. 

Enclosed please find a sample notice letter to Maryland residents. 

Should you have any questions, please contact me megan@cooley.com or at (202) 776-2249.

Sincerely, 

Michael Egan
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NOTICE OF DATA BREACH 

 

We are writing to inform you of a data security incident in which your sensitive personal information may have been 
accessed by an unauthorized third party. This notice provides information concerning the incident and the service we 
are offering at no charge to help you protect yourself. 

What Happened?

On or about January 4, 2024, loanDepot identified a potential incident affecting its systems. We promptly took a series 
of steps to contain the incident, remediate the issue, contact law enforcement, and launch an investigation of the 
incident. Through our investigation of the incident, we determined that between January 3rd and January 5th, 2024, 
an unauthorized third party gained access to certain of our systems, including certain sensitive personal information 
stored in those systems. 

What Information Was Involved?

The incident may have impacted your name, address, email address, financial account numbers, social security 
number, phone number, and date of birth. 

What We Are Doing 

We promptly took a series of steps to contain the incident, remediate the issue and contact law enforcement. We 
also launched an investigation of the incident, working with outside forensics and cybersecurity experts, to identify 
whether your information may have been accessed and to further secure our systems. Although we have no evidence 
at this time that your information has been misused for identify or fraud as a result of this incident, to help protect 
your identity, we are offering you 24 months of identity protection services and credit monitoring from a leading 
identity monitoring services company, Experian, at no charge. These services help detect possible misuse of your
personal information and provide you with identity protection support focused on identification and resolution of 
identity theft. For instructions on completing the enrollment process for these complementary protection services, 
please refer to the instructions below. 

What You Can Do 

In addition to the complementary identity protection services and credit monitoring we are providing to you, we want
to make you aware of further steps that you can take as a precaution. Please review the Additional Information at the 
end of this letter for more information. 
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 Identity Restoration: Identity Restoration specialists are immediately available to help you address 
credit and non-credit related fraud. 

 Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration 
support even after your Experian IdentityWorks membership has expired. 

 $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic 
fund transfers. 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 

ADDITIONAL INFORMATION 

• Review Accounts and Credit Reports: You can regularly review statements from your accounts and 
periodically obtain your credit report from one or more of the national credit reporting companies. You may 
obtain a free copy of your credit report online at www.annualcreditreport.com, by calling toll-free 1-877-322-
8228, or by mailing an Annual Credit Report Request Form (available at www.annualcreditreport.com) to:
Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281. You may also purchase a 
copy of your credit report by contacting one or more of the three national credit reporting agencies listed 
below. 

You should remain vigilant with respect to reviewing your account statements and credit reports, and you 
should promptly report any suspicious activity or suspected identity theft to the proper law enforcement 
authorities, including local law enforcement, your state’s attorney general, and/or the Federal Trade 
Commission (“FTC”). You may contact the FTC or your state’s regulatory authority to obtain additional 
information about avoiding and protecting against identity theft. The FTC can be reached at: Federal Trade 
Commission, Consumer Response Center 600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-
IDTHEFT (438-4338), www.ftc.gov/idtheft. 

For Washington, D.C. Residents: You may also obtain information about preventing and avoiding 
identity theft from the Washington D.C. Attorney General’s Office: Office of the Attorney General, 
400 6th Street, NW, Washington, DC 20001, (202) 727-3400, https://oag.dc.gov/consumer-
protection. 

For Iowa Residents: You may report suspected incidents of identity theft to local law enforcement 
or contact the Iowa Office of the Attorney General: Iowa Office of the Attorney General, Consumer
Protection Division, Hoover State Office Building, 1305 E. Walnut Street, Des Moines, Iowa 50319, 
515-281-6771, https://www.iowaattorneygeneral.gov/for-consumers/. 

For Maryland Residents: You may also obtain information about preventing and avoiding identity 
theft from the Maryland Office of the Attorney General: Maryland Office of the Attorney General, 
Consumer Protection Division, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, 
www.oag.state.md.us. 

For New York Residents: You may also obtain information about preventing and avoiding identity 
theft from the New York Attorney General’s Office: Office of the Attorney General, The Capitol, 
Albany, NY 12224-0341, 1-800-771-7755, https://ag.ny.gov/internet/privacy-and-identity-theft. 

For North Carolina Residents: You may also obtain information about preventing and avoiding 
identity theft from North Carolina Attorney General’s Office: North Carolina Attorney General’s 
Office, Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-
NO-SCAM, www.ncdoj.gov. 
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