
 

1875 K Street, N.W. 
Washington, DC 20006-1238

Tel: 202 303 1000 
Fax: 202 303 2000 

BRUSSELS CHICAGO FRANKFURT HOUSTON LONDON LOS ANGELES MILAN 
NEW YORK PALO ALTO PARIS ROME SAN FRANCISCO WASHINGTON

February 16, 2024 

BY EMAIL 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Idtheft@oag.state.md.us 

Dear Madam or Sir, 

We are providing this notification to your office in accordance with Md. Code, C.L. § 14-
3504(h)(1) on behalf of our client, Xerox Corporation (“Xerox”). 

In early December 2023, Xerox became aware that an unauthorized third party had 
gained access to a portion of the network of a Xerox subsidiary, Xerox Business Services 
(“XBS”). While Xerox personnel promptly detected and contained this unauthorized activity, 
our investigation has confirmed that on December 10th, 2023 the unauthorized third party was 
able to acquire a limited amount of information from XBS’s systems before the incident was
fully contained. The incident otherwise had no impact on Xerox’s corporate systems, operations 
or data, and no effect on XBS operations.

Xerox, with the assistance of third-party cybersecurity experts, has been conducting a 
thorough investigation into this incident and has taken steps to further secure the XBS IT
environment. It is not currently clear how the unauthorized third party initially gained access to
the XBS network, but to prevent further unauthorized access Xerox personnel reset all access 
credentials on the XBS network and is implementing multi-factor authentication to reduce the
risk of future such incidents.

On January 30th, Xerox’s investigation determined that the names and social security
numbers of five (5) Maryland residents were compromised in this incident. Attached to this 
letter is a sample of the notification letter that we expect to provide to affected Maryland 
residents on February 20, 2024.

Xerox values the security of the personal information in its possession and its internal IT
team is working diligently to ensure it has addressed any vulnerabilities that may have 
contributed to this incident. Xerox will continue to assess any obligations in connection with the 
incident, and will provide supplemental reporting, as appropriate.

If your office has any further questions, please do not hesitate to contact us.

***

Xerox claims confidential treatment for this letter and the information contained herein or 
attached hereto (together, the “Confidential Material”) pursuant to Md. Code, G.P. § 4-335 and 
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Md. Code, G.P. § 4-338. The Confidential Material contains commercial information that is of a 
confidential nature. Md. Code, G.P. § 4-335. The Confidential Material also contains information 
about the security of an information system. Md. Code, G.P. § 4-338. Accordingly, Xerox 
hereby requests, pursuant to Md. Code, G.P. § 4-335 and Md. Code, G.P. § 4-338, that the 
Confidential Material and all other documents and communications provided to your office with 
regard to this matter be afforded confidential treatment.

In accordance with Md. Code, G.P. §§ 4-335 and 4-338 and other laws and regulations, 
Xerox submits the Confidential Material to your office with the request that it be kept in a non-
public file and that only staff of your office have access to it. Should your office receive any
request for any of the Confidential Material, pursuant to open records, freedom of information, 
sunshine, or other public record disclosure laws, subpoena, discovery in a private civil action or
admissible evidence in a private civil action, we ask that the information not be disclosed, 
pursuant to Md. Code, G.P. §§ 4-335 and 4-338. Xerox requests that the undersigned be 
immediately notified of such request, and be furnished a copy of all written materials pertaining 
to such request (including but not limited to the request and any determination relating thereto), 
and that Xerox be given an opportunity to object in advance to any such disclosure. 

Should your office be inclined to grant such a request, Xerox requests that we be given at 
least ten (10) business days’ advance notice of any such decision to enable us to pursue any
remedies that may be available to us. In such event, Xerox requests that you email us rather than 
rely upon the United States mail for such notice. You may make such notification directly to the
undersigned. If your office is not satisfied that the enclosed materials are exempt from disclosure 
pursuant to Md. Code, G.P. §§ 4-335 and 4-338, Xerox stands ready to supply further particulars, 
and to request a hearing on the claim of exemption.

The Confidential Material and the information contained herein remain the property of 
Xerox. Accordingly, we request that these items (and all copies thereof) be returned to us after
your office has completed its efforts on this matter. Furthermore, the production of the 
Confidential Material to your office is not intended to, and does not, waive any privilege or 
protection. The requests set forth in the preceding paragraphs also apply to any memoranda, 
notes, transcripts or other writings of any sort that are made by, or at the request of, any
employee of your office (or any other government agency) and which (1) incorporate, include or
relate to any of the Confidential Material; or (2) refer to any conference, meeting or telephone 
conversation between Xerox’s current or former employees, representatives, agents, auditors or 
counsel on the one hand, and employees of your office (or any other government agency) on the
other, relating to the Confidential Material.

The Confidential Material is provided in an effort to facilitate the ongoing discussions 
between Xerox and your office. Xerox reserves all rights.

Sincerely, 

Laura Jehl 
Willkie Farr & Gallagher LLP
202.303.1056
ljehl@willkie.com 
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NOTICE OF SECURITY INCIDENT

 

We are writing to let you know about an incident that affected the security of information maintained by a Xerox 
subsidiary, Xerox Business Services (“XBS”). The data privacy and protection of our clients, partners, and 
employees are our highest priority. 

WHAT HAPPENED?
In early December 2023, we became aware that an unauthorized third party had gained access to a portion of 
the XBS network. While Xerox personnel promptly detected and contained this unauthorized activity, our
investigation has confirmed that on December 10th, 2023 the unauthorized third party was able to acquire a 
limited amount of information from XBS’s systems before the incident was fully contained. 

We are conducting a thorough investigation of the incident. We have notified law enforcement of this incident,
but have not delayed this notification as a result of any law enforcement investigation.

WHAT INFORMATION WAS INVOLVED?
Our investigation indicates that your name, contact information and social security number were affected in this 
incident. 

WHAT WE ARE DOING?
Upon learning of this unauthorized activity, we promptly began an investigation and took steps to address this 
incident, including by taking steps to prevent unauthorized actors from obtaining further personal information 
such as resetting all access credentials for the XBS network. 

We do not have information to suggest that your personal information has been used by any unauthorized third 
party, but to mitigate the risk to you, we have secured the services of Experian to provide identity and credit 
monitoring services at no cost to you for twenty-four (24) months. Experian is a global leader in risk mitigation
and response, and their team has extensive experience helping people who have sustained an unintentional 
exposure of confidential data. Below, please find information on signing up for a complimentary membership to 
Experian’s identity monitoring services: 

• Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit 
• Provide your activation code:  

• Ensure that you enroll by April 30, 2024 (Your code will not work after this date.) 

Additional information describing the services and enrollment instructions are included in Attachment A to this 
letter.
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Attachment A 
EXPERIAN PRODUCT INFORMATION 

To help protect your identity, we are offering complimentary access to Experian IdentityWorksSM for 24 months. 

If you believe there was fraudulent use of your information as a result of this incident and would like to discuss 
how you may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your
situation with an agent, it is determined that identity restoration support is needed then an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred from 
the date of the incident (including, as appropriate, helping you with contacting credit grantors to dispute charges 
and close accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; and 
assisting you with contacting government agencies to help restore your identity to its proper condition).

Please note that Identity Restoration is available to you for 24 months from the date of this letter and does not 
require any action on your part at this time. The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration. 

While identity restoration assistance is immediately available to you, we also encourage you to activate the fraud 
detection tools available through Experian IdentityWorks as a complimentary 24-month membership. This product 
provides you with superior identity detection and resolution of identity theft. To start monitoring your personal 
information, please follow the steps below: 

 Ensure that you enroll by April 30, 2024 (Your code will not work after this date.) 
 Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit 
 Provide your activation code: 

If you have questions about the product, need assistance with Identity Restoration that arose as a result of this 
incident, or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s 
customer care team at 833-918-5374 Monday through Friday 8am to 8pm CST (excluding major U.S. holidays) 
by April 30, 2024. Be prepared to provide engagement number B114532 as proof of eligibility for the Identity
Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP
A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks: 

 Experian credit report at signup: See what information is associated with your credit file. Daily credit reports 
are available for online members only.*

 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration specialists are immediately available to help you address credit 

and non-credit related fraud. 
 Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration support 

even after your Experian IdentityWorks membership has expired. 
 $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic fund 

transfers. 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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told if information in your file has been used against you; you have the right to know what is in your file; you have the right to 
ask for a credit score; you have the right to dispute incomplete or inaccurate information; consumer reporting agencies must 
correct or delete inaccurate, incomplete, or unverifiable information; consumer reporting agencies may not report outdated 
negative information; access to your file is limited; you must give your consent for reports to be provided to employers; you 
may limit “prescreened” offers of credit and insurance you get based on information in your credit report; and you may seek 
damages from violators. Identity theft victims and active duty military personnel have additional rights. 

For more information about these rights, you may go to www.ftc.gov/credit or write to: Consumer Response Center, Room 13-
A, Federal Trade Commission, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 

Additional Information 

You have the right to obtain any police report filed in regard to this incident. If you are the victim of fraud or identity theft, 
you also have the right to file a police report. 

You may consider starting a file with copies of your credit reports, any police report, any correspondence, and copies of 
disputed bills. It is also useful to keep a log of your conversations with creditors, law enforcement officials, and other relevant 
parties. 

For Colorado, Delaware, and Illinois residents: You may obtain information from the Federal Trade Commission and the 
credit reporting agencies about fraud alerts and security freezes. 

For Iowa residents: You are advised to report any suspected identity theft to law enforcement or to the Iowa Attorney
General. 

For Maryland residents: You may contact the Office of the Maryland Attorney General, 200 St. Paul Place, Baltimore, MD 
21202, http://www.marylandattorneygeneral.gov, 1-888-743-0023. 

For North Carolina residents: You may contact the North Carolina Office of the Attorney General, 9001 Mail Service 
Center, Raleigh, NC 27699-9001, http://www.ncdoj.gov, 1-877-566-7226. You are also advised to report any suspected 
identity theft to law enforcement or to the North Carolina Attorney General.

For Oregon residents: You are advised to report any suspected identity theft to law enforcement, including the Federal Trade 
Commission and the Oregon Attorney General. 

For Georgia, Maryland, New Jersey, and Vermont residents: You may obtain one or more (depending on the state) 
additional copies of your credit report, free of charge. You must contact each of the credit bureaus directly to obtain such 
additional report(s). 

For New York residents: You may contact the New York Office of the Attorney General at: The Capitol, Albany, NY
12224-0341, http://www.ag.ny.gov/home.html, 1-800-771-7755, and the New York Department of State Division of Consumer 
Protection at: 99 Washington Avenue, Albany, New York 12231-0001, http://www.dos.ny.gov/consumerprotection, 1-800-
697-1220. 

For Rhode Island residents: You may obtain information from the Federal Trade Commission and the credit reporting 
agencies about fraud alerts and security freezes. You may also contact the Rhode Island Office of the Attorney General, 150
South Main Street Providence, Rhode Island 02903, http://www.riag.ri.gov, (401) 274-4400. 
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