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Re: Notice of Data Breach 

To Whom It May Concern: 

Our firm represents United Service Companies (“United”), a support services provider with its 

principal office address at 1550 S. Indiana Ave., Chicago, IL 60605. This letter is provided pursuant to the 

Maryland Personal Information Protection Act, MD. Code Ann. Com. Law §14-3501, et seq, which requires 

notice to the Office of the Attorney General in the event of a breach in the security of personal information 

affecting residents of the state of Maryland.

United recently learned of suspicious activity involving certain United employees’ email accounts. 

As counsel for United, we directed a thorough, privileged investigation of the activity that included 

partnering with computer forensic specialists. The investigation found that there was unauthorized access 

to certain United employees’ email accounts that occurred between on or about October 14 and 

November 15, 2023, which resulted in access to or acquisition of some of the emails and/or files therein. 

United thus continued the investigation through a comprehensive review of the emails and files to 

determine if they contained personal information. 

Through that process, United discovered on January 17, 2024, that the incident affected the 

personal information a total of 84 residents of Maryland. The types of personal information affected 

include Social Security numbers, driver’s license numbers, government issued identification numbers, 

medical information, and financial account information. Although United has no knowledge of any misuse 

of anyone’s information because of this incident, it provided notification to all potentially affected 

individuals out of an abundance of caution. A sample of the notification letter mailed to residents is 

enclosed for your records. As reflected therein, United is offering all potentially affected residents free 

credit monitoring and identity restoration services through Experian IdentityWorksSM. 
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United is taking steps to continue investigating this incident, help mitigate the potential for harm, 

and prevent this from happening again. United changed the login credentials for the affected email 

accounts and worked with computer forensics experts to ensure there is no continued access to them. In 

addition, United will continue to work internally and with its IT professionals to review its network and 

email account policies and procedures to identify other measures that may help strengthen security and 

prevent future incidents. 

I believe this provides you with all information necessary for your purposes and to comply with 

Maryland law. However, if anything further is needed, please contact me. 

Very truly yours, 

FREEMAN MATHIS & GARY, LLP

David A. Cole 



“Exhibit – A”

(Sample Notification Letter)
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Return Mail Processing
PO Box 589
Claysburg, PA 16625-0589

February 16, 2024

K8716-L01

RE: Notice of Data Breach

Dear Sample A. Sample:

At United Service Companies (“United”) we take the issue of privacy seriously. As part of that commitment, we
are sending you this letter to make you aware of a recent data security incident that may have affected your
personal information. Please read this letter carefully.

What Happened

We recently discovered that, between on or about October 14 and November 15, 2023, there was
unauthorized access to certain United employees’ email accounts. This resulted in a small number of emails
being accessed by unauthorized person(s) not affiliated with United and without our knowledge. Therefore, we
completed a thorough investigation of the incident, including a detailed review of all potentially affected
emails. Through that investigation, we discovered on January 17, 2024, that some of your personal information
was contained within the potentially affected emails and, therefore, may have been affected by this incident.
We are thus writing to notify you out of an abundance of caution.

What Information Was Involved

We currently have no knowledge of any actual or attempted misuse of your personal information. However,
through our review of the emails potentially affected by this incident, we have determined that one or more of
the documents contained your personal information, including your [Extra1]. Therefore, we are notifying you
out of an abundance of caution and recommend that you carefully review the information herein.

What We Are Doing

We take the protection of your information seriously and are taking steps to mitigate the potential for harm
and prevent future incidents like this. We changed the login credentials for the affected email accounts and
worked with computer forensics experts to ensure there is no continued access to them. In addition, we will
continue to work internally and with our IT professionals to review our network and email account policies and
procedures to identify other measures that may help strengthen security and prevent future incidents.

What You Can Do

We recommend that you remain vigilant by reviewing and monitoring your account statements and credit
reports. If you find any errors or unauthorized activity, you should contact your financial institutions that may
be affected. You also may file a report with law enforcement, your state attorney general, and/or the Federal
Trade Commission. In addition, please refer to the enclosed document “Additional Steps to Help Protect Your
Information” for more information on protecting your information from misuse.

B116585





ADDITIONAL DETAILS REGARDING YOUR 12-MONTH 
EXPERIAN IDENTITYWORKS MEMBERSHIP: 

A credit card is not required for enrollment in Experian IdentityWorks. 

You can contact Experian immediately regarding any fraud issues, and have access to the following features 
once you enroll in Experian IdentityWorks:

• Experian credit report at signup: See what information is associated with your credit file. Daily 
credit reports are available for online members only.1

• Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud. 

• Identity Restoration: Identity Restoration specialists are immediately available to help you address 
credit and non-credit related fraud. 

• Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration 
support even after your Experian IdentityWorks membership has expired.

• $1 Million Identity Theft Insurance2: Provides coverage for certain costs and unauthorized 
electronic fund transfers. 

If you believe there was fraudulent use of your information as a result of this incident and would like to discuss 
how you may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your
situation with an agent, it is determined that identity restoration support is needed then an Experian Identity 
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred 
from the date of the incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit 
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition). 

Please note that Identity Restoration is available to you for 12 months from the date of this letter and does not 
require any action on your part at this time. The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration. 

1 Offline members will be eligible to call for additional reports quarterly after enrolling. 
2 The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an 
Assurant company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not 
be available in all jurisdictions.
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Obtain Additional Information about the steps you can take to avoid identity theft from the following entities: 

• California Residents: Visit the California Office of Privacy Protection, www.privacy.ca.gov, for
additional information on protection against identity theft. 

• District of Columbia Residents: District of Columbia Attorney General may be contacted at 400 
6th Street, NW, Washinton, D.C. 20001; https://oag.dc.gov; and (202) 727-3400. 

• Iowa Residents: Office of the Attorney General of Iowa, Hoover State Office Building, 1305 E. 
Walnut Street, Des Moines, IA 50319, www.iowaattorneygeneral.gov, (515) 281-5164. 

• Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 
200 St. Paul Place Baltimore, MD 21202, www.marylandattorneygeneral.gov , (888) 743-0023.

• Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096, 
www.doj.state.or.us, (877) 877-9392. 

• All US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania 
Avenue, NW Washington, DC 20580, www.consumer.ftc.gov, 1-877-IDTHEFT (438-4338). 

Know Your Rights Under the Fair Credit Reporting Act. The federal Fair Credit Reporting Act (FCRA) promotes 
the accuracy, fairness, and privacy of information in the files of consumer reporting agencies. You have certain 
rights under the FCRA, which you can read about by visiting https://www.consumer.ftc.gov/articles/pdf-0096-
fair-credit-reporting-act.pdf and https://www.consumer.ftc.gov/articles/0070-credit-and-your-consumer-
rights. States may enforce the FCRA, and many states have their own consumer reporting laws. 
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