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NOTICE OF DATA SECURITY BREACH 

Dear Sir or Madame:

We serve as counsel for Crossroads Equipment Lease & Finance, LLC (“Crossroads”), located at 

9385 Haven Ave., Rancho Cucamonga, CA 91730, and write to inform you of a cybersecurity

incident. While Crossroads is unaware of any actual misuse of personal information, we are 

providing notice to you about this incident pursuant to applicable state law. 

Crossroads experienced a ransomware event on April 1, 2023, which resulted in a complete 

shutdown of its operations. Despite the significant time, work, and cost associated with this

incident, as well as Crossroads’ significant efforts to restore its systems, Crossroads has still not 

fully recovered from it.

The attacker encrypted Crossroads’ servers and deleted Crossroad’s backup files. Throughout the 

month of April, the company worked with a vendor to acquire the decryption key to its servers. 

The key it ultimately obtained, however, was unsuccessful at fully decrypting Crossroads’

servers.

The company was then forced in May 2023 to try to restore the deleted backups to gain access to 

some portion of the lost company data and to fast-track an already in-progress implementation of 

a new customer-facing application. Crossroads also had to rebuild the LeaseComplete 

application from a backup that Crossroads received from Dominion Leasing Software, LLC (the 

LeaseComplete maker). Because some of Crossroads’ customer data resided on systems that 

were not accessible to the attacker, these restoration and recovery efforts allowed Crossroads to 

restore some of its operational files. The attacker did not have access to the Vision and 

LeaseComplete applications, which had been the primary systems that Crossroads used to 

process personal information, because those applications required different access credentials.







 
 

RE: NOTICE OF DATA SECURITY BREACH

Dear Crossroads Equipment Lease & Finance, LLC Customer:

We’re writing to you as a valued customer of Crossroads Equipment Lease & Finance, LLC
(“Crossroads”) to inform you of a cybersecurity incident that affected our business and
possibly your personal information. While we are unaware of any actual misuse of your
information, we are providing notice to you about this incident because your privacy is of the 
upmost importance to us.

What Happened? On April 2, 2023, Crossroads became aware that its computer systems 
were subject to a ransomware attack. As part of the attack, Crossroads’s computer systems
were encrypted, preventing Crossroads from accessing many of its digital files. This incident 
impacted Crossroads’s ability to complete ACH payments, as well as to perform other
important business functions. On January 25, 2024, Crossroads became aware of the nature 
and scope of the personal information that may have been compromised.

When Did It Happen? The ransomware attack occurred on April 1, 2023. 

What Information Was Involved? While we have no evidence that your personal information 
was acquired, the personal information present in the computer systems accessed may have 
included:

• Name 
• Mailing address
• Phone number, mobile and/or home 
• Email address 
• Date of birth 
• Social Security number
• 1099 Forms 
• Driver’s license number, Passport number, or other state or government IDs (including 

photocopies of such)
• Vehicle information, such as Vehicle Identification Number or License Plate Number 0000001
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You may also contact additional consumer reporting agencies by reviewing the list on the
Consumer Financial Protection Bureau’s website at 
https://www.consumerfinance.gov/consumer-tools/credit-reports-and-scores/consumer-
reporting-companies/companies-list/.

Contact the Federal Trade Commission: The FTC provides further information on fraud alerts, 
security freezes, and how to protect yourself from identity theft. The FTC can be contacted by
mail at 600 Pennsylvania Avenue, NW, Washington, DC 20580; by phone at 1-877-ID-THEFT
(877-438-4338); or online at www.consumer.gov/idtheft.

Security Freeze: You have the ability to place a security freeze on your credit report at no
charge. A security freeze is designed to prevent credit, loans, and services from being 
approved in your name without your consent but may delay your ability to obtain credit. To
place a security freeze, you must contact each of the three credit bureaus listed above and
you may be required to provide your full name; Social Security number; date of birth; the 
addresses where you have lived over the past five years; proof of current address, such as a 
utility bill or telephone bill; a copy of a government issued identification card; and if you are 
the victim of identity theft, the police report, investigative report, or complaint to a law
enforcement agency.

The credit reporting agencies have three (3) business days after receiving your request to 
place a security freeze on your credit report. The credit bureaus must also send written 
confirmation to you within five (5) business days and provide you with a unique personal
identification number (PIN) or password, or both that can be used by you to authorize the 
removal or lifting of the security freeze.

To remove the security freeze, you must contact each of the three credit bureaus and include 
proper identification (name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze. The credit bureaus have three 
(3) business days after receiving your request to remove the security freeze. 

Place a Fraud Alert: At no charge, you can also have the three major credit bureaus place a 
fraud alert on your file that alerts creditors to take additional steps to verify your identity prior
to granting credit in your name. Note, however, that because it tells creditors to follow certain 
procedures to protect you, it may also delay your ability to obtain credit while the agency
verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are 
notified to place fraud alerts on your file. Should you wish to place a fraud alert, or should you 
have any questions regarding your credit report, please contact the credit reporting agencies:

Equifax 
(800) 525-6285
www.equifax.com 
Equifax Credit Information
Services
P.O. Box 740241
Atlanta, GA 30374

Experian 
(888) 397-3742 
www.experian.com 
Experian National Consumer
Assistance Center
P.O. Box 4500
Allen, TX 75013

TransUnion 
(800) 680-7289
www.transunion.com 
TransUnion Consumer
Relations
P.O. Box 2000
Chester, PA 19106-2000

Suspected Identity Theft: Your state attorney general may also have advice on preventing 
identity theft, and you should report instances of known or suspected identity theft to law
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A consumer reporting agency must authorize the release of your credit report no later than 
fifteen (15) minutes after receiving the above information. A security freeze does not apply to 
a person or entity, or its affiliates, or collection agencies acting on behalf of the person or
entity, with which you have an existing account, that requests information in your credit report 
for the purposes of fraud control, or reviewing or collecting the account. Reviewing the 
account includes activities related to account maintenance. 

You should consider filing a complaint regarding your identity theft situation with the federal 
trade commission and the attorney general and reporter, either in writing or via their web 
sites. 

How Do I Sign Up For Free Credit Monitoring?

To help protect your identity, we are offering complimentary access to Experian
IdentityWorksSM for 24 months.

If you believe there was fraudulent use of your information as a result of this incident and
would like to discuss how you may be able to resolve those issues, please reach out to an 
Experian agent. If, after discussing your situation with an agent, it is determined that identity
restoration support is needed then an Experian Identity Restoration agent is available to work 
with you to investigate and resolve each incident of fraud that occurred from the date of the 
incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges and close accounts; assisting you in placing a freeze on your credit file with the three 
major credit bureaus; and assisting you with contacting government agencies to help restore
your identity to its proper condition).

Please note that Identity Restoration is available to you for 24 months from the date of this 
letter and does not require any action on your part at this time. The Terms and Conditions for
this offer are located at www.ExperianIDWorks.com/restoration.

While identity restoration assistance is immediately available to you, we also encourage you 
to activate the fraud detection tools available through Experian IdentityWorks as a 
complimentary 24-month membership. This product provides you with superior identity
detection and resolution of identity theft. To start monitoring your personal information, 
please follow the steps below: 

 Ensure that you enroll by May 31, 2024 (Your code will not work after this date.)
 Visit the Experian IdentityWorks website to enroll: 

https://www.experianidworks.com/credit 
 Provide your activation code: 

If you have questions about the product, need assistance with Identity Restoration that arose 
as a result of this incident, or would like an alternative to enrolling in Experian IdentityWorks 
online, please contact Experian’s customer care team at 833-918-1317 by May 31, 2024. Be 
prepared to provide engagement number B116897 as proof of eligibility for the Identity
Restoration services by Experian.
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