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February 23, 2024 

VIA EMAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: Notice of Data Incident 

Dear Sir or Madam: 

We represent Icetro America (“Icetro”), a division of the Middleby Corporation, located at 6432 
Warren Dr., Norcross, GA 30093. We are writing to notify you, on behalf of our client, of a data 
security incident that has potentially affected the personal information of the residents of 
Maryland. This notice may be supplemented upon any further investigation. By providing this 
notice, Icetro does not waive any rights or defenses regarding the applicability of Maryland law, 
the applicability of the relevant state statue, or personal jurisdiction. 

Background: Our client, Icetro, first became aware of a potential incident on July 6, 2023. An 
unknown threat actor had gained access to some email accounts within Icetro’s Microsoft Azure 
tenant. Through manipulation of set inbox rules, the threat actor was able to impersonate certain 
accounts and was able to send and receive emails from those accounts. The threat actor used an 
Icetro finance email account to send fraudulent invoices to an Icetro customer, Eastern Marketing 
Corporation (“Eastern”), with account and routing information for the threat actor’s bank. Icetro 
did not become aware of the issue until they were contacted by Eastern inquiring about when the 
product they ordered would be shipped. Icetro reported the fraudulent activity to Middleby on July
6, 2023. On July 7, 2023, all Icetro user accounts and mailboxes were migrated to the Middleby
Azure tenant.

The personal information that may have been impacted for Maryland residents may include one or 
more of the following: social security numbers, government identification numbers, protected 
health information, username and passwords, and financial information. 

Upon discovery of this incident, Icetro acted quickly to minimize any impact to the personal 
information of its consumers, employees, and vendors. On July 7, 2023, Icetro user accounts and 
mailboxes were securely transitioned to the Middleby Azure tenant, completely containing the 
incident. After the migration to Middleby's Azure tenant, Icetro created new accounts with 
enforced password complexity, multi-factor authentication, and Security Information and Event 
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Management (SIEM) logging. These extra security layers protect all Icetro emails via third-party
enterprise email tools from leading manufacturers and Icetro has engaged a Security and 
Operations Center (“SOC”) that monitors suspicious activity 24/7. Furthermore, Icetro has 
globally instituted additional security awareness training and has developed a phishing awareness 
and containment program. 

Notice to Maryland Residents: We have determined that the number of Maryland residents 
potentially affected by this security incident is two (2). Middleby will mail notice to impacted 
individuals on February 23, 2024. Written notice to individuals was provided in substantially the 
same for as the letter attached here as Exhibit A. Please note that we reserve the right to update 
the draft letter.

Other Steps Taken and To Be Taken: Middleby is taking action to provide assistance to
potentially affected individuals, even though it currently has no evidence of any misuse of, or 
fraudulent activity relating to, anyone’s personal information as a result of this incident. Middleby
is providing individuals whose personal information was potentially affected by this incident with 
access to credit monitoring services for 24 months through Experian at no cost to the individuals.

Additionally, Icetro is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud. These measures include advising individuals to report any
suspected incidents of identity theft or fraud to their credit card company and/or bank. Our client 
is also providing individuals with information on how to place a fraud alert and security freeze on 
their credit file, information on protecting against fraud, the contact details for the national 
consumer reporting agencies, information on how to obtain a free credit report, a reminder to 
remain vigilant for incidents of fraud and identity theft by reviewing account statements and 
monitoring credit reports, and encouragement to contact the Federal Trade Commission, their state 
Attorney General, and law enforcement to report attempted or actual identity theft and fraud.

Contact Information: Should you have any questions regarding this notification or other aspects 
of the data security incident, please contact us at (312) 460-5946 or scarlson@seyfarth.com. 

Very truly yours, 

SEYFARTH SHAW LLP

Scott A. Carlson

SAC:US 



 
 

 
 

RE: Important Security Notification. Please read this entire letter. 

We are writing to inform you about a potential data security incident that has occurred within our organization. We 
want to provide you with information about the incident, steps we are taking in response, and steps you may take 
to guard against identity theft and fraud, should you feel it is appropriate to do so. Although we are unaware of 
any actual misuse of your data, we are providing you notice about the incident and about the tools that we are 
offering or that are otherwise available to protect you. 

What Happened? In May 2023, Icetro America (“Icetro”), a division of the Middleby Corporation, experienced a 
potential cybersecurity incident where an unknown threat actor had gained access to certain email accounts within 
Icetro’s mailing environment. The threat actor was potentially able to gain access to the information in those email 
accounts. When Icetro discovered the incident, all access to the compromised mailing accounts were immediately
terminated. By July 2023, Icetro had completed taking significant steps to ensure that the threat was fully
contained. 

What Information Was Involved? We have conducted a thorough investigation to determine what personal 
information may have been impacted. While we are presently not aware of any misuse of your data, the following 
personal information may have potentially been affected: 

o Full Name 
o Social Security Number
o State Identification 
o Financial Information 
o Usernames and Passwords 
o Personal Health Information

We understand that this may be concerning to you and we apologize for any inconvenience this may have caused. 
We want to assure you that we are taking every possible step to safeguard your personal information and prevent 
any further incidents. 

What Are We Doing? We regret that this incident occurred and take the protection of your personal information 
very seriously. To help ensure this incident does not happen again, Icetro has created new mailing accounts with 
enforced password complexity, multi-factor authentication, and Security Information and Event Management 
(SIEM) logging. These extra security layers protect all Icetro emails via third-party enterprise email tools from 
leading manufacturers and have a Security and Operations Center that monitors suspicious activity 24/7. 
Furthermore, Icetro has globally instituted additional security awareness training and has developed a phishing 
awareness and containment program. 
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What You Can Do: We encourage you to remain vigilant by reviewing your account statements and monitoring 
credit report information. You can also obtain information about fraud alerts and security freezes from the U.S. 
Federal Trade Commission (FTC) and the credit reporting agencies listed below:

o Federal Trade Commission, https://www.ftc.gov, 600 Pennsylvania Avenue, NW, Washington, 
DC 20580 1-877-FTC-HELP

o Nationwide Consumer Reporting Companies: 

• Equifax, https://www.equifax.com, Equifax Credit Information Services, LLC, P.O. Box 
740241, Atlanta, GA 30374, 1-800-525-6285 

• Experian, https://www.experian.com, Experian National Consumer Assistance Center, 
P.O. Box 4500, Allen, TX 75013, 1-888-397-3742 

• TransUnion, https://www.transunion.com, TransUnion Consumer Relations, P.O. Box 
2000, Chester, PA 19016-2000, 1-800-680-7289 

To the extent you desire to freeze your credit report, you must separately place a credit freeze on your credit file 
at each of the three credit reporting agencies. There is no charge associated with placing a credit freeze. The 
following information should be included when requesting a credit freeze:

1. Full name, with middle initial and any suffixes; 
2. Social Security number; 
3. Date of birth (month, day, and year); 
4. Current address and previous addresses for the past five (5) years; 
5. Proof of current address, such as a current utility bill or telephone bill; 
6. Other personal information as required by the applicable credit reporting agency. 

For Massachusetts Residents: You have the right to obtain a police report. 

FTC and Attorneys General: You can further educate yourself regarding identity theft, fraud alerts, 
security freezes, and the steps you can take to protect yourself, by contacting the consumer reporting 
agencies, the Federal Trade Commission, or your state Attorney General. The Federal Trade 
Commission also encourages those who discover that their information has been misused to file a 
complaint with them. You can obtain further information on how to file such a complaint by way of the 
contact information listed above. Instances of known or suspected identity theft should also be reported 
to law enforcement. 

The Federal Trade Commission 
600 Pennsylvania Avenue NW
Washington, DC 20580 
www.identitytheft.gov, 
1-877-ID-THEFT (1-877-438-4338) 
TTY: 1-866-653-4261

Massachusetts Office of the Attorney
General

Massachusetts Office of the Attorney General 
Data Privacy and Security Division 
Attn: Data Breach Notification 
One Ashburton Place 
Boston, MA 02108 

Maryland Office of the Attorney General Consumer Protection Division 
200 St. Paul Place, 16th Floor
Baltimore, MD 21202 
1-888-743-0023 
www.oag.state.md.us 

0000002

 ALGPBPFIHLGPAOEMHLGK 
 APHMPDOPKOHBCGJNFPEK 
 AKPPLNGOMFHPLCLMEKPK 
 AMFAIKBCLKPGFNMEPBJK 
 ACOKEGEMECGCAGKECKMK 

K9003-L02B115381




