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By Email: idtheft@oag.state.md.us 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: Data Incident Notification1

February 23, 2024 

Dear Sir or Madam: 

We are writing to notify your office that New York Public Interest Research Group 
(“NYPIRG”) was the subject of a criminal cyberattack (the “Incident”) that impacted one (1) NYPIRG 
laptop. The Organization immediately commenced an investigation of the Incident, with assistance from 
third party experts, for the purpose of determining its scope and the identities of those the Incident may
have affected. 

Through its extensive investigation, NYPIRG determined that a limited set of files stored 
on the impacted laptop may have been subject to unauthorized access. The Organization then undertook 
the time- and resource-intensive step of reviewing the contents of those files to determine whether they
contained personally identifiable information (“PII”) and to identify the data subjects to whom that PII 
related. 

On or about January 19, 2024, NYPIRG determined that, on or about October 6, 2023, files 
containing PII related to one (1) Maryland resident may have been accessed by the bad actor. The 
Organization has not found any evidence that this information was misused as a result of the Incident. Out 
of an abundance of caution, and in accordance with applicable law, the Organization will provide notice to 
the affected Maryland resident, in the form enclosed as Exhibit A, so that they can take steps to minimize 
the risk that their information will be misused. 

As set forth in the enclosed letter, NYPIRG has taken a number of steps to further secure 
its systems. Specifically, it has examined all company devices, including staff computers, to ensure 
software is up to date; strengthened security measures on company devices to ensure that external 
installation of software is prohibited without internal IT approval; amended administrative safeguards, 
including procedures regarding use of personal computers for company business; and provided security

1 Please note that New York Public Interest Research Group does not, by providing this letter, agree to the jurisdiction 
of the State of Maryland, nor waive its right to challenge jurisdiction in any subsequent actions.



training for management-level employees. The Organization is also in the process of engaging a third-party
firm to conduct security training for all employees. 

We will continue to monitor this situation and will update you on any significant 
developments. If you require any additional information on this matter, please contact me. 

Sincerely, 

JACKSON LEWIS, P.C. 

/s/ Damon W. Silver
Damon W. Silver 

cc: Melissa Pascualini (Jackson Lewis P.C.) 
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