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February 26, 2024 
 
VIA EMAIL 
Attorney General Anthony G. Brown 
Office of the Attorney General 
St. Paul Plaza     
200 St. Paul Place 
Baltimore, MD 21202 
Email: Idtheft@oag.state.md.us 
 Attn: Security Breach Notification 
 
 

Re: Notice of Data Security Incident 
 
Dear Attorney General Brown:  
 
Constangy, Brooks, Smith & Prophete, LLP, represents McKinley Architecture & 
Engineering (“McKinley”) in connection with a recent data security incident described in 
greater detail below. The purpose of this letter is to notify you, in accordance with 
Maryland’s statute, that this incident may have affected the personal information of one 
(1) resident of Maryland.  
 

1.  Nature of the Security Incident 
 

On November 23, 2023, McKinley discovered it was the victim of a sophisticated 
cybersecurity attack that impacted their network environment. Upon discovery the activity, 
McKinley took immediate steps to secure the environment and engaged a leading 
cybersecurity firm to assist with a forensic investigation to determine what happened and 
evaluate the extent of unauthorized activity. The investigation revealed that an 
unauthorized actor gained access to some of the data in the McKinley computer network. 
McKinley took steps to review affected files and determined that the data may have 
included personal information of some of their employees. It is also possible that personal 
information for spouses and dependents of employees could have been impacted.  
 

2.  Number of Maryland Residents Involved 
 

On February 26, 2024, McKinley notified one (1) resident of Maryland of this data security 
incident via U.S. First-Class Mail. A sample copy of the notification letter is included with 
this correspondence.  
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The personal information involved in this incident includes names and Social Security 
numbers.  
 

3.  Steps Taken to Address the Incident 
 

As soon as McKinley discovered this unauthorized activity, it took steps to secure the 
affected system and launched an investigation to determine whether, and to what extent, 
personal information had been accessed or acquired without authorization. McKinley has 
implemented additional measures to enhance its network security and minimize the risk 
of a similar incident occurring in the future. Further, as referenced in the sample consumer 
notification letter, McKinley is providing individuals with complimentary credit and identity 
protection services. 
 

4.  Contact Information 
 

Pond remains dedicated to protecting the information in its control. If you have any 
questions or need additional information, please do not hesitate to contact me at (806)-
535-0274 or by e-mail at lnickle@constangy.com. Please let me know if you have any 
questions. 
 

Sincerely, 

 
Lindsay B. Nickle 
Vice Chair 
Constangy, Brooks, Smith & Prophete, 
LLP 
 

  
Enclosure:  Sample Notification Letter  

   








