
Paul T. McGurkin, Jr. 
Office: (267) 930-4788
Fax: (267) 930-4771
Email: pmcgurkin@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

February 28, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us 

Re: Notice of Data Event 

To Whom It May Concern: 

We represent Houser LLP (“Houser”) located at 9970 Research Drive, Irvine, CA 92618 and are writing to 
notify your office of an incident that may affect the security of certain personal information relating to eight 
thousand seven hundred thirty-one (8,731) Maryland residents. By providing this notice, Houser does not 
waive any rights or defenses regarding the applicability of Maryland law, the applicability of the Maryland 
data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

Houser provides legal services to commercial businesses and financial institutions. Houser was provided 
certain sensitive information from clients to provide such services. 

On May 9, 2023, Houser discovered that certain files on their computer systems had been encrypted. Houser 
immediately launched an investigation, with the assistance of third-party forensic specialists, to determine 
the nature and scope of the activity. The investigation determined that there was unauthorized access to the 
Houser network between May 7, 2023, and May 9, 2023, during which time certain files were copied and 
taken from the network. However, in June 2023, the unauthorized actor informed Houser that they deleted 
copies of any stolen data and would not distribute any stolen files. 

Houser retained a vendor to conduct a comprehensive review of the files potentially copied to determine 
whether these files contained any sensitive information. This process was resource intensive and involved 
multiple steps to ensure the accuracy and completeness of the review. On January 18, 2024, the review
was completed by the vendor. Our firm then analyzed the data and provided Houser with the results. Upon 
receipt of this file, Houser began notifying its clients of the investigation and findings and offered to mail 
letters to potentially impacted individuals on behalf of these clients. Houser then worked with clients to 
develop a plan to provide notice to impacted individuals affiliated with its clients.
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The information that could have been subject to unauthorized access for Maryland residents includes name 
and one or more of Social Security number, driver's license number, individual tax identification number, 
financial account information, and biometric data. 

Notice to Maryland Residents 

On February 28, 2024, Houser provided written notice of this incident to eight thousand seven hundred 
thirty-one (8,731) Maryland residents. Written notice is being provided in substantially the same form as 
the letter attached here as Exhibit A. 

Other Steps Taken and To Be Taken 

Upon discovering the event, Houser moved quickly to investigate and respond to the incident, assess the 
security of Houser systems, and identify potentially affected individuals. Further, Houser notified the FBI 
regarding the event. Houser has implemented additional safeguards and policies and procedures relating to 
data privacy, security and its network environment. These additional safeguards include, but are not limited 
to, deployment of RocketCyber, an endpoint detection and response tool. Houser has also implemented 
multi-factor authentication for Outlook 365, net extender VPN tunnel and remote desktop connection. 
Houser has also added ransomware detection software, implemented the use of phishing simulation 
software and conducted vulnerability assessment and penetration testing. Houser is providing access to 
credit monitoring services for twelve (12) months, through IDX, a ZeroFox Company, to individuals whose 
personal information was potentially affected by this incident, at no cost to these individuals. 

Additionally, Houser is providing impacted individuals with guidance on how to better protect against 
identity theft and fraud, including advising individuals to report any suspected incidents of identity theft or 
fraud to their credit card company and/or bank. Houser is providing individuals with information on how
to place a fraud alert and security freeze on one’s credit file, information on protecting against tax fraud, 
the contact details for the national consumer reporting agencies, information on how to obtain a free credit 
report, a reminder to remain vigilant for incidents of fraud and identity theft by reviewing account 
statements and monitoring free credit reports, and encouragement to contact the Federal Trade Commission, 
their state Attorney General, and law enforcement to report attempted or actual identity theft and fraud. 

Houser is providing written notice of this incident to relevant state regulators, as necessary, and to the three 
major credit reporting agencies, Equifax, Experian, and TransUnion. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security event, please 
contact us at (267) 930-4788. 

Very truly yours,

Paul T. McGurkin, Jr. of 
MULLEN COUGHLIN LLC 

PTM/ekw
Enclosure 
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Paul T. McGurkin, Jr. 
Office: (267) 930-4788
Fax: (267) 930-4771 
Email: pmcgurkin@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

March 26, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us

Re: Supplemental Notice of Data Event 

To Whom It May Concern: 

We continue to represent Houser LLP (“Houser”) located at 9970 Research Drive, Irvine, CA 
92618, and write to supplement our February 28, 2024, notice to your office (the “February
Notice”). The February Notice is attached hereto for reference as Exhibit A. This notice may be 
further supplemented if significant new facts are learned subsequent to its submission. By
providing this supplemental notice, Houser does not waive any rights or defenses regarding the 
applicability of the Maryland law, the applicability of the Maryland data event notification statute, 
or personal jurisdiction. 

At the time of the February Notice, Houser was working on identifying addresses for certain 
potentially impacted individuals. Specifically, Houser engaged additional external resources to
locate addresses for the remaining potentially affected individuals and undertook further efforts 
utilizing internal and external resources to determine appropriate contact information for those 
individuals. Houser recently completed this process. 

On March 26, 2024, Houser began mailing notice to an additional seven hundred seventy-three 
(773) Maryland residents, bringing the total number of affected individuals in this state to nine 
thousand five hundred four (9,504). The information that could have been subject to unauthorized 
access includes name, Social Security number, driver's license number, individual tax 
identification number, financial account information, and biometric data. Written notice is being 
provided in substantially the same form as the letter attached hereto as Exhibit B. 
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Houser is providing access to credit monitoring services for twelve (12) months, through IDX, a 
ZeroFox Company, to individuals whose personal information was potentially affected by this 
incident, at no cost to these individuals.

Additionally, Houser is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud, including advising individuals to report any suspected incidents of 
identity theft or fraud to their credit card company and/or bank. Houser is providing individuals 
with information on how to place a fraud alert and security freeze on one’s credit file, information 
on protecting against tax fraud, the contact details for the national consumer reporting agencies, 
information on how to obtain a free credit report, a reminder to remain vigilant for incidents of 
fraud and identity theft by reviewing account statements and monitoring free credit reports, and 
encouragement to contact the Federal Trade Commission, their state Attorney General, and law
enforcement to report attempted or actual identity theft and fraud. 

Houser is providing written notice of this incident to relevant state regulators, as necessary, and to 
the three major credit reporting agencies, Equifax, Experian, and TransUnion. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-4788.

Very truly yours, 

Paul T. McGurkin, Jr. of 
MULLEN COUGHLIN LLC

PTM/ekw
Enclosure 
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Paul T. McGurkin, Jr. 
Office: (267) 930-4788
Fax: (267) 930-4771
Email: pmcgurkin@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

February 28, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us 

Re: Notice of Data Event 

To Whom It May Concern: 

We represent Houser LLP (“Houser”) located at 9970 Research Drive, Irvine, CA 92618 and are writing to 
notify your office of an incident that may affect the security of certain personal information relating to eight 
thousand seven hundred thirty-one (8,731) Maryland residents. By providing this notice, Houser does not 
waive any rights or defenses regarding the applicability of Maryland law, the applicability of the Maryland 
data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

Houser provides legal services to commercial businesses and financial institutions. Houser was provided 
certain sensitive information from clients to provide such services. 

On May 9, 2023, Houser discovered that certain files on their computer systems had been encrypted. Houser 
immediately launched an investigation, with the assistance of third-party forensic specialists, to determine 
the nature and scope of the activity. The investigation determined that there was unauthorized access to the 
Houser network between May 7, 2023, and May 9, 2023, during which time certain files were copied and 
taken from the network. However, in June 2023, the unauthorized actor informed Houser that they deleted 
copies of any stolen data and would not distribute any stolen files. 

Houser retained a vendor to conduct a comprehensive review of the files potentially copied to determine 
whether these files contained any sensitive information. This process was resource intensive and involved 
multiple steps to ensure the accuracy and completeness of the review. On January 18, 2024, the review
was completed by the vendor. Our firm then analyzed the data and provided Houser with the results. Upon 
receipt of this file, Houser began notifying its clients of the investigation and findings and offered to mail 
letters to potentially impacted individuals on behalf of these clients. Houser then worked with clients to 
develop a plan to provide notice to impacted individuals affiliated with its clients.
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The information that could have been subject to unauthorized access for Maryland residents includes name 
and one or more of Social Security number, driver's license number, individual tax identification number, 
financial account information, and biometric data. 

Notice to Maryland Residents 

On February 28, 2024, Houser provided written notice of this incident to eight thousand seven hundred 
thirty-one (8,731) Maryland residents. Written notice is being provided in substantially the same form as 
the letter attached here as Exhibit A. 

Other Steps Taken and To Be Taken 

Upon discovering the event, Houser moved quickly to investigate and respond to the incident, assess the 
security of Houser systems, and identify potentially affected individuals. Further, Houser notified the FBI 
regarding the event. Houser has implemented additional safeguards and policies and procedures relating to 
data privacy, security and its network environment. These additional safeguards include, but are not limited 
to, deployment of RocketCyber, an endpoint detection and response tool. Houser has also implemented 
multi-factor authentication for Outlook 365, net extender VPN tunnel and remote desktop connection. 
Houser has also added ransomware detection software, implemented the use of phishing simulation 
software and conducted vulnerability assessment and penetration testing. Houser is providing access to 
credit monitoring services for twelve (12) months, through IDX, a ZeroFox Company, to individuals whose 
personal information was potentially affected by this incident, at no cost to these individuals. 

Additionally, Houser is providing impacted individuals with guidance on how to better protect against 
identity theft and fraud, including advising individuals to report any suspected incidents of identity theft or 
fraud to their credit card company and/or bank. Houser is providing individuals with information on how
to place a fraud alert and security freeze on one’s credit file, information on protecting against tax fraud, 
the contact details for the national consumer reporting agencies, information on how to obtain a free credit 
report, a reminder to remain vigilant for incidents of fraud and identity theft by reviewing account 
statements and monitoring free credit reports, and encouragement to contact the Federal Trade Commission, 
their state Attorney General, and law enforcement to report attempted or actual identity theft and fraud. 

Houser is providing written notice of this incident to relevant state regulators, as necessary, and to the three 
major credit reporting agencies, Equifax, Experian, and TransUnion. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security event, please 
contact us at (267) 930-4788. 

Very truly yours,

Paul T. McGurkin, Jr. of 
MULLEN COUGHLIN LLC 

PTM/ekw
Enclosure 
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Elaina Weber

From: Matthew Smith
Sent: Wednesday, February 28, 2024 5:33 PM
To: idtheft@oag.state.md.us
Cc: Jennifer Coughlin; Paul McGurkin; John Mullen; Elaina Weber; Matthew Smith
Subject: Houser LLP – Notice of Data Event – MD
Attachments: Houser LLP - Notice of Data Event - MD.pdf

Follow Up Flag: Follow up
Flag Status: Flagged

To Whom It May Concern, 

Please see the aƩached for noƟce of data event. 

Thank you, 

Matthew Smith 
Attorney
Mullen Coughlin LLC 
426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333 
(267) 930-2958 - Office 
(540) 419-9410 - Mobile 
msmith@mullen.law

This email may be an attorney-client communication or otherwise confidential and privileged. If you are not the intended recipient, or received it in 
error, do not review or copy. Please immediately notify the sender and permanently delete/destroy the email and attachments. 
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Paul T. McGurkin, Jr. 
Office: (267) 930-4788
Fax: (267) 930-4771 
Email: pmcgurkin@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

April 12, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us

Re: Supplemental Notice of Data Event 

To Whom It May Concern: 

We continue to represent Houser LLP (“Houser”) located at 9970 Research Drive, Irvine, CA 
92618, and write to supplement our February 28, and March 26, 2024, notices to your office (the 
“Prior Notices”). The Prior Notices are attached hereto as Exhibit AA. This notice may be further 
supplemented if significant new facts are learned subsequent to its submission. By providing this 
supplemental notice, Houser does not waive any rights or defenses regarding the applicability of 
the Maryland law, the applicability of the Maryland data event notification statute, or personal 
jurisdiction.

At the time of the Prior Notices, Houser was working on identifying addresses for certain 
potentially impacted individuals. Specifically, Houser engaged additional external resources to
locate addresses for the remaining potentially affected individuals and undertook further efforts 
utilizing internal and external resources to determine appropriate contact information for those 
individuals. Houser recently completed this process. 

On April 12, 2024, Houser began mailing notice to an additional one hundred eight (108) Maryland 
residents, bringing the total number of affected individuals in this state to nine thousand six 
hundred twelve (9,612). The information that could have been subject to unauthorized access 
includes name, Social Security number, financial account information, payment card number, and 
medical information. Written notice is being provided in substantially the same form as the letter 
attached hereto as Exhibit BB.
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Houser is providing access to credit monitoring services for twelve (12) months, through IDX, a 
ZeroFox Company, to individuals whose personal information was potentially affected by this 
incident, at no cost to these individuals.

Additionally, Houser is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud, including advising individuals to report any suspected incidents of 
identity theft or fraud to their credit card company and/or bank. Houser is providing individuals 
with information on how to place a fraud alert and security freeze on one’s credit file, information 
on protecting against tax fraud, the contact details for the national consumer reporting agencies, 
information on how to obtain a free credit report, a reminder to remain vigilant for incidents of 
fraud and identity theft by reviewing account statements and monitoring free credit reports, and 
encouragement to contact the Federal Trade Commission, their state Attorney General, and law
enforcement to report attempted or actual identity theft and fraud. 

Houser is providing written notice of this incident to relevant state regulators, as necessary, and to 
the three major credit reporting agencies, Equifax, Experian, and TransUnion. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-4788.

Very truly yours, 

Paul T. McGurkin, Jr. of 
MULLEN COUGHLIN LLC

PTM/ekw
Enclosure 
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Paul T. McGurkin, Jr. 
Office: (267) 930-4788
Fax: (267) 930-4771 
Email: pmcgurkin@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

March 26, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us

Re: Supplemental Notice of Data Event 

To Whom It May Concern: 

We continue to represent Houser LLP (“Houser”) located at 9970 Research Drive, Irvine, CA 
92618, and write to supplement our February 28, 2024, notice to your office (the “February
Notice”). The February Notice is attached hereto for reference as Exhibit A. This notice may be 
further supplemented if significant new facts are learned subsequent to its submission. By
providing this supplemental notice, Houser does not waive any rights or defenses regarding the 
applicability of the Maryland law, the applicability of the Maryland data event notification statute, 
or personal jurisdiction. 

At the time of the February Notice, Houser was working on identifying addresses for certain 
potentially impacted individuals. Specifically, Houser engaged additional external resources to
locate addresses for the remaining potentially affected individuals and undertook further efforts 
utilizing internal and external resources to determine appropriate contact information for those 
individuals. Houser recently completed this process. 

On March 26, 2024, Houser began mailing notice to an additional seven hundred seventy-three 
(773) Maryland residents, bringing the total number of affected individuals in this state to nine 
thousand five hundred four (9,504). The information that could have been subject to unauthorized 
access includes name, Social Security number, driver's license number, individual tax 
identification number, financial account information, and biometric data. Written notice is being 
provided in substantially the same form as the letter attached hereto as Exhibit B. 
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Houser is providing access to credit monitoring services for twelve (12) months, through IDX, a 
ZeroFox Company, to individuals whose personal information was potentially affected by this 
incident, at no cost to these individuals.

Additionally, Houser is providing impacted individuals with guidance on how to better protect 
against identity theft and fraud, including advising individuals to report any suspected incidents of 
identity theft or fraud to their credit card company and/or bank. Houser is providing individuals 
with information on how to place a fraud alert and security freeze on one’s credit file, information 
on protecting against tax fraud, the contact details for the national consumer reporting agencies, 
information on how to obtain a free credit report, a reminder to remain vigilant for incidents of 
fraud and identity theft by reviewing account statements and monitoring free credit reports, and 
encouragement to contact the Federal Trade Commission, their state Attorney General, and law
enforcement to report attempted or actual identity theft and fraud. 

Houser is providing written notice of this incident to relevant state regulators, as necessary, and to 
the three major credit reporting agencies, Equifax, Experian, and TransUnion. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at (267) 930-4788.

Very truly yours, 

Paul T. McGurkin, Jr. of 
MULLEN COUGHLIN LLC

PTM/ekw
Enclosure 
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Paul T. McGurkin, Jr. 
Office: (267) 930-4788
Fax: (267) 930-4771
Email: pmcgurkin@mullen.law

426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333

Mullen.law

February 28, 2024 

VIA E-MAIL 

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us 

Re: Notice of Data Event 

To Whom It May Concern: 

We represent Houser LLP (“Houser”) located at 9970 Research Drive, Irvine, CA 92618 and are writing to 
notify your office of an incident that may affect the security of certain personal information relating to eight 
thousand seven hundred thirty-one (8,731) Maryland residents. By providing this notice, Houser does not 
waive any rights or defenses regarding the applicability of Maryland law, the applicability of the Maryland 
data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

Houser provides legal services to commercial businesses and financial institutions. Houser was provided 
certain sensitive information from clients to provide such services. 

On May 9, 2023, Houser discovered that certain files on their computer systems had been encrypted. Houser 
immediately launched an investigation, with the assistance of third-party forensic specialists, to determine 
the nature and scope of the activity. The investigation determined that there was unauthorized access to the 
Houser network between May 7, 2023, and May 9, 2023, during which time certain files were copied and 
taken from the network. However, in June 2023, the unauthorized actor informed Houser that they deleted 
copies of any stolen data and would not distribute any stolen files. 

Houser retained a vendor to conduct a comprehensive review of the files potentially copied to determine 
whether these files contained any sensitive information. This process was resource intensive and involved 
multiple steps to ensure the accuracy and completeness of the review. On January 18, 2024, the review
was completed by the vendor. Our firm then analyzed the data and provided Houser with the results. Upon 
receipt of this file, Houser began notifying its clients of the investigation and findings and offered to mail 
letters to potentially impacted individuals on behalf of these clients. Houser then worked with clients to 
develop a plan to provide notice to impacted individuals affiliated with its clients.
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The information that could have been subject to unauthorized access for Maryland residents includes name 
and one or more of Social Security number, driver's license number, individual tax identification number, 
financial account information, and biometric data. 

Notice to Maryland Residents 

On February 28, 2024, Houser provided written notice of this incident to eight thousand seven hundred 
thirty-one (8,731) Maryland residents. Written notice is being provided in substantially the same form as 
the letter attached here as Exhibit A. 

Other Steps Taken and To Be Taken 

Upon discovering the event, Houser moved quickly to investigate and respond to the incident, assess the 
security of Houser systems, and identify potentially affected individuals. Further, Houser notified the FBI 
regarding the event. Houser has implemented additional safeguards and policies and procedures relating to 
data privacy, security and its network environment. These additional safeguards include, but are not limited 
to, deployment of RocketCyber, an endpoint detection and response tool. Houser has also implemented 
multi-factor authentication for Outlook 365, net extender VPN tunnel and remote desktop connection. 
Houser has also added ransomware detection software, implemented the use of phishing simulation 
software and conducted vulnerability assessment and penetration testing. Houser is providing access to 
credit monitoring services for twelve (12) months, through IDX, a ZeroFox Company, to individuals whose 
personal information was potentially affected by this incident, at no cost to these individuals. 

Additionally, Houser is providing impacted individuals with guidance on how to better protect against 
identity theft and fraud, including advising individuals to report any suspected incidents of identity theft or 
fraud to their credit card company and/or bank. Houser is providing individuals with information on how
to place a fraud alert and security freeze on one’s credit file, information on protecting against tax fraud, 
the contact details for the national consumer reporting agencies, information on how to obtain a free credit 
report, a reminder to remain vigilant for incidents of fraud and identity theft by reviewing account 
statements and monitoring free credit reports, and encouragement to contact the Federal Trade Commission, 
their state Attorney General, and law enforcement to report attempted or actual identity theft and fraud. 

Houser is providing written notice of this incident to relevant state regulators, as necessary, and to the three 
major credit reporting agencies, Equifax, Experian, and TransUnion. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security event, please 
contact us at (267) 930-4788. 

Very truly yours,

Paul T. McGurkin, Jr. of 
MULLEN COUGHLIN LLC 

PTM/ekw
Enclosure 
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Elaina Weber

From: Matthew Smith
Sent: Wednesday, February 28, 2024 5:33 PM
To: idtheft@oag.state.md.us
Cc: Jennifer Coughlin; Paul McGurkin; John Mullen; Elaina Weber; Matthew Smith
Subject: Houser LLP – Notice of Data Event – MD
Attachments: Houser LLP - Notice of Data Event - MD.pdf

Follow Up Flag: Follow up
Flag Status: Flagged

To Whom It May Concern, 

Please see the aƩached for noƟce of data event. 

Thank you, 

Matthew Smith 
Attorney
Mullen Coughlin LLC 
426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333 
(267) 930-2958 - Office 
(540) 419-9410 - Mobile 
msmith@mullen.law

This email may be an attorney-client communication or otherwise confidential and privileged. If you are not the intended recipient, or received it in 
error, do not review or copy. Please immediately notify the sender and permanently delete/destroy the email and attachments. 
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Elaina Weber

From: Matthew Smith
Sent: Tuesday, March 26, 2024 9:12 PM
To: idtheft@oag.state.md.us
Cc: Paul McGurkin; John Mullen; Elaina Weber; Matthew Smith
Subject: Houser LLP – Supplemental Notice of Data Event – MD
Attachments: Houser LLP - Supplemental Notice of Data Event - MD.pdf

Categories: zM:Houser LLP - Aug 2023 - RW - Claim No. 625387--517-066

To Whom It May Concern, 

Please see the aƩached for supplemental noƟce of data event. 

Thank you, 

Matthew Smith 
Attorney
Mullen Coughlin LLC 
426 W. Lancaster Avenue, Suite 200 
Devon, PA 19333 
(267) 930-2958 - Office 
(540) 419-9410 - Mobile 
msmith@mullen.law

This email may be an attorney-client communication or otherwise confidential and privileged. If you are not the intended recipient, or received it in 
error, do not review or copy. Please immediately notify the sender and permanently delete/destroy the email and attachments. 
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