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March 15, 2024 

VIA EMAIL: idtheft@oag.state.md.us 

The Honorable Anthony G. Brown 

Office of the Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Notice of Data Breach 

Dear Attorney General Brown: 

I am writing on behalf of The Biltmore Company, LLC (“Biltmore” or the “Company”), 

with its headquarters located at One North Pack Square, Asheville, NC, 28801, to report a recent 

data breach. Biltmore’s online store (biltmoreshop.com) is a website where consumers may

purchase wine and retail products. On February 16, 2024, Biltmore was notified that an 

unauthorized party inserted malicious code into the application Biltmore uses to process orders 

from this online retail store. The application is hosted by a third-party vendor. Biltmore 

immediately engaged its incident response team, including an external forensics and 

cybersecurity firm, to support its investigation, defense, and recovery. Through these actions, 

Biltmore contained the incident as of February 23, 2024. A forensic investigation was then 

conducted that confirmed that an unauthorized malicious party acquired payment card 

information from individuals who made purchases in the impacted online retail store beginning 

on December 5, 2023. Over the past several weeks, Biltmore undertook an extensive review of 

the incident to ensure that the Company accurately report the affected categories of data and 

individuals. Biltmore’s other technology systems, including those related to ticket sales, hotel 

stays, and in-person purchases made on-site at Biltmore properties, were not impacted by this 

incident. Please note, Biltmore is not aware of any misuse of the impacted information including 

identity theft, fraud, or financial losses resulting from this incident and this notice was not 

delayed by a law enforcement investigation.

The data exposed as a result of this incident included personal information of 246

Maryland residents. Formal, written notices are being sent to the impacted consumers by U.S. 

mail on March 15, 2024.

Biltmore has taken comprehensive actions to mitigate the incident, including notifying 

the FBI, successfully locking the unauthorized malicious party out of the impacted application, 

undertaking a full forensic investigation, and temporarily closing its online retail store. Biltmore 

has also taken numerous steps to remove the malicious code in the impacted application and is
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completely replacing the transaction environment. In addition, the Company is offering the 

impacted consumers a complimentary 24-month membership to Equifax’s Credit Watch™ Gold 

services, which includes credit monitoring, daily access to credit report, WebScan notifications, 

fraud alerts, Identity Restoration, and up to $1,000,000 of identity theft insurance coverage.

A copy of the template form of the notification letter that is being sent to the affected 

Maryland residents is included with this notice. As you will see, among other things, the letter 

(i) describes various steps that affected individuals can take to protect themselves, (ii) provides 

contact information for consumer reporting agencies and relevant governmental agencies, and 

(iii) provides enrollment information for 24 months of credit monitoring services, which the

Company is offering to the affected individuals at no cost. 

If you have any questions about the information provided in this letter, or this incident 

generally, please feel free to contact me at the email or phone numbers listed above. 

Sincerely, 

Christel E. Harlacher

Enclosure: Template Form Notification Letter 
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BILTMORJ"

March 15, 2024

1 North Pack Square 
Asheville, NC 28801 

00695-ADFPIN 00104 L00l Atrro •000001 

RE: Notice of Data Breach 

Dear_, 

I am writing on behalf of The Biltmore Company, LLC {"�9f-=i°;!l\t.:ompany") with important information about 
a data security incident involving our online retail store w�r� c wine and other retail items. Biltmore takes the 
protection and proper use of your personal information ver, seriously. We are writing to share information about this 
incident, provide details about the steps we have taken in response to this incident, and to explain the steps you 
can take to protect your personal information. We are not aware of any misuse of your information at this time, but 
we write to you out of an abundance of caution. 

What Happened: 

Biltmore's online store (biltmoreshop.com) is a website where consumers may purchase wine and retail products. 
On February 16, 2024, Biltmore was notified that an unauthorized party inserted malicious code into the application 
Biltmore uses to process orders from this online retail store. The application is hosted by a third-party vendor. 
Biltmore immediately engaged its incident response team, including an external forensics and cybersecurity firm, 
to support its investigation, defense, and recovery. Through these actions, Biltmore contained the incident as of
February 23, 2024. A forensic investigation was then conducted that confirmed that an unauthorized malicious party
acquired payment card information from individuals who made purchases in our online retail store beginning on 
December 5, 2023. Over the past several weeks, we undertook an extensive review of the incident to ensure that 
we accurately report the affected categories of data and individuals. Biltmore's other technology systems, including 
those related to ticket sales, hotel stays, and in-person purchases made on-site at Biltmore properties, were not 

impacted by this incident. Please note, Biltmore is not aware of any misuse of your information including identity
theft, fraud, or financial losses resulting from this incident and this notice was not delayed by a law enforcement 
investigation. 

What Information Was Involved: 

The incident involved your name, address, email address, payment card number, expiration date, and Card 
Verification Value ("CW") or similar security code. The malicious actor was able to access the information as it was 
entered into the online store when you were making a purchase. Biltmore does not store your full payment card 
information. 

What We Are Doing: 

We have taken comprehensive actions to mitigate the incident, including notifying the FBI, successfully locking 
the unauthorized malicious party out of the impacted application, undertaking a full forensic investigation, and 
temporarily closing our online retail store. We have also taken numerous steps to remove the malicious code in the 
affected application and we are completely replacing the transaction environment. 
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To assist consu ers ho ere a ected y this incident, e have secured Equi a s Credit atch Gold services 
to provide identity onitoring and additional services at no cost to you or 2  onths. Equi a  is an A erican 

ultinational consu er credit reporting agency ith e tensive e perience serving people ho have sustained an 
unintentional e posure o con dential data.

Visit www.equifax.com/activate to activate and take advantage o  your identity onitoring services.
You have until July 31, 2024, to activate your identity monitoring services.
Activation Code: 

Additional in or ation descri ing your services is included ith this letter.

What You Can Do:
Please revie  the Additional Resources section included ith this letter. This section descri es additional steps you 
can take to help protect your personal in or ation, including reco endations y the Federal Trade Co ission 
FTC  regarding identity the t protection and details on ho to place a raud alert or a security ree e on your credit 
le. ou should also report any suspected incident o  identity the t to la en orce ent, and you can o tain a copy o  

any resulting police report. I you do suspect that you have een the victi  o  identity the t, please noti y your state 
Attorney General and the Federal Trade Commission. 

For More information:
I you have questions, please call 844-673-5167, Monday through Friday rom 9 a.m. to 9 p.m. Eastern Time to 
speak ith an Equi a  specialist that iltmore has retained to assist you. Please have your activation code ready.

e deeply regret any e ect this incident may have on you. e have een orking diligently to address this incident. 
Protecting personal in ormation is very important to us and e are committed to providing you ith services to 
address this matter. 

e sincerely apologi e or any inconvenience it may cause you. 

Sincerely,

Timothy Rose rock
Vice President Compliance & Legal Services
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Federal Trade Commission and State Attorneys General O ces. I  you elieve you are the victim o  identity
the t or have reason to elieve your personal in ormation has een misused, you should immediately contact the 
Federal Trade Commission and/or the Attorney General s o ce in your home state. ou may also contact these 
agencies or in ormation on ho to prevent or minimi e the risks o  identity the t.

ou may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, 
N , ashington, DC 20580, . tc.gov/ cp/edu/microsites/idthe t/, 1 877 IDT EFT 8 8 .

For Maryland residents: ou may contact the Maryland O ce o  the Attorney General, Consumer
Protection Division, 200 St. Paul Place, altimore, MD 21202, .oag.state.md.us, 1 888 7 002  or
1 10 528 8662. The iltmore Company, LLC is located at 1 North Pack Square Asheville, NC 28801.

For New York residents: The Attorney General may e contacted at: O ce o  the Attorney General,  
The Capitol, Al any, N 1222 0 1  1 800 771 7755  https://ag.ny.gov/.

For North Carolina residents: ou may contact the North Carolina O ce o  the Attorney General, 
Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC 27699 9001, .ncdo .gov,  
1 877 566 7226, 1 877 5 NO SCAM, or 1 919 716 6000.

For Rhode Island residents: This incident impacted our  Rhode Island residents. ou may contact 
the RI O ce o  the Attorney General, 150 South Main Street, Providence, RI 0290 , 01  27 00   
http:// .riag r gov/ConsumerProtection/A out.php Under Rhode Island la , you have the right to 
o tain any police report led in regard to this incident.

For Washington D.C. residents: The District o  Colum ia Attorney General may e contacted at:  
00 6th Street, N , ashington, DC 20001  202 727 00 and https://oag.dc.gov/

Reporting of identity theft and obtaining a police report.

For Iowa residents: ou are advised to report any suspected identity the t to la  en orcement or to the 
Io a Attorney General.

For Oregon residents: ou are advised to report any suspected identity the t to la en orcement, the 
Federal Trade Commission, and the Oregon Attorney General.




