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RE: Data Breach Reporting 

Dear Maryland Attorney General: 

Pursuant to MD Commercial Code §14–3504 (h), we are writing on behalf of our client Ace 

Hardware Corporation to provide notice regarding a data security incident involving five (5) 

Maryland residents. By providing this notice, Ace does not waive any rights or defenses 

regarding the applicability of Maryland law and/or waive the attorney-client privilege and/or 

work product doctrine.

Nature of the Incident 

On October 29, 2023, Ace detected a data security incident that resulted in the encryption of 

certain corporate systems (the "Incident"). The Incident did not involve local systems at Ace 

stores. In response to the Incident, Ace engaged experienced third-party cyber specialists to 

contain and investigate the Incident. Ace also cooperated with federal law enforcement who 

was actively investigating the unauthorized actor responsible for this Incident. After an in-

depth investigation, Ace determined that an unauthorized actor gained access to Ace's corporate 

network between October 27-29, 2023. Ace commenced a lengthy review process to identify

the specific data potentially accessed by the unauthorized actor and individuals impacted. On 

March 13, 2024, Ace concluded its review of impacted data and determined that five (5) 

Maryland residents were impacted. The information subject to unauthorized access included 

name and Social Security Number. In response to the incident, Ace has taken numerous steps 

to prevent reoccurrence, including, but not limited to, implementing additional technical 

safeguards to further enhance the security of information in its possession. 

Notice to Five (5) Maryland Residents 

Ace is providing notice to all potentially-affected individuals and providing twelve (12) 

months of free identity-theft protection services. Notice to these individuals will be mailed by

USPS on or about April 1, 2024. Enclosed for your reference is a sample of the notice. 

Contact Information 

Please feel free to contact me with any questions at Justine.Phillips@bakermckenzie.com or 

(760) 822-3766.

Justine Phillips 

Partner 

March 28, 2024 

VIA EMAIL 

Maryland Attorney General 

Idtheft@oag.state.md.us 
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Notice of Data Breach 

Ace Hardware Corporation (“Ace”) is writing to inform you of a data security incident that involved your personal 
information. Ace values its employees and is committed to protecting your personal information, which is why we 
are writing to explain what happened, what information was involved, our response, and resources available to 
further protect your personal information. 

WHAT HAPPENED?

On October 29, 2023, Ace discovered a data security incident that impacted certain corporate systems. The 
incident did not involve local systems at Ace stores. Upon discovery, we took immediate action to secure our
environment and investigate, which included engaging third-party specialists to determine the nature, scope and 
impact of the incident. After a thorough investigation, we determined that certain information maintained on our
corporate network may have been accessed by the unauthorized actor between October 27-29, 2023. We then 
began a lengthy review process to identify the specific data potentially accessed and individuals impacted. On 
March 13, 2024, we concluded our review of impacted data and determined that your personal information was 
included.

WHAT INFORMATION WAS INVOLVED?
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Ace Hardware Corporation
2915 Jorie Blvd
Oak Brook, IL, United States, 60523 April 1, 2024

L0931-L01

Dear ,

The types of information involved include your first and last name, in combination with your . To
date, we have no evidence of misuse of any of the data involved in this incident.

WHAT WE ARE DOING.

We have taken the steps necessary to address the incident and are committed to protecting the information you
have entrusted to us. Immediately upon detecting this incident, we took steps to secure our environment from
further risk, began remediation and recovery efforts, and launched a thorough investigation in partnership with
third-party cybersecurity experts. We also worked closely with law enforcement who is conducting an active
investigation into the unauthorized actor responsible for this incident. Ace also implemented additional technical
safeguards to further enhance the security of information in our possession and to help prevent similar events
from happening in the future.

In addition, out of an abundance of caution, we are offering you complimentary membership of
Experian’s® IdentityWorksSM credit monitoring and identity protection services. Steps to enroll in this service are
detailed below. This service helps detect possible misuse of your personal information, provides you with
identity protection support and helps with resolution of identity theft. Its services include a bureau credit report,
credit monitoring, and identity restoration support.
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Steps You Can Take to Protect Against Identity Theft and Fraud 

Order Credit Report 
We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 
statements, and to monitor your credit reports for suspicious activity. Under U.S. law you are entitled to one free 
credit report annually from each of the three major credit reporting bureaus. To order your free credit report, visit 
www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major credit 
bureaus directly to request a free copy of your credit report. 

Place A Fraud Alert 
At no charge, you can also have these credit bureaus place a “fraud alert” on your file that alerts creditors to take 
additional steps to verify your identity prior to granting credit in your name. Note, however, that because it tells 
creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit while the agency
verifies your identity. As soon as one credit bureau confirms your fraud alert, the others are notified to place fraud 
alerts on your file. Should you wish to place a fraud alert, or should you have any questions regarding your credit 
report, please contact any one of the agencies listed below. 

Experian Equifax TransUnion 
Phone 1-888-397-3742. 1-800-525-6285 or

1-888-766-0008 
1-800-680-7289 

Address Experian Fraud Division 
P.O. Box 9554

Allen, TX 75013 

Equifax Consumer Fraud 
Division 

PO Box 740256
Atlanta, GA 30374 

TransUnion LLC 
P.O. Box 2000 

Chester, PA 19016 

Online Credit 
Report Fraud 

Alert Form 

https://www.experian.com/fra
ud/center.html 

https://www.equifax.com/perso
nal/credit-report-services/

https://fraud.transunion.co
m/fa/fraudAlert/landingPa

ge.jsp 

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the 
three bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. You will 
receive confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for
your review. An initial fraud alert will last for one year.

Place A Security Freeze 
You may also place a security freeze on your credit reports. A security freeze prohibits a credit bureau from 
releasing any information from a consumer’s credit report without the consumer’s written authorization. However, 
please be advised that placing a security freeze on your credit report may delay, interfere with, or prevent the 
timely approval of any requests you make for new loans, credit mortgages, employment, housing, or other
services. Under federal law, you cannot be charged to place, lift, or remove a security freeze. You will need to 
place a security freeze separately with each of the three major credit bureaus listed above if you wish to place a 
freeze on all your credit files. To find out more on how to place a security freeze, you can use the following contact 
information: 

Experian Equifax TransUnion 
Address Experian Security Freeze 

P.O. Box 9554
Allen, TX 75013

Equifax Security Freeze 
P.O. Box 105788 

Atlanta, Georgia 30348 

TransUnion LLC 
P.O. Box 2000 

Chester, PA 19016 
Online 

Security
Freeze Form 

https://www.experian.com/fr
eeze/center.html 

https://www.equifax.com/per
sonal/credit-report-services 

https://www.transunion.com/
credit-freeze 

To request a security freeze, you will need to provide some or all the following information to the credit reporting 
agency, depending on whether you do so online, by phone, or by mail.: 

1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.) 
2. Social Security Number
3. Date of Birth 0000001
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