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Good afternoon, 
 
Attacker gained access to Alan Ritchey, Inc.’s Domain Computer and Servers, encrypted and locked them out of access 
beginning early morning February 6, 2024 at 04:30 AM Central Time. IT was called by their dispatch of a system 
malfunction. Upon their arrival at the site, their servers were nonfunctional, and a ransom text file was discovered in the 
folders from the unauthorized user. Since they had intact off-site copies, their systems have been restored using those 
and no contact was made with the attackers. The FBI was notified February 14, 2024. Third-party cyber forensics was 
obtained, and they ascertained information was exfiltrated January 29, 2024. Continued internal review of the data was 
completed April 1, 2024 that fully identified affected individuals. In total 12,885 individuals’ names, along with social 
security numbers and driver’s license numbers were exfiltrated. This included one (1) Maryland resident. 
 
To mitigate future occurrences, Alan Ritchey, Inc. has increased their technical security. Attached is the draft notification 
letter we anticipate will be mailed next week. 
 
Please let us know if any further information is needed. Thank you kindly. 
Christine 
 
Christine A. Chasse RN, JD, MSN, NE-C, CIPP/US | Associate 
Spencer Fane LLP 

2200 Ross Ave, Suite 4800 | Dallas, TX 75201 
O 214.459.5884   M 817.773.8165    
cchasse@spencerfane.com | spencerfane.com 
 
 



<<First Name>> <<Last Name>>

<<Address1>> <<Address2>>

<<City>>, <<State>> <<Zip>>

<<Date>>

Notice of Data Breach

Dear <<First Name>> <<Last Name>>, 

We are contacting you regarding a data security incident that occurred on February 6, 2024 when an unauthorized user

accessed Alan Ritchey, Inc. (“Alan Ritchey”) server. As a result of this security incident, some of your personal 

information was exposed to others. Therefore, out of an abundance of caution, we are notifying you of this incident.

What Happened 

In the early morning hours of February 6, 2024, we recognized an unauthorized user was on our server. We quickly

terminated their access, notified law enforcement and obtained a reputable third-party forensics vendor to analyze the 

scope of their unauthorized access. On February 29, 2024, after learning more information through the investigation into

this security incident, Alan Ritchey discovered that certain personally identifiable information was contained within the 

server. We have been diligently working through this supplied information and further determined your information was 

included. We are notifying you of this incident at this time. 

What Information Was Involved 

Although the specific information that was contained within the server varies by individual, such information may include:

first and last name, address, date of birth, phone number, address, Social Security number, passport number, driver’s 

license number, birth certificate, and drug test results. 

What We Are Doing 

At Alan Ritchey, we take the responsibility of maintaining non-public information seriously. We have, and will continue 

to, implement additional security controls to reduce the risk of a similar incident occurring again. In addition, we are 

offering identity theft protection services to all impacted adults through IDX, A ZeroFox Company, the data breach and 

recovery services expert. IDX identity protection services include: 12 months of credit and CyberScan monitoring, a 

$1,000,000 insurance reimbursement policy, and fully managed ID theft recovery services. With this protection, IDX will 

help you resolve issues if your identity is compromised.

Enrollment Code: <<XXXXXXXX>>

To Enroll, Scan the QR Code Below: 

Or Visit:

https://response.idx.us/customending 








