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If your office requires any further information in this matter, please contact me at +1 206-
839-4300 or JSantiesteban@orrick.com.

Sincerely, 

/s/ Joseph Santiesteban 

Joseph Santiesteban 
Partner
Orrick, Herrington, & Sutcliffe, LLP



 

 
 

 

 

 

 
 
 

 

 
 
 
 
 

 

 
 

 
 
 

What we are doing: 

FPD is working with cybersecurity experts to deploy additional safeguards onto our systems, including 
reinforcing our security practices and actively reviewing our systems to enhance security monitoring and 
controls. 

However, FPD is offering you a complimentary 24-month membership to Experian’s® IdentityWorksSM. This 
product provides you with identity detection and resolution of identity theft. To activate your membership and 
start monitoring your personal information please follow the steps below: 

• Ensure that you enroll by: June 30, 2024 (Your code will not work after this date.) 
• Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit 
• Provide your activation code: 

Please see Attachment A for additional details regarding these services. You must enroll by June 30, 2024 to 
receive these services.
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April 2, 2024

Re: Notice of Data Breach

Sample A. Sample:

We are writing to inform you that some of your personal information was recently involved in a cybersecurity
incident. Please read this notice carefully, as it provides up-to-date information on what happened and what we
are doing, as well as information on how you can obtain complimentary credit monitoring.

What happened?

On February 22, 2024, FDP Company (“FPD”) identified unusual activity on our systems resulting from
unauthorized activity. Upon detection, we promptly took steps to stop the activity and took certain systems
offline. We began an investigation with assistance from a cybersecurity firm and are in close contact with law
enforcement. We have high confidence that our efforts have stopped the incident, and our cybersecurity experts
have not identified any new unauthorized activity since February 22, 2024.

What personal information was involved?

During the incident, the unauthorized actor downloaded some company files. Once we identified the affected
files, we began a process to determine whether any personal information was affected and to whom it relates.

We recently determined that some of your personal information was downloaded without authorization and
includes: [IMPACTED DATA ELEMENTS]. [VTEXT-U:DRIVE: Personal information you may have stored on
your corporate U:Drive folder(s) may also have been downloaded.]

ATTACHMENT A - SAMPLE NOTICE





Attachment A – ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS 
MEMBERSHIP

If you have questions about the product, need assistance with Identity Restoration that arose as a result of 
this incident or would like an alternative to enrolling in Experian IdentityWorks online, please contact 
Experian’s customer care team at 833-918-8818 by June 30, 2024. Be prepared to provide engagement 
number B118085 as proof of eligibility for the Identity Restoration services by Experian. 

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian 
immediately regarding any fraud issues, and have access to the following features once you enroll in 
Experian IdentityWorks: 

 Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.*

 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration specialists are immediately available to help you 

address credit and non-credit related fraud. 
 Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity Restoration 

support even after your Experian IdentityWorks membership has expired. 
 $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized 

electronic fund transfers. 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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ADDITIONAL RESOURCES 

Your state attorney general may also have advice on preventing identity theft, and you should report instances 
of known or suspected identity theft to law enforcement, your state attorney general, or the FTC. 

Maryland Residents: The Attorney General can be contacted at Office of Attorney General, 200 St. Paul Place, 
Baltimore, Maryland 21202; +1 (888) 743-0023; or www.marylandattorneygeneral.gov. 

For California and West Virginia residents: You may obtain one or more (depending on the state) additional 
copies of your credit report, free of charge. You must contact each of the credit bureaus directly to obtain such 
additional report(s). 
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