
Jackson Lewis P.C. 

666 Third Avenue 

29th Floor

New York, NY 10017

(212) 545-4063 
www.jacksonlewis.com 

Damon W. Silver
Direct: (212) 545-4063 
damon.silver@jacksonlewis.com 

By Email: idtheft@oag.state.md.us 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: Data Incident Notification1

April 5, 2024 

Dear Sir or Madam: 

We are writing to notify your office that Tiegerman (“the School”) was the subject of a 
criminal cyberattack (the “Incident”) on September 25, 2023. The School immediately commenced an 
investigation of the Incident, with assistance from third party experts, for the purpose of determining its 
scope and the identities of those the Incident may have affected. 

Through its extensive investigation, the School determined that the Incident resulted in the 
encryption of certain files stored on the School’s information systems. Although the School found no 
indications that the protected health information (“PHI”) and/or personally identifiable information (“PII”) 
stored in the encrypted files was subject to unauthorized access or acquisition, it nevertheless undertook the 
time- and resource-intensive steps of identifying that information and the individuals to whom it relates. 

On or about January 4, 2024, the School determined that files containing PII related to 
three (3) Maryland residents may have been accessed by the bad actor. Out of an abundance of caution, 
and in accordance with applicable law, the School will provide notice on a rolling basis to the affected 
Maryland residents, in the form enclosed as Exhibit A, so that they can take steps to minimize the risk that 
their information will be misused.

As set forth in the enclosed letter, the School took a number of steps to mitigate the risk 
that the Incident would result in harm and to further bolster the School’s data security program. Those 
steps include: isolating the affected systems and taking them offline; severing VPN connectivity to all 
remote locations; recovering impacted data from backups (after confirming integrity and cleanliness) to 
avoid disruption to student services and other business operations; restoring and rebuilding impacted 
servers; deploying a round-the-clock endpoint detection and response solution; conducting dark web 

1 Please note that Tiegerman does not, by providing this letter, agree to the jurisdiction of the State of Maryland, nor 
waive its right to challenge jurisdiction in any subsequent actions. 



monitoring; conducting round-the-clock DMARC monitoring; and conducting automated recurring PEN 
and PII scans. The School also upgraded its on-premises server’s active directory to utilize DUO MFA. 

We will continue to monitor this situation and will update you on any significant 
developments. If you require any additional information on this matter, please contact me. 

Sincerely, 

JACKSON LEWIS, P.C. 

/s/ Damon W. Silver 

Damon W. Silver 

cc: Melissa Pascualini (Jackson Lewis P.C.) 

4853-8421-8016, v. 3 




























