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April 16, 2024
Dominik Cvitanovic

(504)-702-1710 
Dominik.Cvitanovic@WilsonElser.com

Via E-Mail: Idtheft@oag.state.md.us 

Attorney General Anthony Brown
Office of the Attorney General
Identity Theft Unit
200 St. Paul Place
Baltimore, MD 21202

Re: Our Client : Roman Catholic Diocese of Phoenix

Wilson Elser File # : 16516.02218 

Dear Attorney General Brown:

Wilson Elser Moskowitz Edelman and Dicker LLP (“Wilson Elser”) represents The Roman 
Catholic Diocese of Phoenix (the “Diocese”) with respect to a data privacy incident (hereinafter, 
the “Incident”). The Diocese takes the security and privacy of the information in its control very
seriously, and has taken steps to prevent a similar incident from occurring in the future. 

This letter will serve to inform you of the nature of the Incident, what information may have been 
compromised, the number of Maryland residents being notified, and the steps that the Diocese has 
taken in response to the Incident. We have also enclosed hereto a sample of the notification made 
to the potentially impacted individuals, which includes an offer of free credit monitoring services. 
By providing this notice, the Diocese does not waive any rights or defenses regarding the 
applicability of Maryland law, the applicability of the Maryland data event notification statute, or 
personal jurisdiction. 

1. Nature of Security Incident

On January 17, 2024, the Diocese discovered suspicious activity in its network environment. Upon 
discovery of this incident, the Diocese promptly took steps to secure its network and engaged a 
specialized cybersecurity firm to investigate the nature and scope of the incident. As a result of the 
investigation, the Diocese learned that an unauthorized actor accessed certain files and data stored 
within our network, including pension data for the Diocese.

Upon learning this, the Diocese began a time-consuming and detailed reconstruction and review



The Roman Catholic Diocese of Phoenix
Our File No. 16516.02218

April 16, 2024
Page 2

294983537v.1

of the data stored on the server at the time of this incident to understand whose information was 
affected. On March 23, 2024, the Diocese identified persons whose sensitive data was included 
within the impacted data. At this time, we have no evidence any of the information has been 
misused by a third party.

1. Number of Maryland Residents Affected

A total of sixty-three (63) Maryland residents were potentially affected by this incident. The 
investigation determined that the potentially impacted personal information included: name, 
address, date of birth, and Social Security number.

Notification letters to the potentially impacted individuals were mailed on April 15, 2024, by first 
class mail. A sample copy of the notification letter is included with this letter under Exhibit A.

2. Steps taken in response to the Incident

Data security is one of the Diocese’s highest priorities. Upon detecting this incident, the Diocese 
moved quickly to initiate an investigation to identify potentially affected individuals. The Diocese 
retained a leading data privacy and cybersecurity firm who assisted in the investigation. The 
Diocese also deployed additional monitoring tools and will continue to enhance the security of its 
systems. The Diocese take the protection and proper use of personal information very seriously. 

The Diocese is also offering twelve (12) months of complimentary credit monitoring and identity
theft restoration services through Identity Force, a TransUnion company, to affected Maryland 
individuals to help protect their identity. Additionally, the Diocese provided guidance on how to 
better protect against identity theft and fraud, including providing information on how to place a 
fraud alert and security freeze on one’s credit file, the contact details for the national consumer 
reporting agencies, information on how to obtain a free credit report, a reminder to remain vigilant 
for incidents of fraud and identity theft by reviewing account statements and monitoring free credit 
reports, and the contact details for the Federal Trade Commission.

3. Contact Information

The Diocese remains dedicated to protecting the sensitive information in its control. If you have 
any questions or need additional information, please do not hesitate to contact me at 
Dominik.Cvitanovic@WilsonElser.com or 504.372.6698.

Sincerely,

Wilson Elser Moskowitz Edelman & Dicker LLP

Dominik J. Cvitanovic, Esq.
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EXHIBIT A










