
Husch Blackwell LLP

Erik M. Dullea 
Partner 

1801 Wewatta Street, Suite 1000
Denver, CO 80202 
Direct: 303.749.7270 
Fax: 303.749.7272 
Erik.Dullea@huschblackwell.com 

April 18, 2024 

VIA EMAIL 

Attorney General Anthony Brown 
Office of the Attorney General 
Identity Theft Unit 
200 St. Paul Place, 25th Floor
Baltimore, MD 21202 
Email: idtheft@oag.state.md.us

Re: Supplemental Notice of Data Security Incident 

Dear Attorney General Brown: 

Husch Blackwell LLP represents Vericast Digital Corp. (“Vericast,” “our,” or “we”), 
headquartered in San Antonio, Texas. We write to provide you with an update for a data security
incident described in more detail below. Vericast takes its security and privacy obligations with 
respect to the personal information of residents in your state very seriously.

This letter reviews and confirms the nature of the security incident, the number of New
Hampshire residents who have been notified, the information potentially compromised, and the
mitigation and remediation steps that Vericast has already taken or will take.

Nature of the Security Incident: 

Vericast offers dental benefits to its employees through Delta Dental. On December 13, 2023, 
Delta Dental sent Vericast an email disclosing that a security incident had occurred that may
have impacted the personal information, including protected health information (“PHI”), of 
Vericast employees and family members who receive their benefits through Delta Dental. 

Over the last eight weeks, Vericast received updates from Delta Dental about the security
incident, including the notifications Delta Dental provided to the individuals who were affected 
by the security incident. Enclosed in Schedule 1, we provide a copy of the notification Delta 
Dental made to the impacted individuals. In Schedule 2, we provide a list of the individuals in 
your jurisdiction who were affected by this incident. In Schedule 3 we provide an example of the
notification Vericast made to our employees who were affected by Delta Dental’s incident.
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It is also our understanding that Delta Dental notified your office of the security incident, but we
do not possess a copy of that notification. Notwithstanding Delta Dental’s notification, as the 
data owner, pursuant to Md. Code, Com. § 14-1305, Vericast provides this supplemental 
notification to your office, and to confirm that Vericast has also notified its employees who were
affected by this Delta Dental incident.

Details of Security Incident Received from Delta Dental: 

On June 1, 2023, Delta Dental learned unauthorized actors exploited a vulnerability affecting the 
MOVEit file transfer software application. After being alerted of the incident, Delta Dental 
launched an investigation and took steps to contain and remediate the incident. Delta Dental 
stopped access to the MOVEit software, removed the malicious files, conducted an analysis of 
the MOVEit database, applied the recommended patches, reset administrative passwords to the 
MOVEit system, and enhanced unauthorized access monitoring related to MOVEit Transfer file 
access, malicious activity, and ransomware activity. 

On July 6, 2023, the investigation confirmed that Delta Dental information on the MOVEit 
platform had been accessed and acquired without authorization between May 27 and May 30, 
2023. Delta Dental then engaged independent third-party experts in computer forensics, analytics 
and data mining to determine what information was impacted and with whom it is associated.

Delta Dental concluded the investigation on or about November 27, 2023. In the investigation, 
the third-party forensic analysts determined that personal information, including PHI, associated 
with Vericast employees was affected. Delta Dental notified law enforcement about this incident, 
and Vericast understands that Delta Dental continues to cooperate with law enforcement. 

Information Impacted: 

• Protected Health Information 
• Date of Birth 
• Social Security Number. 

Please note that not every individual had the same information categories affected. 

Number of Maryland Residents Affected:

A total of sixteen (16) residents of Maryland were affected by this security incident. A list of 
affected residents in your jurisdiction is available for your reference in Schedule 2.

Steps Taken: 

Vericast remains in contact with Delta Dental and provided authorization for Delta Dental to
notify affected individuals directly. In addition to Delta Dental’s notification to affected 
individuals, Delta Dental committed to providing free identity monitoring services to the affected 
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individuals. Vericast provided notification to its employees that were impacted by this incident, 
encouraging such employees to review correspondence from Delta Dental and utilize the free 
identity monitoring services. Vericast has now received confirmation that Delta Dental mailed 
the notifications to all impacted Vericast employees, and Vericast continues to work with 
employees who may have lost or misplaced their notifications to ensure they are able to sign up
for the identity monitoring services. 

Contact Information: 

The contact at Vericast is Kristin Whitehead, VP, Chief Privacy Officer. Kristin Whitehead can 
be contacted at kristin.whitehead@vericast.com. You may also contact me via the information 
provided below with any questions or concerns.

Sincerely, 

HUSCH BLACKWELL LLP

Erik M. Dullea 
1801 Wewatta Street, Suite 1000 
Denver, CO 80202 
Direct: 303.749.7270
Fax: 303.749.7272 
Erik.Dullea@huschblackwell.com 
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Schedule 1

DELTA DENTAL’S NOTIFICATION TO VERICAST EMPLOYEES 
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Schedule 2

AFFECTED INDIVIDUALS WITHIN THE JURISDICTION

Delta Dental Incident Involving 
Vericast Employees 

Total Individuals Affected 1378 

Maryland Residents 16 



Husch Blackwell LLP

Schedule 3

VERICAST’S NOTIFICATION TO VERICAST EMPLOYEES




