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April 18, 2024

VIA EMAIL

Attorney General Anthony Brown
Office of the Attorney General
Identity Theft Unit

200 St. Paul Place, 25" Floor
Baltimore, MD 21202

Email: idtheft@oag.state.md.us

Re:  Supplemental Notice of Data Security Incident

Dear Attorney General Brown:

Husch Blackwell LLP represents Vericast Digital Corp. (“Vericast,” “our,” or “we”),
headquartered in San Antonio, Texas. We write to provide you with an update for a data security
incident described in more detail below. Vericast takes its security and privacy obligations with
respect to the personal information of residents in your state very seriously.

This letter reviews and confirms the nature of the security incident, the number of New
Hampshire residents who have been notified, the information potentially compromised, and the
mitigation and remediation steps that Vericast has already taken or will take.

Nature of the Security Incident:

Vericast offers dental benefits to its employees through Delta Dental. On December 13, 2023,
Delta Dental sent Vericast an email disclosing that a security incident had occurred that may
have impacted the personal information, including protected health information (“PHI”), of
Vericast employees and family members who receive their benefits through Delta Dental.

Over the last eight weeks, Vericast received updates from Delta Dental about the security
incident, including the notifications Delta Dental provided to the individuals who were affected
by the security incident. Enclosed in Schedule 1, we provide a copy of the notification Delta
Dental made to the impacted individuals. In Schedule 2, we provide a list of the individuals in
your jurisdiction who were affected by this incident. In Schedule 3 we provide an example of the
notification Vericast made to our employees who were affected by Delta Dental’s incident.
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It is also our understanding that Delta Dental notified your office of the security incident, but we
do not possess a copy of that notification. Notwithstanding Delta Dental’s notification, as the
data owner, pursuant to Md. Code, Com. § 14-1305, Vericast provides this supplemental
notification to your office, and to confirm that Vericast has also notified its employees who were
affected by this Delta Dental incident.

Details of Security Incident Received from Delta Dental:

On June 1, 2023, Delta Dental learned unauthorized actors exploited a vulnerability affecting the
MOVE:it file transfer software application. After being alerted of the incident, Delta Dental
launched an investigation and took steps to contain and remediate the incident. Delta Dental
stopped access to the MOVE:it software, removed the malicious files, conducted an analysis of
the MOVEit database, applied the recommended patches, reset administrative passwords to the
MOVEit system, and enhanced unauthorized access monitoring related to MOVEit Transfer file
access, malicious activity, and ransomware activity.

On July 6, 2023, the investigation confirmed that Delta Dental information on the MOVEit
platform had been accessed and acquired without authorization between May 27 and May 30,
2023. Delta Dental then engaged independent third-party experts in computer forensics, analytics
and data mining to determine what information was impacted and with whom it is associated.

Delta Dental concluded the investigation on or about November 27, 2023. In the investigation,
the third-party forensic analysts determined that personal information, including PHI, associated
with Vericast employees was affected. Delta Dental notified law enforcement about this incident,
and Vericast understands that Delta Dental continues to cooperate with law enforcement.

Information Impacted:

e Protected Health Information
e Date of Birth
e Social Security Number.

Please note that not every individual had the same information categories affected.

Number of Marvland Residents Affected:

A total of sixteen (16) residents of Maryland were affected by this security incident. A list of
affected residents in your jurisdiction is available for your reference in Schedule 2.

Steps Taken:

Vericast remains in contact with Delta Dental and provided authorization for Delta Dental to
notify affected individuals directly. In addition to Delta Dental’s notification to affected
individuals, Delta Dental committed to providing free identity monitoring services to the affected
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individuals. Vericast provided notification to its employees that were impacted by this incident,
encouraging such employees to review correspondence from Delta Dental and utilize the free
identity monitoring services. Vericast has now received confirmation that Delta Dental mailed
the notifications to all impacted Vericast employees, and Vericast continues to work with
employees who may have lost or misplaced their notifications to ensure they are able to sign up
for the identity monitoring services.

Contact Information:

The contact at Vericast is Kristin Whitehead, VP, Chief Privacy Officer. Kristin Whitehead can
be contacted at kristin.whitehead(@yvericast.com. You may also contact me via the information
provided below with any questions or concerns.

Sincerely,

HUSCH BLACKWELL LLP

Erik M. Dullea

1801 Wewatta Street, Suite 1000
Denver, CO 80202

Direct: 303.749.7270

Fax: 303.749.7272
Erik.Dullea@huschblackwell.com
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Schedule 1
DELTA DENTAL’S NOTIFICATION TO VERICAST EMPLOYEES
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What You Can Do: . '

We encourage you 0 remain vigilant by reviewing your account statemenis and credit repoats ClOifi:t' and immedeately
reporting any sSuspicious activity to the company that mainsairs the account for you. At the end of this letter, we have
arovided you with sdditional information regarding steps you can take to belp protect yourself and your personal
nformasion, 1 uding recommendations by the Federal Trade Commission regarding identity theft protection and details

on how 1o place a fraud alert or a security freeze on your credit file. We encourage you to review that additional
information.

To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to provide
sdentity monitoning at no cost o you for twenty-four months, Kroll is a global leader in nsk mutigation and response, and
their team has extensive experience helping people who have sustained an unintentional exposure of confidential data

Your Wdentity monitoring services include Crecht Monitoring, $1 Million Identity Fraud Loss Rembursement, Fraud
Consultation, and [dentity Theft Restonation

Visit https:denroll. krolimonitoring.com to activate and take advantage of your idenlity monitoring services
You have until April 8, 2024 1o activate your identity mownitoring services.

For more information about Kroll and your Identity Monitoring services, you can visit info krollmonitoring com
For More Information:

If you have questions, please call 800-693-2571 800 a.m. to 5:30 p.m. Central Time, Monday through Friday, excluding
myor US. holidays. Please have your membership number ready. Helping protect your information is important to us
We sincerely apologize for any inconvenience this incident may cause you.,

Sincerely,

Delta Dental of California and affiliates



Recommended Steps to Help Protect Your Information

1. Website and Enroliment. Go 1o Mtps:fearcll krollmonitoring,com and follow instroctions for emrollment using
your Merberthen Number provided m the leuter

2. Activate the credit monitoring provided as part of you Kroll identity monitocmg membership. Note: You mmast kave

established crodit und access to 8 computes and the internet 1o use this service. 1f you ooed mstance, Kroll will be able
W BSINT you

3. Telephone. Conzact Kroll at 800-693-247) to gain additional mformation abeut this ¢ vent and sprak with knowlcdgeable
represerativies about the appropnate steps to make 1o profect your cedis demaity

4. Review yoar credit reports. We recommend that you remam vigiant by reviewing sccount staiements and monstoning
credit reports. Under federal law, you also are entitled cvery 12 moaths w0 oec free copy of your credil report from cach
of the three mayjor credit reporting comparnses To obeain & free annual credst repon, go o wywannualoreditrepott tom
o call 1-877-322.5228 You may wish to stagger your roquess so that yoa receive a free report by omt of the three credit
burcaus cvery fow months.

You should also know that you heve the right 1o ile 3 police report # you ever experience identity fraud Please mote that
ia order to file a crime Teport o¢ (acident report with Lo enforcement for identicy theft, you will likely need 1o provide
some. hisd of proof that you have boem a victim. A polsse repart i often required (o duspute fawdulent vems. You can
report suspected incidents of dentuty thefl to local lsw enforcement o 1o the Anoeney General.

S. Place Fraud Alerts with the threc credut bureaus. [{ you choose to place a fraad slert, we rocommiend you do thes after
actvating your credst moninemg. You can place a fraud alert 2 one of the theee major credit burcaus by phooc and also
vis Eaperian's of Equifan's webute A frasd alen teils creditens 10 follew corasn proceduses, incloding contacting you,
before they open amy new accounts o change your existing sccouats. For that reason, placing a fraud alert can protect
you, bt also may delsy you when you seek 10 obtaie credit The contact information for all three bureaus v as follows

Credit Bureass

Equifax Fraud Reporting Experias Fraod Reporting TrassUmion Fraud Repocting
|-B6b6-140.519] |-488-307-1740 1-800-680. 7289

PO Box 109069 PO. Boa 4144 PO. Box 2000

Atlanta, GA J034R- 5045 Allen, TX 75013 Chester, PA 19022-2000
www.oqu laa.com W', CXPCIUR, COm SWHLUADSION COm

It s mevessary 10 contact oaly ONE of those burcaus and use oaly ONE of these methods. As s0on 18 one of the three
bureaus confirms your fraud alert, the others are notified %o place alerts on therr records as well

You will receive confirmation lesters in the mai! and will then be sble to order all three credt reports, free of charge, for
your review. An imtial franad alert will kast for ooe year

Piease Note: No one i allowed 1o place a frawd alert on Your credit report except you.

& Security Freces. By placing a secusiy freces, woestons who faudalontly scquiies you p Sentady i iy

will mot be able 10 use that information 1o open mEw ccounts of borTow money in your aame. You will need to contact the
there rational credt reporting buseaus bisted above 1o place the freeze. Kecp m mind that when you place the freere, you
will ot be able w0 borrow momey, obtxin ssant credit, or pot s new credit card unti| you temsporanily lift o p ntly
remove the freeze There is 50 008t to freese or anfreere your credit files.
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Kentucky Residents: Ofice of the Antormey Geoeral of Kensscky, 700 Capizol Avenue, Suite 118 Frankfor, enmtucky
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Ave. NW., Washington, D.C. 20580
New York Resideats: the Antomey General may be contacted at Office of the Anorney General, The Capitol, Albany,
NY 12224-0341; 1-800-771-7755; hopa lag sy goy/.
North Carolina Residents: Office of the Attorney General of North Caroline, 9001 Mail Service Center Raleigh, NC
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TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
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AFFECTED INDIVIDUALS WITHIN THE JURISDICTION

Schedule 2

Delta Dental Incident Involving

Vericast Employees

Total Individuals Affected

1378

Maryland Residents

16
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Schedule 3

VERICAST’S NOTIFICATION TO VERICAST EMPLOYEES
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From: (Vericast)

Subject: Notice of Delta Dental Security Incident
Date: Thursday, January 18, 2024 4:21:36 PM
Attachments: image001.png

Importance: High

Good afternoon,

This is to notify you that you should have received a notice from Delta Dental regarding a security
incident involving your (or your dependent’s) personal information that Delta Dental processes as a
Vericast benefits vendor. The notice from Delta Dental is accurate, and as explained in the notice,
you are entitled to sign up for free identity monitoring services through Kroll. If you have not
received a notice from Delta Dental by February 29, 2024, please contact Vericast’s Chief Privacy

Officer at_(aaver'icast.com.

Thank you,

Vericast
15955 La Cantera Parkway | San Antonio, TX 78256
Office: 210-694-1041 | Mobile: 210-386-9576
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Vericast.com | LinkedIn




